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Abstract

Today, a computer network is under constant assault from
attacks. In Computer Science, NIDS are used in order
to protect a computer network against these intrusions.
These systems normally use stochastic approaches or a
rule-based system to detect intrusions and to describe
the known intrusions. These systems have some disad-
vantages which we solve with a new approach called
ANIMA. ANIMA stores bad-signatures of intrusions in
directed and weighted graphs as well as returns for each
checked-packet a value how malicious the packet is. The
primary advantages of ANIMA are the online-system,
adaptation, easy administration and storage-saving.
In this article, we discuss the approach ANIMA for
intrusion detection, the advantages and disadvantages,
the implementation as well as the results occurred out
of the simulations that ANIMA for intrusion detection
works well in bad-packet-identification as well as the
implementation substantiates the theoretical advantages.
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1 Introduction

In today’s Internet and academic or commercial networks,
the computers and servers are under constant assault from
hackers, worms and viruses; these attacks are calledin-
trusions. In order to secure a network or a network-node
(e.g. server or computer), the administrators runsNIDS
(Network Intrusion Detection Systems) as well as virus-
and malware guards. Examples of NIDS are discussed
in (Debar, Dacier & Wespi 1998, Roesch 1999, Snapp,
Brentano, Dias, Goan, Heberlein, lin Ho, Levitt, Mukher-
jee, Smaha, Grance, Teal & Mansur 1991, Staniford-Chen,
Cheung, Crawford, Dilger, Frank, Hoagland, Levitt, Wee,
Yip & Zerkle 1996, Porras & Neumann 1997, Janakira-
man, Waldvogel & Zhang 2003). There also exist NIDS
using Artificial Immune Systems, e.g. figured out in
(Hofmeyr & Forrest 1999, Hofmeyr & Forrest 2000b,
Hofmeyr & Forrest 2000a, Spafford & Zamboni 2000).

In all of these solutions finding intrusions, the system
performs a string-matching. The system stores in an ap-
propriate data structure the known bad-patterns of recog-
nised intrusions. These bad-patterns are strings with var-
ious length. Afterwards, the system matches all packets
against the bad-patterns in order to recognise the bad-
packets. Therefore, the system examines the packets as
strings and matches these strings against the bad-packets.
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If the system identifies a packet as malicious, the packet
is removed from the network and the network is secured
from this attack.

Another approach for finding attacks isanomaly detec-
tion. Herein, the system tries to find behaviour of attacks
which are called anomaly. One approach using finite au-
tomates is introduced in (Sekar, Gupta, Frullo, Shanbhag,
Tiwari, Yang & Zhou 2002). A good overview-article is
(Lazarevic, Ertoz, Ozgur, Srivastava & Kumar 2003) and
a novel approach for anomaly detection is described in the
article (Leung & Leckie 2005).

However, in this article we focus on intrusion detec-
tion. The main features of a NIDS are:

• Correct identification of known bad-signatures

• Tolerance against good-packets

• Adaptation: identification of novel intrusions, espe-
cially intrusions which have a signature similar to
known bad-signatures

• Dynamic Behaviour: well working update for the set
of bad-signatures

• Fast Behaviour: need few computational power for
checking one packet-signature

Nowadays, nearly all systems use a simple rule in order
to store one bad-signature and for each packet all rules
must be checked. Furthermore, as the rules are static, it is
not easy to update the rules if the system learns new bad-
signatures and the duration time for the checking of one
packet is pretty slow.

In this article1, we concern an information structure for
bad-signatures based on ANIMA. The data structure is dy-
namic, storage space saving and adaptive. The main novel
feature is that this version of ANIMA can be updated with
new bad-signatures continuously.

ANIMA 2 is a system in order to store and to detect
associative patterns from data streams (Schommer 2005,
Schommer 2004, Schroeder & Schommer 2005). ANIMA
processes a data stream and it is possible to receive the
association rules and relationships at any time during
processing - the online-concept. The idea of ANIMA is
to store the transaction in an undirected network and to
weight the nodes and connections. Consequently, it is pos-
sible to always extract the association rules and there orig-
inate skeletons which describe the main association rules
with highest support and confidence. ANIMA for finding
association rules will be introduced in the Section 3.

Moreover, ANIMA is not only a system for storing and
detecting association rules, it is an idea of an approach for
a lot of problems in computer science using the nature as
archetype.

1This work is supported by theMinistre Luxembourgeois de l’education et de la
recherchethrough the projectINTRA (= INternet TRAffic management and analy-
sis), which is currently performed at theUniversity of Luxembourg.

2ANIMA is located in the projectEVO-BUSINESS - Evolutionary Algorithms in
eCommercewas introduced at theUniversity of Luxembourgand founded by the
Ministre Luxembourgeois de l’education et de la recherche.



Our novel approach is to use a modification of ANIMA
in order to describe the bad-signatures of intrusions.
Therefore, the signatures of intrusions are stored in a di-
rected network. Each node represents one character and
some nodes are connected by a directional connection.
The system weights the nodes and connections in order to
guarantee the proper storage of bad-signatures. The new
version of ANIMA provides two different interfaces:

• Learning:
This interface provides the behaviour of bad-
signatures learning. Through this interface, a new
bad-signature is stored in ANIMA.

• Checking:
For packet-checking is this interface used. A packet-
signature is feed in and ANIMA returns if the packet
is malicious, malicious with high probability or non-
malicious.

Consequently, ANIMA can be always updated, ANIMA
is adaptive and tolerant. For a detail description we refer
to the Section 4.

Convention 1 In order to distinguish between the two ap-
plications for ANIMA, we label ANIMA for Association
Rules as ANIMA-AR and ANIMA for Intrusion Detection
as ANIMA-ID.

We implemented ANIMA-ID in order to substantiate
the advantages figured out in the theoretical part of this
article as well as to simulate scenarios in order to test
ANIMA-ID. ANIMA-ID fortifies all advantages and
operates well in the testing-scenarios.

The article is structured as follows. Section 2 gives an
overview about Intrusion Detection, Section 3 describes
ANIMA-AR and Section 4 discusses ANIMA-ID. Section
4 is divided into Subsections. Subsection 4.1 defines the
storing of bad-signatures, Subsection 4.2 introduces the
checking of bad-packets and Subsection 4.3 discusses the
advantages as well as disadvantages of ANIMA-ID. Sub-
section 4.4 gives an example of a scenario for ANIMA-ID,
Subsection 4.5 figures out the implementation of ANIMA-
ID, Subsection 4.6 compares our approach with SNORT
and Subsection 4.7 provides a proof for completeness.
Thereafter, the Section 5 describes some examples of ap-
plications of ANIMA-ID and Section 6 concludes the ar-
ticle and gives an outline about the future work.

2 Current Situation

Nowadays, three different approaches for detecting bad-
signatures in packets are mainly used:

1. Rule-based storage of bad-signatures:
The rule-based storage approach saves the bad-
signatures in rules like ifsignaturea is found the
packet is malicious. The advantages of this approach
are that it is easy to implement and it is easy to
check a packet-signature against a rule. The dis-
advantages are that it is time-consuming to check a
packet-signature against all rules because there can
be redundant rules as well as it is hard to update the
rules if new bad-signatures are found - especially an
online update on a running system.

2. Stochastic approach:
In this approach, no bad-signatures are stored. The
NIDS monitors the network traffic and analyses the
traffic using stochastic methods. Consequently, it
is another approach which is not proper comparable
with the approach of saving bad-signatures. In our
opinion, the two approaches must be combined in or-
der to prevent intrusion using bad-signature-storing
and detecting infections using stochastic-methods.

Figure 1: Visualisation of ANIMA-AR with the three lay-
ers: the short-term and the long-term memory as well as
the action layer.

3. Expert system:
This approach uses expert systems like virus- or mal-
ware scanners in order to detect bad-signatures in
packets. The advantage is that the expert systems
work well and are up to date. Against it, the dis-
advantages are that the expert systems are not devel-
oped to detect intrusion in packets which are divided
in a header- and a content-component as well as the
packets can be fragmented. Also, the expert systems
need too much computational power for checking all
packets in a high-speed network (Antonatos, Anag-
nostakis, Polychronakis & Markatos 2004).

Consequently, it is important to find better approaches
for bad-signature storage and string-matching between
packet- and bad-signatures.

Convention 2 A network, e.g. the Internet, delivers
packets from the source to the destination. These packets
are checked by a system in order to remove bad-packets.

In this article, we talk about signatures of packets. A
packet consists of a header- and a content-part. The sig-
nature of a packet is the string consisting of the header-
string concatenated with the content-string. If we talk
about checking a packet, the system creates the packet-
string out of the packet and ANIMA-ID checks this string
and returns a value which evaluates whether a packet is
bad or not.

3 Description of ANIMA for assocation rules

In detail, ANIMA-AR receives a constant data-stream of
transaction and stores the transactions in an undirected
network. Each node represents one entity or cell. All
atoms, which appeared together in at least one transac-
tion, are connected automatically. Furthermore, all nodes
and connections are weighted in order to save confidence
and support. This weight is set if the connection is set.
Every time, the node or connection appears in a transac-
tion, the weight is increased and the weight of all other
nodes and connections, which does not appear in the trans-
action, is decreased - an adaptive system. Thus, ANIMA-
AR provides association rules with confidence and sup-
port as well as ANIMA-AR provides skeletons which
describe the main association rules of the data stream
(Schommer 2004). Anymore, ANIMA-AR does not only
provide association rules, it also provides relations be-
tween these entities and cells. The idea of ANIMA-AR
is visualised in figure 1.

For the detailed explanation of the behaviour of
ANIMA-AR, we refer to the article (Schommer 2005).



4 Description of ANIMA for network intrusion de-
tection

This Section describes how we use ANIMA-ID in order
to store and to detect bad-signatures of intrusions. A
bad-signature is a string. Each character of this string is
stored in a network-node. Thereafter, the network-nodes,
which store the string, are connected through directed con-
nections. Consequently, this new network represents the
string. For an appropriate identification of bad-signatures
and a proper tolerance of good-signatures, the nodes and
connections receive a weight. In this case, ANIMA-ID
stores a new signature which is not present, the weight of
the nodes is set to 1

length signature and the weights of the
connections is set to 0. Hence, the weight of the signature
is 1 because all weights are added up.

If ANIMA-ID stores a bad-signature and a part of the
signature is already stored in ANIMA-ID, the non-stored-
part of the signature is added to the stored-part in ANIMA-
ID and the weights are set properly. Contrary to the
rule-based-storing, ANIMA-ID reduces redundancies and,
therefore, the used storage-space is decreased. ANIMA-
ID weights the connection if a signature is stored but the
signature is not marked as bad. If this task is performed,
stored signatures receive a new weight and the signatures
are maybe not identified as bad. However, the part of the
signature, which is now weighted, identifies the old signa-
ture as bad because it is a substring.

We figure out the detailed rules for storing in the
Section 4.1.

In the last paragraph, we figured out the storing of bad-
signatures. Now, we discuss the idea of packet-checking
whether a packet is bad or not. The signature of the packet
is given to ANIMA-ID and it returns a value for the signa-
ture:

• If the value is equal to 1, the signature is definitely
bad and must be removed from the network in order
to prevent an intrusion.

• If the value is equal to 1− δ and |δ| ≤ |∆|, the sig-
nature is bad - with high probability - and the system
should remove the packet from the network for the
purpose of preventing an intrusion. The parameter
∆ describes how affine the network reacts to similar
intrusion.

• If the value is equal to 1−δ and|δ| > |∆|, the signa-
ture is good - with high probability - and the network
should deliver the packet to the destination.

We discuss in-depth the checking in the Section 4.2.

In the checking-process, ANIMA-ID detects also sim-
ilar intrusion; this is analogue to the immune system
which also identifies mutated antigens. For the adaptation,
ANIMA-ID provides two features:

1. If ANIMA-ID checks a signature which is similar to
an existing signature, ANIMA-ID will return a value
close-by 1 and the network will remove the packet
using the parameter∆.

2. If the system inserts a lot of similar signatures in
ANIMA-ID - the signatures must have the same
length and the end of one signature is the start of
another signature - ANIMA-ID will detect combina-
tions and mutations of these signatures.

Therefore, ANIMA-ID is an adaptive and dynamic sys-
tem.

4.1 Definition Storing a Bad-Signature

In order to define the storing process, ANIMA-ID per-
forms up-to four tasks: We assume that ANIMA-ID stores
a bad-signature S.

1. ANIMA-ID checks the signature S and if the value is
equal to 1, ANIMA-ID already detects the signature
S as definitively bad and the storing-process finishes.

2. ANIMA-ID contains the whole signature S but the
value for S is not equal 1, the value isŜ. Thereafter,
ANIMA-ID weights the existing signatureS:

• If all connection of the signatureSare weighted
or no connection and the ingoing and outgo-
ing connection are not weighted, ANIMA-ID
weights the connection as follows:
For each connection of the network of signature
S, ANIMA-ID sets the weight for the connec-
tion to

1− Ŝ
lengthS−1

and the storing-process finishes.
• If not all connections are weighted or at least

one connection is weighted or all connections
are weighted and the ingoing and outgoing con-
nection is weighted, ANIMA-ID inserts the sig-
natureSagain with task 4.

3. ANIMA-ID does not contain the whole signature S.
However, it contains a substring of the Signature S.
Hence, stringS= S1S2S3, ANIMA-ID contains al-
ready the stringS2 with value Ŝ2 and ANIMA-ID
does not contain the stringsS1 andS3. Also, the value
Ŝ2 66= 1 because this would be a contradiction to task
1.
ANIMA-ID inserts two networks for the stringsS1
and S3, each node of these networks represents a
character, connects the nodes with directed connec-
tions and weights the connection with the value 0.
Afterwards, ANIMA-ID connects the end of the net-
work of string S1 with the start of the network of
string S2 as well as the end of the network of the
string S2 with the start of the network of the string
S3; the effect is that ANIMA-ID contains the whole
signatureS. Now, ANIMA-ID has to set the right
weights. The value of the signatureS2 is Ŝ2. Then,
ANIMA-ID sets the value of each node inS1 andS3
to

1− Ŝ2

lengthS1 + lengthS3

and the storage-process finishes.

4. ANIMA-ID does not contain any substring of the
signature S. ANIMA-ID inserts a new network, the
nodes represents a character and ANIMA-ID con-
nects the nodes using directed connections so that
the path through the network is like the signature-
string. Afterwards, ANIMA-ID weights the connec-
tions with 0 and the nodes with 1

length signature.

Consequently, ANIMA-ID stores the bad-signatures
of intrusions in networks and these networks repre-
sent the known world of bad-signatures. This is sim-
ilar to ANIMA-AR where ANIMA-AR represents the
current association rules with support and confidence,
cp. (Schommer 2005, Schommer 2004, Schroeder &
Schommer 2005).

4.2 Definition Checking a Packet-Signature

In this Section, we discuss the way how ANIMA-ID
checks a packet. The system gives ANIMA-ID a signa-
tureS. The checking is divided into two tasks:

1. Calculating the value for the signatureS:
For calculating the value for a signatureS, ANIMA-
ID calculates the value of all substrings and returns



the value which is nearest to 1:

Value(S) = next1S̄⊆S(S̄)

where the functionnext1 returns the value next to 1.
ANIMA-ID calculates for a stringŜ the value as ac-
cumulate the weights of all nodes and, if all connec-
tion of the string have a weight unequal to 0, adding
the sum of all connections of the signature.

2. Evaluation of the value, decision whether a packet is
good or bad:
As described above, there exist three different value
levels:

• If the value given from ANIMA-ID is equal to
1, the signature is definitively bad and must be
removed from the network in order to prevent
the intrusion.

• If the value is equal to 1− δ and|δ| ≤ |∆|, the
signature is similar to an existing and known
bad-signature;∆ is a parameter of the checking
system and describes how affine the network for
mutated intrusions is. Therefore, the network
should remove the packet in order to prevent an
intrusion.

• Otherwise, the value is far away from 1, in de-
tail the value is equal to 1−δ and|δ|> |∆|, and
the packet is good - with high probability - and
the network should deliver it to the destination.

Hence, ANIMA-ID identifies novel intrusions and
adapts to the current intrusions without forgetting the old
ones.

4.3 Advantages - Disadvantages of ANIMA-ID

In this Section, we present the advantages and disadvan-
tages of our approach ANIMA-ID.

4.3.1 Advantages

• Adaptive:
ANIMA-ID recognises similar intrusions and it is
able to prevent the system from similar attacks, e.g.
if an attack is known, a small mutated attack is also
removed.

• Online System:
The system gives always a value about the criticality
of a packet based on the actual set of signatures.

• Easy to Administrate:
The administrator can easily add new signatures of
intrusions because the process of storing the signa-
ture is implemented in ANIMA-ID.

• Storage-Space-Saving:
ANIMA-ID saves storage space because little redun-
dancy is used in the saved signatures of intrusions.

• Checking-Time:
In contrast to a rule-based system, the time to check a
packet is reduced because of the little redundancies.

• Gives a current view how bad-signatures can be
found:
In the storage of bad-signatures in ANIMA-ID, the
nodes and connections have weights. If a short path
through a network has a weight which is equal to 1,
this (sub-)network identifies a lot of intrusions and is
an important bad-signature.
These short signatures are hard to compute if a rule-
based system is used.

4.3.2 Disadvantages

• Removing bad-signatures:
ANIMA-ID provides an interface and logic for
adding new bad-signatures. However, ANIMA-ID
does not provide an interface and logic for remov-
ing bad-signatures. In this case, a new system must
be used.
A first and simple approach for this issue is a sec-
ond version of ANIMA-ID wherein good-signatures
are stored - similar to the white-lists of spam-blocker.
These good-signatures describe packets which are al-
ways good and ANIMA-ID always returns the value
0, which means that ANIMA-ID identifies the packet
as definitively good.

• Stochastic-Approaches:
ANIMA-ID can only save strings. Consequently,
there is no facility for adding other system, e.g. a
stochastic-approach or a virus-/malware guard.

4.4 Example

In this Section, we present an example of storing and
checking in ANIMA-ID. In the storing-process, we use
in this example all rules of the Section 4.1.

4.4.1 Storing

Inserting the signature ABC using rule number 1:

A, 1
3 B,1

3 C,13

Inserting the signature CDEF using rule number 3:

A, 1
3 B,1

3 C,13 D,2
9 E,29 F,29

Inserting the signature ABC using rule number 1:
The signature already contains the value 1 and, hence,

no changes in ANIMA-ID occur.

Inserting the signature CDE using rule number 2:

A, 1
3 B,1

3 C,13 D,2
9 E,29 F,29

1
9

1
9

Inserting the signature CDGH using rule number 3:

A, 1
3 B,1

3 C,13 D,2
9 E,29 F,29

G,16

H,1
6

1
9

1
9

4.4.2 Checking

In this paragraph, we illustrate values for some signatures:

Signature Value Signature Value
ABC 1 AB 2

3

CDEF 1 BCD 8
9

CDE 1 ABCDEF 5
3



4.5 Implementation of ANIMA-ID

After the theoretical phase - defining and analysing
ANIMA-ID - finishes, we implemented ANIMA in order
to test our approach. We implemented ANIMA in Java
using OOP in order to keep platform-independent. How-
ever, we have to keep in mind that ANIMA-ID is research
in progress and the implementation is an early prototype.
The main aims of the prototype is to receive a stable ver-
sion of ANIMA-ID as well as to test the idea. The scope
of the implementation was not obtaining the fastest imple-
mentation.

The implementation provides all features described in
this article as well as confirms the proof of completeness
in Subsection 4.7. Furthermore, the implementation sub-
stantiates the advantages and disadvantages discussed in
Subsection 4.3.

After implementation, we designed several scenarios
in order to test ANIMA-ID. In all scenarios, we insert
a number of bad-packet-signatures and, afterwards, we
check packet-strings - good as well as bad packet-strings
- in order to test if the returned values are correct. In all
simulations, ANIMA-ID performs well without any prob-
lems or bugs. Furthermore, the storage-saving-feature is
working well. Normally, ANIMA-ID saves about 10%-
30% of storage compared to a rule-based system. Also,
ANIMA-ID identifies reliable similar as well as mutated
signatures of bad-packets.

4.5.1 Details of Test-Scenarios

The scenarios are quite similar and differ in the number of
stored intrusion-descriptions as well as in the number of
checked packets.

1. In the first scenario, we injected by hand some sig-
natures of intrusions and afterwards checked some
signatures of bad as well as good packets. In all situ-
ations, ANIMA-ID performs well; only some round-
ing errors occur.

2. In the second scenarios, we inserted automatically
a lot of signatures of intrusions and afterwards we
checked automatically several signatures of bad as
well as good packets. Also in these scenarios,
ANIMA-ID performs well and identifies all packets.

3. In the last scenarios, we inserted like in the last sce-
narios automatically a lot of signatures of intrusions
and afterwards we checked automatically a lot of sig-
natures of bad as well as good packets. Additionally,
we also checked packets which contain a signature
that is similar to an already stored signature. In this
scenario, we test the adaptation of ANIMA-ID and it
identifies the similar intrusions as well.

4.5.2 Details about the Implementation

We implemented ANIMA-ID in Java 1.4.2 using 545
code-lines and 313 additional code-lines for the GUI
(Graphical User Interface). For the visualization of the
graphs in ANIMA-ID, we usedjgraph version 5.7.3 and
jgrapht version 0.6.0.

We implemented four classes:

• ANIMA Cell:
This class represents a cell of ANIMA-ID and stores
the character, the weight of the cell and a list of ref-
erences to the connections to the next as well as pre-
vious cells. The class is used as a simpleDTO (Data
Transfer Object).

• ANIMA Connection:
A connection between two cells is represented by
this class. It stores a reference to the source as well
as destination cell and the weight of the connection.
Like the ANIMA Cell class is this also a DTO.

• ANIMA ID:
This is the class which implements ANIMA-ID and
provides the following methods:

– InsertingSignature: Insert a signature of a bad-
packet.

– CheckPacket: Check a packet and return a
value which describes how malicious the packet
is.

This class obtains all cells and connections of
ANIMA-ID and the only possibilites to access the
networks in ANIMA-ID are the two methods above.
It is possible to navigate through the networks using
the classes ANIMACell and ANIMA Connection.
Also, this class includes the networks.

• GUI ANIMA ID:
This class visualises the networks and gives a front-
end in order to test ANIMA-ID. For the visualisation
of the networks, we use the java-projectsjgraph and
jgrapht. So, the handling of the GUI is intuitive.

4.5.3 Running-Time of the Implementation

The status of the project ANIMA-ID is that it is research
in progress and the aims of this prototype is to test the ba-
sic idea as well as to visualize the idea. Furthermore, we
used this prototype of ANIMA-ID in order to test the ap-
proach and to simulate scenarios. In the implementation,
we focused on a fast prototype but the main aspects are
to receive a stable version for good testing. Consequently,
the running-times can be decreased.

Furthermore, a complete calculation of the best-,
average- and worst-case running times are not possible by
meeting the page-limitation of 10 pages. However, we can
provide a basic analysing of the worst-case running-time
in the implemented prototype:

We assume that we havec atoms in ANIMA-ID. This
means that we saved signatures of bad-packets withc
different characters. Know we distinguish between the
checking of a packet and the learning of a new signature
of a bad-packet.
Checking a packet:
We assume that the length of the signature of the checked-
packet isn. Then, the running-time of the checking is
bounded byO(n3) andO(1) accesses to a hash-table with
c items.
Learning a new signature of a bad-packet:
We assume that the length of the signature of the packet
is n. Then is the running-time of the checking bounded
by O(n3) andO(n) accesses to a hash-table withO(n+c)
items.

We have to keep in mind that the running-time depends
on the implementation and our prototype is not revised to
the highest performance.

4.6 Comparing the Storing of Bad-Signatures in
SNORT with ANIMA-ID

SNORT uses another approach for storing the rules in
order to check a packet. It differs between Chain-
Headers containing Source/Destination IP-Address/Port
and Chain-Options containing all other information of a
packet, e.g. Content, TCP-Flags, Payload Size. SNORT
checks the packet against the Chain-Headers and if the
packet matches a Chain-Header, it will check the packet
against the Chain-Options of the Chain-Header. If the
packet matches one of the Chain-Options, an intrusion in
the packet is identified. If the packet does not match any
Chain-Header and Chain-Option, the packet does not in-
clude an intrusion.

The advantages of this approach are that the check-
ing is divided into the fast header-checking and the not
so fast complete packet-checking. Furthermore, SNORT



processes the checking after such a graph of Chain-
Headers and -Options; this eliminates checking with unin-
teresting rules. The disadvantages are that the rules must
be written by hand and SNORT does not eliminate redun-
dancies in the rules which need running-time as well as
storage-space.

ANIMA-ID will also only check the packet against the
interesting parts of the network in ANIMA-ID and so there
is a similar feature which eliminates uninteresting checks.
Consequently, the running-time of the checking depends
on the implementation which will be not focussed in this
article.

A good approach is to combine the both system. This
approach uses the Chain-Headers from Snort in order to
classify the intrusions and the Chain-Options of a Chain-
Header are replaced by an ANIMA-ID. Hence, both sys-
tem are combined in order to receive the advantages of
both systems.

4.7 Proof for completeness of the rules

In this Section, we prove that the rules introduced in Sec-
tion 4.1 are complete. This means that all added bad-
signatures are identified as bad - value is equal to 1 - and
all good signatures are not identifies as definitively bad -
value is unequal to 1.

Convention 3 Let S1 and S2 two strings. Thus, S1 ⊆ S2
iff S1 is a substring of S2. Also, let|S| be the length of the
signature-string S.

The proof of completeness is not valid for all possible
signatures. Firstly, we will show in the next paragraph that
if ANIMA-ID saves a signature ANIMA-ID will identify
this signature as definitively bad (value= 1). Secondly,
we will show, that for mostly all signatures, which are
not stored in ANIMA-ID, will not receive a value equal
to 1. Unfortunately, in some cases if a signature is stored
another signature, which is not stored in ANIMA-ID, re-
ceives the value 1. However, these cases are far away
from practice. The signatures of these cases are short (at
most six Bytes) and in practice the signature-length are
normally at least 1kByte= 1024Bytes. Consequently, the
set of rules is complete for typical used signatures.

Anymore, if the systems inserts signaturesSi with
i ∈ IN, eachSi has the lengthx andSi = Si1Si2 as well as
Si+1 = Si2Si+12 with 1≤ |Si j | < x, then allS⊆ ∑i Si with
|S| = x are malicious. However, this is not a problem
because these signaturesS describe combinations and
mutations of existing intrusions.

Now, we present the proof in detail:

4.7.1 A signature S is stored and, afterwards, not
identified as definitively bad

ANIMA-ID stores the signatureS in a time-step and sets
the value to 1. Accordingly, ANIMA-ID returns for the
signatureS the value 1 which means that the signature is
definitively bad.

Now, we assume that ANIMA-ID will at any time not
identify the signatureS, ANIMA-ID will return a value
unequal 1 for the signatureS. Hence, ANIMA-ID must
increase or decrease the value using other weights. In or-
der to contradict this, we discuss all rules of Section 4.1 if
a rule can diversify the weights:

1. The first rule does not perform any action on the
networks saved in ANIMA-ID. Consequently, the
weights of the signatureSare unvaried.

2. The second rule is the important rule in this proof
because it varies weights of existing signatures.

If ANIMA-ID only weights a substring of the sig-
nature S the value ofS is independent from the
connection-weights inS, cp. the Section 4.2, or the
new inserted substring is also definitely malicious.
If ANIMA-ID weights the whole stringS, the sys-
tem inserts a strinĝS⊇ S. This is a contradiction to
rule 1 because the value for the signatureŜ is 1 and
ANIMA-ID does not weight the connections.
Hence, the weights of the stored signatureS are un-
varied.

3. In the third rule, ANIMA-ID stores a new signa-
ture affixing to a current existing network. Also,
ANIMA-ID sets the weight of the new inserted nodes
and connections in order to receive a value equal to
1 for the stored signature. Therefore, the weights of
the stored signatureSare unvaried.

4. The fourth rule inserts a new signature in a new net-
work and sets the weights of the nodes and connec-
tions in order to receive a value of 1 for the new sig-
nature. Hence, the weights of the stored signatureS
are unvaried.

Thus, this part of the proof is shown.

4.7.2 A signatureS is not bad and ANIMA-ID identi-
fies it as definitively bad

In this Section, we prove that a signatureS which is not
saved in ANIMA-ID cannot receive the value 1; only in
some non-practical cases can these occur. We assume that
there is never a signaturêS⊆ S inserted. Consequently,
there is no network which represents the signatureSwith
a value equal to 1.

Now, we check all rules of the Section 4.1 in order to
find a rule which can inserts or weights a signatureSwith
value 1 when another signatureŜ 6⊆ S is inserted.

1. The first rule does not change anything in ANIMA-
ID and, consequently, there cannot emerge out of this
rule a signatureSwith value 1.

2. The signatureSis in ANIMA-ID and contains a value
unequal to 1. Now, the connections of the signature
Swill be weighted.
Firstly, we note that ANIMA-ID must weight the
connections of the whole signatureSbecause a partly
weighting has no consequence for the value of the
signatureS. Let Ŝ the new signature and let̂S =
S1SS2. Furthermore, let̃X the value of the signature
X with X ∈ {S1,S,S2, Ŝ}.
Then,

˜̂S= 1 = S̃1 + S̃+ S̃2

andS̃1 66= 1, S̃ 66= 1 andS̃2 66= 1.

Let X̃ = N(X)+C(X) whereN(X) is the weight of
the nodes of the signatureX andC(X) is the weight
of the connections of the signatureX. Then it follows
that

1 = S̃1 + S̃+ S̃2

= N(S1)+C(S1)+N(S)+C(S)+N(S2)+C(S2)

If C(S1SS2) = x then N(S1SS2) = 1 − x. Also,
because the weighting of the connections is uniform,
C(X) = x

|X| with X ∈ {S1,S2,S}.

Note:
N(X) ≥ 0 for all signaturesX.



Proof:
If a signature is inserted in ANIMA-ID, ANIMA-ID
sets the right values for the nodes. We discuss the
four rules: The first and the second rule do not influ-
ence the weights of the nodes.
The third rule is valid because ANIMA-ID inserts
a signature where a sub-signature is already stored.
Hence, the value of the stored signature is in]0,1[
and the weights of the nodes of the inserted signature
are also in]0,1[.
The fourth rule sets the weights of the nodes equal to
1
|X| , whereX is the inserted signature-string. Hence,
all weights are at least 0.
Hence, the note is valid.

Now, we assume that̃S= 1 because then we receive
a signature with value equal to 1 without saving the
signature. Out of̃S= 1 followsN(S)+C(S) = 1.
We know from above that
N(S1)+C(S1)+N(S)+C(S)+N(S2)+C(S2) = 1
and then

N(S1)+C(S1)+N(S2)+C(S2) = 0

From above we know thatC(S1) = x
|S1|

andC(S2) =
x

|S2|
and it follows that

N(S1)+
x

|S1|
+N(S2)+

x
|S2|

= 0

Also, we know from aboveN(S1SS2) = 1−x as well
as from our assumptionS(S)+N(S) = 1 andN(S) =
x
|S| .

Hence,

N(S1)+N(S2) = 1−x−N(S)

= 1−x−1+
x
|S|

=
x
|S|

−x

Thus, it follows:

x
|S|

−x+
x

|S1|
+

x
|S2|

= 0

and

x(|S1| · |S2|− |S| · |S1| · |S2|+ |S| · |S2|+ |S| · |S1|) = 0

From this equation it follows that eitherx = 0 or

(|S1| · |S2|− |S| · |S1| · |S2|+ |S| · |S2|+ |S| · |S1|) = 0

must apply. However,x = 0 means that we do not set
a weight on the connections and this is a contradic-
tion.
Hence, we have to solve the diophantine equation

(|S1| · |S2|− |S| · |S1| · |S2|+ |S| · |S2|+ |S| · |S1|) = 0

Assumption:
The equation

(|S1| · |S2|− |S| · |S1| · |S2|+ |S| · |S2|+ |S| · |S1|) = 0

has the solutions:

2 3 6 and it’s permutations
2 4 4 and it’s permutations
3 3 3

Proof:
We differ in the proof between some intervals for the
variablesS, S1 andS2. The parameters are in the in-
terval[0,∞[.
Firstly, we focus on the interval[1,1000] for all three
parameters. Then, we receive the solutions in the as-
sumption above using the computer.
Secondly, we focus on the interval]1000,∞[ for all
three parameters. Therefore,|S| · |S1| · |S2| is always
greater than|S1| · |S2|+ |S| · |S2|+ |S| · |S1| and we do
not find any solution for the equation.
Thirdly, one parameter is in the interval]1000,∞[,
one parameter is in the interval[3,∞[ and one para-
meter is in the interval[2,∞[. It is easy to see that
the values 1001, 3 and 2 are interesting and all other
higher variables have the same behaviour. If we use
these values then|S| · |S1| · |S2| is equal to 6006 and
|S1| · |S2|+ |S| · |S2|+ |S| · |S1| is equal to 5011. Hence,
these intervals do not provide any solution for the
treated equation.
Fourthly, one parameter is in the interval]1000,∞[,
one parameter is in the interval[1,3[ and one parame-
ter is equal to 1; w.l.o.g.|S2| = 1. Thus, the equation
has the form|S1| · |S| = |S1| · |S|+ |S1|+ |S| and thus
0 = |S1|+ |S| which is impossible.
Fifthly, the parameters are in IN0 and at least one pa-
rameter is equal to 0. W.l.o.g.|S2| = 0. Then we
receive the equation|S1| · |S|= 0 and, hence,|S1|= 0
or |S| = 0. Accordingly, we only insert one string
and this string must be according to the construction
of this proof in ANIMA-ID. If two parameters are
equal to 0, we receive the same result and, conse-
quently, these intervals for the parameters does not
provide any new solution.
Consequently, the second rule provides only the so-
lutions of the assumption.

3. The system inserts the signaturêS = S1S2S3 in
ANIMA-ID and the signatureS2 is already stored.
We note, that the value ofS2 is unequal to 1 because
then the first rule is valid becausêS is definitively
bad.
Let S̃i be the value for the signatureSi for i ∈{1,2,3}.
Hence,S̃1+ S̃2+ S̃3 = 1 becausêSwill be inserted as
well asS̃1 = S̃3 because the weighting is uniform.

We say w.l.o.g. thatS= S1S2. It is clear thatS̃1 +
S̃2 = 1− S̃3. It follows that

S̃1 + S̃2 = 1−→ S̃3 = 0

and withS̃1 = S̃3

S̃1 = 0−→ S̃2 = 1

which is a contradiction to rule 1 the sub-signatureS2
is already identified as malicious.
Hence, the signatureS would not receive a weight
equal to 1.
Anymore, ANIMA-ID detects also combinations and
mutations of existing intrusions:
Let i,x∈ IN, |Si | = x, Si signatures of intrusions and
Si = Si1Si2 as well asSi+1 = Si+11Si+12 with Si2 =
Si+11 and 1≤ Si j < x; this means that the system in-
serts in ANIMA-ID a lot of signatures where the end
of a signature is the start of another signature. Conse-
quently, in ANIMA-ID evolves a network, each node



has the same value1x as well as each connection has
the value 0. Therewith, each signatureS⊆ ∑i Si with
|S| = x is definitively malicious; this means osten-
sive that each sub-signature of the concatenation with
lengthx is also malicious. However, these signatures
belong to combinations and mutations of existing in-
trusions and should be detected by ANIMA-ID.

4. The fourth rule inserts a signature which is uniformly
weighted. Hence, the signatureS, which may is only
a substring, cannot receive the weight 1.

Consequently, the second and last part of the proof is
shown and the rules are complete for practical signatures.

5 Applications for ANIMA-ID

In this Section we present several applications for
ANIMA-ID. However we have to keep in mind that
ANIMA-ID is not a running NIDS, it is research in
progress as well as just a component of a NIDS. Anyhow,
we present some feasible applications which are currently
not running.

Consequently from design, ANIMA-ID’s main appli-
cation is in the intrusion detection of computer networks.
As well, ANIMA-ID also performs well in the area of in-
trusion detection in other networks like e.g. communica-
tion networks, data streams and satellite communications.
Also, it is possible to use ANIMA-ID in order to detect
intrusions in general networks, computer environments or
data streams. Generalised, ANIMA-ID can be used in or-
der to detect intrusions in all data-masses.

One practical example is to observe communication
channels and the Internet in order to detect attacks, trojans
and viruses. It is possible to use ANIMA-ID in an acad-
emic as well as commercial network as a part of the NIDS
securing the Internet-Gateway in order to secure the net-
work. Another practical example is to use ANIMA-ID as
a lightweight agent in an artificial immune system which
is used for intrusion detection in computer networks. We
are currently building up such an artificial immune system
in our group.

6 Conclusion

In this article, we presented a new system for saving bad-
signatures of intrusions and for checking packets against
these saved bad-signatures. ANIMA-ID has the advan-
tages that it is fast, adaptive, online and storage-space-
saving. Also, ANIMA-ID is easy to implement because it
only consists of directed and weighted graphs. If ANIMA-
ID is used for bad-signature describing and for checking
packets, the NIDS will be enhanced and improved because
current intrusion-describing systems use normally a rule-
based-system. We implemented ANIMA-ID and simu-
lated scenarios in order to test ANIMA-ID. However, it
is interesting to enhance ANIMA-ID, e.g. implementing a
short-term and a long-term memory for saving intrusions
in the long-term memory and for saving short-term restric-
tions in the short-term memory. Anymore, we will use
ANIMA-ID in an artificial immune system for network
intrusion detection as a lightweight agent. Furthermore,
it is also interesting to enhance ANIMA-ID in order to
automatically detect abnormal packets which are different
from the standard packets in a network. These next steps
will be our challenge for the future.
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