Description of Bad-Signatures for Network Intrusion Detection

Michael Hilker Christoph Schommer

University of Luxembourg, Campus Kirchberg
Dept. of Computer Science and Communication
6, Rue Richard Coudenhove-Kalergi, L-1359 Luxembourg
Email: {michael.hilker, christoph.schomn}e@uni.lu
Phone: +352-420104234, 228§

Abstract If the system identifies a packet as malicious, the packet
is removed from the network and the network is secured

Today, a computer network is under constant assault frorfrom this attack.

attacks. In Computer Science, NIDS are used in order Another approach for finding attackssdsomaly detec-

to protect a computer network against these intrusiongtion. Herein, the system tries to find behaviour of attacks

These systems normally use stochastic approaches orwhich are called anomaly. One approach using finite au-

rule-based system to detect intrusions and to describ®mates is introduced in (Sekar, Gupta, Frullo, Shanbhag,

the known intrusions. These systems have some disad-wari, Yang & Zhou 2002). A good overview-article is

vantages which we solve with a new approach calledLazarevic, Ertoz, Ozgur, Srivastava & Kumar 2003) and

ANIMA. ANIMA stores bad-signatures of intrusions in a novel approach for anomaly detection is described in the

directed and weighted graphs as well as returns for eachtrticle (Leung & Leckie 2005).

checked-packet a value how malicious the packet is. The However, in this article we focus on intrusion detec-

primary advantages of ANIMA are the online-system, tion. The main features of a NIDS are:

adaptation, easy administration and storage-saving. . ificai fK bad-si

In this article, we discuss the approach ANIMA for ® Correctidentification of known bad-signatures

intrusion detection, the advantages and disadvantages, ¢ Tolerance against good-packets

the implementation as well as the results occurred out _ _ o ) _

of the simulations that ANIMA for intrusion detection e Adaptation: identification of novel intrusions, espe-

works well in bad-packet-identification as well as the cially intrusions which have a signature similar to

implementation substantiates the theoretical advantages known bad-signatures

e Dynamic Behaviour: well working update for the set

Keywords: ;

Network Intrusion Detection, Artificial Imnmune System, of bad-signatures

Data Streams, Anomaly Detection. e Fast Behaviour: need few computational power for
checking one packet-signature

1 Introduction Nowadays, nearly all systems use a simple rule in order

, i ) to store one bad-signature and for each packet all rules
In today’s Internet and academic or commercial networksmust be checked. Furthermore, as the rules are static, it is
the computers and servers are under constant assault frofat easy to update the rules if the system learns new bad-
hackers, worms and viruses; these attacks are calted signatures and the duration time for the checking of one
trusions In order to secure a network or a network-nodepacket is pretty slow.
(e.g. server or computer), the administrators rifiSS In this articlé', we concern an information structure for

(Network Intrusion Detection Systems) as well as Virus'ﬁad-signatures based on ANIMA. The data structure is dy-
and malware guards. Examples of NIDS are discussed{ymic “storage space saving and adaptive. The main novel

in (Debar, Dacier & Wespi 1998, Roesch 1999, Snappyeatyre is that this version of ANIMA can be updated with
Brentano, Dias, Goan, Heberlein, lin Ho, Levitt, Mukher- new bad-signatures continuously.

jee, Smaha, Grance, Teal & Mansur 1991, Staniford-Chen, ANIMA 2 is a system in order to store and to detect

$ige§n§ér(|:drgvgnég, B'é%fg’ngrLa“lé’u%%%gAa{lgé;‘ e‘\]/gﬁ:;/li/i?:-’ associative patterns from data streams (Schommer 2005,
man, Waldvogel & Zhang 2003). There also exist NIDS Schommer 2004, Schroeder & Schommer 2005). ANIMA

using Artificial Immune Systems, e.g. figured out in processes a data stream and it is possible to receive the

Hofmeyr & Forrest 1999, Hofmeyr & Forrest 2060 association rules and relationships at any time during

I(-|ofmey¥ & Forrest 2008, Spafford 8)! Zamboni ZOOO%f.n Proc;{esy?tg - tthe onlé_ne-c_oncept. dThetld(;aa OJNANIJMA dlst
In all of these solutions finding intrusions, the system'© S'Oré the transaction in an undirected network and to

performs a string-matching. Thegsystem stores inyan a weight the nodes and connections. Consequently, itis pos-

; } Sible to always extract the association rules and there orig
propriate data structure the known bad-patterns of reco(fnate skeletons which describe the main association rules

nised intrusions. These bad-patterns are strings with var- ="~ = \ g
; ith highest support and confidence. ANIMA for finding
lous length.. Afterwards, the system matches all packet 1ssociation rules will be introduced in the Section 3.

against the bad-patterns in order to recognise the ba Moreover, ANIMA is not only a system for storing and
packets. Therefore, the system examines the packets tecting association rules, it is an idea of an approach for

strings and matches these strings against the bad-packea lot of problems in computer science using the nature as
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Our novel approach is to use a modification of ANIMA
in order to describe the bad-signatures of intrusions.
Therefore, the signatures of intrusions are stored in a di-
rected network. Each node represents one character ar
some nodes are connected by a directional connectior
The system weights the nodes and connections in order t
guarantee the proper storage of bad-signatures. The ne
version of ANIMA provides two different interfaces:

e Learning:
This interface provides the behaviour of bad-
signatures learning. Through this interface, a new
bad-signature is stored in ANIMA.

e Checking:
For packet-checking is this interface used. A packet-
signature is feed in and ANIMA returns if the packet
is malicious, malicious with high probability or non-
malicious.

Long-term
Mernory Layer
with termparal
patterns

Figure 1: Visualisation of ANIMA-AR with the three lay-

ers: the short-term and the long-term memory as well as
Consequently, ANIMA can be always updated, ANIMA the action layer.

is adaptive and tolerant. For a detail description we refer
to the Section 4.

Convention 1 In order to distinguish between the two ap-
plications for ANIMA, we label ANIMA for Association

Rules as ANIMA-AR and ANIMA for Intrusion Detection
as ANIMA-ID.

We implemented ANIMA-ID in order to substantiate
the advantages figured out in the theoretical part of this
article as well as to simulate scenarios in order to test
ANIMA-ID. ANIMA-ID fortifies all advantages and

3. Expert system:

This approach uses expert systems like virus- or mal-
ware scanners in order to detect bad-signatures in
packets. The advantage is that the expert systems
work well and are up to date. Against it, the dis-
advantages are that the expert systems are not devel-
oped to detect intrusion in packets which are divided
in a header- and a content-component as well as the
packets can be fragmented. Also, the expert systems
need too much computational power for checking all

operates well in the testing-scenarios. packets in a high-speed network (Antonatos, Anag-

The article is structured as follows. Section 2 givesan  nostakis, Polychronakis & Markatos 2004).
overview about Intrusion Detection, Section 3 describesconsequently, it is important to find better approaches
ANIMA-AR and Section 4 discusses ANIMA-ID. Section for bad-signature storage and string-matching between
4 is divided into Subsections. Subsection 4.1 defines thgacket- and bad-signatures.
storing of bad-signatures, Subsection 4.2 introduces th
checking of bad-packets and Subsection 4.3 discusses ti@nvention 2 A network, e.g. the Internet, delivers
advantages as well as disadvantages of ANIMA-ID. Subpackets from the source to the destination. These packets
section 4.4 gives an example of a scenario for ANIMA-ID, are checked by a system in order to remove bad-packets.
Subsection 4.5 figures out the implementation of ANIMA- |n this article, we talk about signatures of packets. A
ID, Subsection 4.6 compares our approach with SNORTyacket consists of a header- and a content-part. The sig-
and Subsection 4.7 provides a proof for completenessaature of a packet is the string consisting of the header-
Thereafter, the Section 5 describes some examples of agtring concatenated with the content-string. If we talk
plications of ANIMA-ID and Section 6 concludes the ar- ghout checking a packet, the system creates the packet-
ticle and gives an outline about the future work. string out of the packet and ANIMA-ID checks this string
and returns a value which evaluates whether a packet is

2 Current Situation bad or not.

Nowadays, three different approaches for detecting bad3 Description of ANIMA for assocation rules
signatures in packets are mainly used:
In detail, ANIMA-AR receives a constant data-stream of
ransaction and stores the transactions in an undirected
ietwork. Each node represents one entity or cell. All
tﬁ\toms, which appeared together in at least one transac-
on, are connected automatically. Furthermore, all nodes
and connections are weighted in order to save confidence
and support. This weight is set if the connection is set.
very time, the node or connection appears in a transac-
jon, the weight is increased and the weight of all other
odes and connections, which does not appear in the trans-
ction, is decreased - an adaptive system. Thus, ANIMA-
AR provides association rules with confidence and sup-
2. Stochastic approach: port as well as ANIMA-AR provides skeletons which
In this approach, no bad-signatures are stored. Theescribe the main association rules of the data stream
NIDS monitors the network traffic and analyses the(Schommer 2004). Anymore, ANIMA-AR does not only
traffic using stochastic methods. Consequently, itProvide association rules, it also provides relations be-
iS another approach Wh|Ch is not proper Comparabléwe.en these .enf[ItIeS and cells. The idea of ANIMA-AR
with the approach of saving bad-signatures. In ours Visualised in figure 1. _ _
opinion, the two approaches must be combined in or- For the detailed explanaftlon of the behaviour of
der to prevent intrusion using bad-signature-storing?NIMA-AR, we refer to the article (Schommer 2005).
and detecting infections using stochastic-methods.

1. Rule-based storage of bad-signatures:

The rule-based storage approach saves the ba
signatures in rules like ikignaturea is found the
packet is malicious. The advantages of this approac
are that it is easy to implement and it is easy to
check a packet-signature against a rule. The dis
advantages are that it is time-consuming to check
packet-signature against all rules because there c
be redundant rules as well as it is hard to update th
rules if new bad-signatures are found - especially arp,
online update on a running system.



4 Description of ANIMA for network intrusion de-
tection

This Section describes how we use ANIMA-ID in order
to store and to detect bad-signatures of intrusions. A
bad-signature is a string. Each character of this string is
stored in a network-node. Thereafter, the network-nodes,
which store the string, are connected through directed con-
nections. Consequently, this new network represents the
string. For an appropriate identification of bad-signagure
and a proper tolerance of good-signatures, the nodes and
connections receive a weight. In this case, ANIMA-ID
stores a new signature which is not present, the weight of

the nodes is set t(?e-ngthslme and the weights of the

connections is set to 0. Hence, the weight of the signature
is 1 because all weights are added up.

If ANIMA-ID stores a bad-signature and a part of the
signature is already stored in ANIMA-ID, the non-stored-
part of the signature is added to the stored-partin ANIMA-
ID and the weights are set properly. Contrary to the
rule-based-storing, ANIMA-ID reduces redundancies and,
therefore, the used storage-space is decreased. ANIMA-
ID weights the connection if a signature is stored but the
signature is not marked as bad. If this task is performed,

stored signatures receive a new weight and the signatures3.

are maybe not identified as bad. However, the part of the
signature, which is now weighted, identifies the old signa-
ture as bad because it is a substring.

We figure out the detailed rules for storing in the
Section 4.1.

In the last paragraph, we figured out the storing of bad-
signatures. Now, we discuss the idea of packet-checking
whether a packet is bad or not. The signature of the packet
is given to ANIMA-ID and it returns a value for the signa-
ture:

o If the value is equal to 1, the signature is definitely
bad and must be removed from the network in order
to prevent an intrusion.

If the value is equal to £ 6 and|9| < |4|, the sig-
nature is bad - with high probability - and the system
should remove the packet from the network for the
purpose of preventing an intrusion. The parameter
A describes how affine the network reacts to similar
intrusion.

If the value is equal to + & and|d| > |4|, the signa-
ture is good - with high probability - and the network
should deliver the packet to the destination.

We discuss in-depth the checking in the Section 4.2.

In the checking-process, ANIMA-ID detects also sim-
ilar intrusion; this is analogue to the immune system
which also identifies mutated antigens. For the adaptation,
ANIMA-ID provides two features:

1. If ANIMA-ID checks a signature which is similar to
an existing signature, ANIMA-ID will return a value

1. ANIMA-ID checks the signature S and if the value is
equal to 1, ANIMA-ID already detects the signature
S as definitively bad and the storing-process finishes.

2. ANIMA-ID contains the whole signature S but the

value for S is not equal 1, the value$s Thereafter,
ANIMA-ID weights the existing signaturg&:

o If all connection of the signatur®@are weighted

or no connection and the ingoing and outgo-
ing connection are not weighted, ANIMA-ID
weights the connection as follows:
For each connection of the network of signature
S, ANIMA-ID sets the weight for the connec-
tion to .

1-S

lengthS—1

and the storing-process finishes.

If not all connections are weighted or at least
one connection is weighted or all connections
are weighted and the ingoing and outgoing con-
nection is weighted, ANIMA-ID inserts the sig-
natureSagain with task 4.

ANIMA-ID does not contain the whole signature S.
However, it contains a substring of the Signature S.
Hence, stringS= §$S;, ANIMA-ID contains al-
ready the stringS, with value S, and ANIMA-ID
does not contain the strin@ andS. Also, the value

$ # 1 because this would be a contradiction to task

ANIMA-ID inserts two networks for the string$;

and S3, each node of these networks represents a
character, connects the nodes with directed connec-
tions and weights the connection with the value 0.
Afterwards, ANIMA-ID connects the end of the net-
work of string §; with the start of the network of
string & as well as the end of the network of the
string S with the start of the network of the string
S;; the effect is that ANIMA-ID contains the whole
signatureS. Now, ANIMA-ID has to set the right
weights. The value of the signatug is . Then,
ANIMA-ID sets the value of each node B and$;

to A
1-S
lengthS +length S
and the storage-process finishes.

. ANIMA-ID does not contain any substring of the
signature S. ANIMA-ID inserts a new network, the
nodes represents a character and ANIMA-ID con-
nects the nodes using directed connections so that
the path through the network is like the signature-
string. Afterwards, ANIMA-ID weights the connec-

tions with 0 and the nodes wiqlgme.
Consequently, ANIMA-ID stores the bad-signatures

close-by 1 and the network will remove the packetof intrusions in networks and these networks repre-

using the paramete.

. If the system inserts a lot of similar signatures i
ANIMA-ID - the signatures must have the same
length and the end of one signature is the start o
another signature - ANIMA-ID will detect combina-
tions and mutations of these signatures.

Therefore, ANIMA-ID is an adaptive and dynamic sys- 4.
tem.

sent the known world of bad-signatures.
pilar to ANIMA-AR where ANIMA-AR represents the
current association rules with support and confidence,

£p.
Schommer 2005).

This is sim-

(Schommer 2005, Schommer 2004, Schroeder &

2 Definition Checking a Packet-Signature

In this Section, we discuss the way how ANIMA-ID

checks a packet. The system gives ANIMA-ID a signha-

4.1 Definition Storing a Bad-Signature

In order to define the storing process, ANIMA-ID per-
forms up-to four tasks: We assume that ANIMA-ID stores
a bad-signature S.

tureS. The checking is divided into two tasks:

1. Calculating the value for the signatuse
For calculating the value for a signatueANIMA-
ID calculates the value of all substrings and returns



the value which is nearest to 1: 4.3.2 Disadvantages

_ _Q e Removing bad-signatures:

Valug(S) = nextls(S) ANIMA-ID provides an interface and logic for
where the functiomextl returns the value next to 1. adding new bad-signatures. However, ANIMA-ID
ANIMA-ID calculates for a stringSthe value as ac- does not provide an interface and logic for remov-
cumulate the weights of all nodes and, if all connec-  INg bad-signatures. In this case, a new system must
tion of the string have a weight unequal to 0, adding ~ Peused. o .
the sum of all connections of the signature. A first and simple approach for this issue is a sec-

ond version of ANIMA-ID wherein good-signatures
2. Evaluation of the value, decision whether a packetis  are stored - similar to the white-lists of spam-blocker.

good or bad: These good-signatures describe packets which are al-
As described above, there exist three different value ~ ways good and ANIMA-ID always returns the value
levels: 0, which means that ANIMA-ID identifies the packet

) ) as definitively good.
o If the value given from ANIMA-ID is equal to

1, the signature is definitively bad and must be e Stochastic-Approaches: _

removed from the network in order to prevent ANIMA-ID can only save strings. Consequently,

the intrusion. there is no facility for adding other system, e.g. a
o If the value is equal to 1 & and || < |A|, the stochastic-approach or a virus-/malware guard.

signature is similar to an existing and known

bad-signatured is a parameter of the checking 4.4 Example

system and describes how affine the network for . . .
mutated intrusions is. Therefore, the network [N this Section, we present an example of storing and

should remove the packet in order to prevent anchecking in ANIMA-ID. In the storing-process, we use
intrusion. in this example all rules of the Section 4.1.

e Otherwise, the value is far away from 1, in de- .
tail the value is equal to4 dand|8| > |A|,and  4.4.1 Storing

the packet is good - with high probability - and . : ; .
the network should deliver it to the destination. Inserting the signature ABC using rule number 1.

Hence, ANIMA-ID identifies novel intrusions and
adapts to the current intrusions without forgetting the old g —
ones.

Inserting the signature CDEF using rule number 3:
4.3 Advantages - Disadvantages of ANIMA-ID

In this Section, we present the advantages and disadvan- —>—>—>—>—>
tages of our approach ANIMA-ID.

Inserting the signature ABC using rule number 1:
4.3.1 Advantages The signature already contains the value 1 and, hence,
) no changes in ANIMA-ID occur.
e Adaptive:

ANIMA-ID recognises similar intrusions and it is Insertlng the signature CDE usmg rule number 2
able to prevent the system from similar attacks, e.g

if an attack is known, a small mutated attack is also
removed. —>

e Online System:
The system gives always a value about the criticalityInsertlng the signature CDGH using ruIe number s

of a packet based on the actual set of signatures. % %
e Easy to Administrate: _’_"’—’—’
The administrator can easily add new signatures of
intrusions because the process of storing the signa- l
ture is implemented in ANIMA-ID.
e Storage-Space-Saving: @
ANIMA-ID saves storage space because little redun- l
dancy is used in the saved signatures of intrusions

e Checking-Time:
In contrast to a rule-based system, the time to check a

packet is reduced because of the little redundancies.

e Gives a current view how bad-signatures can be 4.4.2 Checking
found: In this paragraph, we illustrate values for some signatures
In the storage of bad-signatures in ANIMA-ID, the
nodes and connections have weights. If a short path

through a network has a weight which is equal to 1, Signature| Value || Signature| Value
this (sub-)network identifies a lot of intrusions and is ABC 1 AB %
511_2 mpo;nant t_>ad—5|gnature.h | ; | CDEE 1 BCD g
ese short signatures are hard to compute if a rule- 5
based system is used. CDE 1 ABCDEF 3



4.5 Implementation of ANIMA-ID

After the theoretical phase - defining and analysing
ANIMA-ID - finishes, we implemented ANIMA in order
to test our approach. We implemented ANIMA in Java
using OOP in order to keep platform-independent. How-
ever, we have to keep in mind that ANIMA-ID is research
in progress and the implementation is an early prototype.
The main aims of the prototype is to receive a stable ver-
sion of ANIMA-ID as well as to test the idea. The scope
of the implementation was not obtaining the fastest imple-
mentation.

The implementation provides all features described in
this article as well as confirms the proof of completeness
in Subsection 4.7. Furthermore, the implementation sub-

stantiates the advantages and disadvantages discussed in

Subsection 4.3.

After implementation, we designed several scenarios ©

in order to test ANIMA-ID. In all scenarios, we insert

a number of bad-packet-signatures and, afterwards, we
check packet-strings - good as well as bad packet-strings
- in order to test if the returned values are correct. In all

e ANIMA _ID:

This is the class which implements ANIMA-ID and
provides the following methods:

— InsertingSignature: Insert a signature of a bad-
packet.

— CheckPacket: Check a packet and return a
value which describes how malicious the packet
is.

This class obtains all cells and connections of
ANIMA-ID and the only possibilites to access the
networks in ANIMA-ID are the two methods above.
It is possible to navigate through the networks using
the classes ANIMACell and ANIMA_Connection.
Also, this class includes the networks.

GUI_ANIMA _ID:

This class visualises the networks and gives a front-
end in order to test ANIMA-ID. For the visualisation
of the networks, we use the java-projegsaph and
jgrapht. So, the handling of the GUI is intuitive.

simulations, ANIMA-ID performs well without any prob-
lems or bugs. Furthermore, the storage-saving-feature i$.5.3 Running-Time of the Implementation
working well. Normally, ANIMA-ID saves about 10%- ] . o
30% of storage compared to a rule-based system. Alsolhe status of the project ANIMA-ID is that it is research
ANIMA-ID identifies reliable similar as well as mutated in progress and the aims of this prototype is to test the ba-
signatures of bad-packets. sic idea as well as to visualize the idea. Furthermore, we
used this prototype of ANIMA-ID in order to test the ap-
proach and to simulate scenarios. In the implementation,
we focused on a fast prototype but the main aspects are
The scenarios are quite similar and differ in the number of© receive a stable version for good testing. Consequently,
stored intrusion-descriptions as well as in the number othe running-times can be decreased.
checked packets. Furthermore, a complete calculation of the best-,
i . o . average- and worst-case running times are not possible by
1. In the first scenario, we injected by hand some sigmeeting the page-limitation of 10 pages. However, we can
natures of intrusions and afterwards checked somerovide a basic analysing of the worst-case running-time
signatures of bad as well as good packets. In all situin the implemented prototype:
ations, ANIMA-ID performs well; only some round-  We assume that we haeaatoms in ANIMA-ID. This
Ing errors occur. means that we saved signatures of bad-packets avith
2. In the second scenarios, we inserted automaticall ifferent characters. Know we distinguish between the
a lot of signatures of intrusions and afterwards we ?gﬁ'j;g? cgciegtacket and the learning of a new signature
chelzlcked autgmaticlfllly sevelral signﬁtures of bad a heckingpa paci<et'
well as good packets. Also in these scenarioswe assume that the len . )
8 : e gth of the signature of the checked
ANIMA-ID performs well and identifies all packets. packet isn. Then, the running-time of the checking is
3. In the last scenarios, we inserted like in the last scebounded byO(n®) andO(1) accesses to a hash-table with
narios automatically a lot of signatures of intrusions c items.
and afterwards we checked automatically a lot of sig-Learning a new signature of a bad-packet:
natures of bad as well as good packets. AdditionallyWe assume that the length of the signature of the packet
we also checked packets which contain a signaturés n. Then is the running-time of the checking bounded
that is similar to an already stored signature. In thishy O(n®) andO(n) accesses to a hash-table w@dtn + c)
scenario, we test the adaptation of ANIMA-ID and it jtems.
identifies the similar intrusions as well.

45.1 Details of Test-Scenarios

We have to keep in mind that the running-time depends
on the implementation and our prototype is not revised to

4.5.2 Details about the Implementation the highest performance.

We implemented ANIMA-ID in Java 1.4.2 using 545 . . . .
code-lines and 313 additional code-lines for the GUI*® gNoglg?_””%h %ﬁlﬁg’{gg of Bad-Signatures in
(Graphical User Interface). For the visualization of the wi -

graphs in ANIMA-ID, we usedgraph version 5.7.3 and SNORT uses another approach for storing the rules in
jgraphtversion 0.6.0. order to check a packet. It differs between Chain-
We implemented four classes: Headers containing Source/Destination IP-Address/Port
e ANIMA Cell: and Chain-Options containing all other information of a
This class represents a cell of ANIMA-ID and stores Packet, e.g. Content, TCP-Flags, Payload Size. SNORT
the character, the weight of the cell and a list of ref- checks the packet against the Chain-Headers and if the
erences to the connections to the next as well as prep@cket matches a Chain-Header, it will check the packet
vious cells. The class is used as a sinpEO (Data  against the Chain-Options of the Chain-Header. If the
Transfer Object). packet matches one of the Chain-Options, an intrusion in
the packet is identified. If the packet does not match any
e ANIMA _Connection:

Chain-Header and Chain-Option, the packet does not in-
A connection between two cells is represented byclude an intrusion.

this class. It stores a reference to the source as well The advantages of this approach are that the check-
as destination cell and the weight of the connectioning is divided into the fast header-checking and the not
Like the ANIMA _Cell class is this also a DTO. so fast complete packet-checking. Furthermore, SNORT



processes the checking after such a graph of Chain-
Headers and -Options; this eliminates checking with unin-
teresting rules. The disadvantages are that the rules must
be written by hand and SNORT does not eliminate redun-
dancies in the rules which need running-time as well as
storage-space.

ANIMA-ID will also only check the packet against the
interesting parts of the network in ANIMA-ID and so there
is a similar feature which eliminates uninteresting checks
Consequently, the running-time of the checking depends
on the implementation which will be not focussed in this
article.

A good approach is to combine the both system. This 3.

approach uses the Chain-Headers from Snort in order to
classify the intrusions and the Chain-Options of a Chain-

Header are replaced by an ANIMA-ID. Hence, both sys-

tem are combined in order to receive the advantages of
both systems.

4.7 Proof for completeness of the rules

In this Section, we prove that the rules introduced in Sec-
tion 4.1 are complete. This means that all added bad-
signatures are identified as bad - value is equal to 1 - and
all good signatures are not identifies as definitively bad -
value is unequal to 1.

Convention 3 Let § and $ two strings. Thus, SC S
iff S; is a substring of & Also, let|§ be the length of the
signature-string S.

The proof of completeness is not valid for all possible
signatures. Firstly, we will show in the next paragraph thatS
if ANIMA-ID saves a signature ANIMA-ID will identify
this signature as definitively bad (valdel). Secondly,

If ANIMA-ID only weights a substring of the sig-
nature S the value ofS is independent from the
connection-weights iI5, cp. the Section 4.2, or the
new inserted substring is also definitely malicious.

If ANIMA-ID weights the whole stringS, the sys-
tem inserts a strin® 2> S This is a contradiction to

rule 1 because the value for the signat8ris 1 and
ANIMA-ID does not weight the connections.

Hence, the weights of the stored signatSrare un-
varied.

In the third rule, ANIMA-ID stores a new signa-
ture affixing to a current existing network. Also,
ANIMA-ID sets the weight of the new inserted nodes
and connections in order to receive a value equal to
1 for the stored signature. Therefore, the weights of
the stored signatur@are unvaried.

. The fourth rule inserts a new signature in a new net-

work and sets the weights of the nodes and connec-
tions in order to receive a value of 1 for the new sig-
nature. Hence, the weights of the stored signaBure
are unvaried.

Thus, this part of the proof is shown.

4.7.2 A signatureSis not bad and ANIMA-ID identi-

fies it as definitively bad

In this Section, we prove that a signatiBevhich is not
saved in ANIMA-ID cannot receive the value 1; only in
ome non-practical cases can these occur. We assume that

there is never a signatu®C Sinserted. Consequently,

we will show, that for mostly all signatures, which are there is no network which represents the signatiméth

not stored in ANIMA-ID, will not receive a value equal

to 1. Unfortunately, in some cases if a signature is store(]jIn

another signature, which is not stored in ANIMA-ID, re-

a value equal to 1.
Now, we check all rules of the Section 4.1 in order to
d a rule which can inserts or weights a signatreith

ceives the value 1. However, these cases are far awagalue 1 when another signatu8eZ Sis inserted.

from practice. The signatures of these cases are short (at

most six Bytes) and in practice the signature-length are

normally at least KByte= 1028Bytes Consequently, the

set of rules is complete for typical used signatures.
Anymore,

i € N, each§ has the lengtlx and§ = §, S, as well as

S+1= 9,51, With 1 < [S,[ < x, then allSC §; § with

|§ = x are malicious. However, this is not a problem

because these signatur8sdescribe combinations and

mutations of existing intrusions.

Now, we present the proof in detail:

4.7.1 A signatureS is stored and, afterwards, not
identified as definitively bad

ANIMA-ID stores the signatur&in a time-step and sets
the value to 1. Accordingly, ANIMA-ID returns for the
signatureSthe value 1 which means that the signature is
definitively bad.

Now, we assume that ANIMA-ID will at any time not
identify the signatures, ANIMA-ID will return a value
unequal 1 for the signatur@ Hence, ANIMA-ID must
increase or decrease the value using other weights. In or-
der to contradict this, we discuss all rules of Section 4.1 if
a rule can diversify the weights:

1. The first rule does not perform any action on the
networks saved in ANIMA-ID. Consequently, the
weights of the signaturBare unvaried.

2. The second rule is the important rule in this proof
because it varies weights of existing signatures.

1.

if the systems inserts signaturgswith 2

The first rule does not change anything in ANIMA-
ID and, consequently, there cannot emerge out of this
rule a signatur&with value 1.

. The signatur&is in ANIMA-ID and contains a value

unequal to 1. Now, the connections of the signature
Swill be weighted.

Firstly, we note that ANIMA-ID must weight the
connections of the whole signatuséecause a partly
weighting has no consequence for the value of the

signatureS. Let S the new signature and 1& =
$1S$S. Furthermore, leX the value of the signature

X with X € {$1,5S, ).

Then, .
S=1=5+5+%

andS; #£1,5#1and$ # 1.

Let X = N(X) +C(X) whereN(X) is the weight of
the nodes of the signatude andC(X) is the weight
of the connections of the signatuXe Then it follows

that L
1=5+S+S
=N(S) +C(S1) +N(S) +C(S) +N(S) +C(S)

If C($S$) = x then N(§SS) =1—x. Also,
because the weighting of the connections is uniform,
CX)= ﬁ with X € {§,S,S}.

Note:
N(X) > 0 for all signature.



Proof:

If a signature is inserted in ANIMA-ID, ANIMA-ID
sets the right values for the nodes. We discuss the
four rules: The first and the second rule do not influ-
ence the weights of the nodes.

The third rule is valid because ANIMA-ID inserts

a signature where a sub-signature is already stored.

Hence, the value of the stored signature i§Qni]
and the weights of the nodes of the inserted signature
are also in0,1].

The fourth rule sets the weights of the nodes equal to
ﬁ, whereX is the inserted signature-string. Hence,
all weights are at least 0.

Hence, the note is valid.

Now, we assume th&= 1 because then we receive
a signature with value equal to 1 without saving the

signature. Out 06 = 1 follows N(S) +C(S) = 1.
We know from above that
N(S1)+C(S) +N(§+C(9 +
and then

N(S)+C(S) =

N(S)+C(S) +

From above we know th&(S;) = L‘

IS1
‘52‘ and it follows that

N(S)+C($) =0
andC(S) =

X
N — =0
&5

SSz) =1-xas well
1 andN(S) =

N(&)—F@-F

Also, we know from abovél(S;
as from our assumptio®(S) + N(S) =

\S
Hence,

N(S)+NIS) = 1-x-N(S)

Thus, it follows:
X X
X+—+-—=0
IS ST

and

X(1S1|- S| = |5 |S1] - [S2] + 1S - [S2] + 15 [S1]) =
From this equation it follows that eith&r= 0 or
(S-S =18 1s] S| +9- S|+ 19 |S]) =

must apply. However = 0 means that we do not set
a weight on the connections and this is a contradic-
tion.

Hence, we have to solve the diophantine equation

(S-S =19 1s] S|+ 19 S|+ 5 [Si]) =
Assumption:

The equation

(S [Sl-19- 18] %[+ 5 [S[+]9-]S]) =

has the solutions:

2 3 6 andit's permutations

2 4 4 andit's permutations

3 3 3

Proof:

We differ in the proof between some intervals for the
variablesS, S andS,. The parameters are in the in-
terval[0, oo].

Firstly, we focus on the intervél, 100g for all three

parameters. Then, we receive the solutions in the as-
sumption above using the computer.

Secondly, we focus on the intervdl00Q o] for all
three parameters. Therefol§]- |5 |- |S| is always

greater thanS| - || + |9 - [S| + | - |Si| and we do
not find any solution for the equation.

Thirdly, one parameter is in the intervil00Q oo,

one parameter is in the interv@, «[ and one para-
meter is in the interval2,co[. It is easy to see that
the values 1001, 3 and 2 are interesting and all other
higher variables have the same behaviour. If we use
these values thefy - |S | - |S| is equal to 6006 and
1S S| +19 - |S2|+ |9 -|S1| is equal to 5011. Hence,
these intervals do not provide any solution for the
treated equation.

Fourthly, one parameter is in the interyaDO0Q o],
one parameter is in the interyal 3] and one parame-
teris equal to 1; w.l.0.g|S;| = 1. Thus, the equation
has the formS,| - |§ = |Si| - |§ + |Si| + | and thus
0=|S1| + |9 which is impossible.

Fifthly, the parameters are ind\Mnd at least one pa-
rameter is equal to 0. W.l.0o.g$| = 0. Then we
receive the equatiofy; |- |§ = 0 and, hencdS;| =0

or |§ = 0. Accordingly, we only insert one string
and this string must be according to the construction
of this proof in ANIMA-ID. If two parameters are
equal to 0, we receive the same result and, conse-
quently, these intervals for the parameters does not
provide any new solution.

Consequently, the second rule provides only the so-
lutions of the assumption.

. The system inserts the signatuf?e: SIS in

ANIMA-ID and the signatureS; is already stored.
We note, that the value & is unequal to 1 because

then the first rule is valid becausis definitively
bad.

Let§ be the value for the signatuggfor i € {1,2,3}.
Hence S + S+ S = 1 becaus&will be inserted as
well asS, = S because the weighting is uniform.

We say w.l.o.g. thaB= $S. Itis clear thatS, +
S =1-S. It follows that

S+$=1—%=0
and with§, = $
S=0—%=1
which is a contradiction to rule 1 the sub-signat8se

is already identified as malicious.

Hence, the signatur® would not receive a weight
equal to 1.

Anymore, ANIMA-ID detects also combinations and
mutations of existing intrusions:

Leti,xe N, |S| =X, S signatures of intrusions and

S =15,S, as well asS.1 = S,1,S1, With §, =
Sy and 1<§, <x; this means that the system in-
serts in ANIMA ID a lot of signatures where the end
of a signature is the start of another signature. Conse-
guently, in ANIMA-ID evolves a network, each node



has the same valu# as well as each connection has Debar, H., Dacier, M. & Wespi, A. (1998), ‘Towards a
the value 0. Therewith, each signat@®€ 5; S with taxonomy of intrusion-detection systemSomputer
|S = x is definitively malicious; this means osten- Networks31(9), 805-822.

sive that each sub-signature of the concatenation with . .
lengthx is also malicious. However, these signatures 10fmeyr, S. A. & Forrest, S. (1999), ‘Immunity by de-

belong to combinations and mutations of existing in- tsri]gnéAn ?rtificigllEimrrline systce:zmi?roct:etedings Off
trusions and should be detected by ANIMA-ID. en%ezqué%f&%\lo utionary Lomputation Lonfer-

Hofmeyr, S. A. & Forrest, S. (20@), ‘Architecture for
an artificial immune systemEvolutionary Compu-

tation 8(4), 443-473.
Consequently, the second and last part of the proof i

shown and the rules are complete for practical signatureimfm.eyr’ S. A. & Forrest, S. (2009, ‘Immunology as
information processing’.

4. The fourth rule inserts a signature which is uniformly
weighted. Hence, the signatugewhich may is only
a substring, cannot receive the weight 1.

5 Applications for ANIMA-ID Janakiraman, R., Waldvogel, M. & Zhang, Q. (2003),

‘Indra: A peer-to-peer approach to network intru-
In this Section we present several applications for  Sion detection and preventiorProceedings of IEEE
ANIMA-ID. However we have to keep in mind that WETICE 2003

ANIMA-ID is not a running NIDS, it is research in | o arevic, A, Ertoz, L., Ozgur, A., Srivastava, J. & Ku-
progress as well as just a component of a NIDS. Anyhow, mar. V. ('2003) ‘A c’ompara'tive’ study of anbmaly de-
we present some feasible applications which are currently  oction schemes in network intrusion detectidTo-

not running. : ; L
Conseguently from design, ANIMA-ID's main appli- gfaedmgs of Third SIAM Conference on Data Mining

cation is in the intrusion detection of computer networks.
As well, ANIMA-ID also performs well in the area of in- Leung, K. & Leckie, C. (2005), ‘Unsupervised anom-

trusion detection in other networks like e.g. communica-  aly detection in network intrusion detection using
tion networks, data streams and satellite communications.  clusters’, Australasian Computer Science Confer-
Also, it is possible to use ANIMA-ID in order to detect ence28.

intrusions in general networks, computer environments or ‘

data streams. Generalised, ANIMA-ID can be used in orPorras, P. A. & Neumann, P. G. (1997), 'EMERALD:

der to detect intrusions in all data-masses. Event monitoring enabling responses to anomalous
One practical example is to observe communication live disturbances’, pp. 353-365.

channels and the Internet in order to detect attacks, soja . . . . .

and viruses. It is possible to use ANIMA-ID in an acajd-rhoes‘?h’ M. (1999), ‘Snort - lightweight intrusion detec-

emic as well as commercial network as a part of the NIDS ~ tion for networks’ LISA13, 229-238.

securing the Internet-Gateway in order to secure the netschommer, C. (2004), ‘An incremental neural-based

work. Another practical example is to use ANIMA-ID as method to discover temporal skeletons in transac-
a lightweight agent in an artificial immune system which tional data streamsRASC, Proceedings of 2004 Re-
is used for intrusion detection in computer networks. We cent Advances in Soft Co}nputing Nottingham, Eng-
are currently building up such an artificial immune system land. ’ ’

in our group.

Schommer, C. (2005), ‘Incremental discovery of associa-
tion rules with dynamic neural cellsECAI, Work-
shop on Symbolic Networks, Valencia, Spain

In this article, we presented a new system for saving badSchroeder, B. & Schommer, C. (2005), ‘Anima: Associate
signatures of intrusions and for checking packets against ~ memories for categorical data streams. proceedings
these saved bad-signatures. ANIMA-ID has the advan-  of the 3rd international conference on computer sci-
tages that it is fast, adaptive, online and storage-space-  ence and its applicationsiCCSA, Full Conference
saving. Also, ANIMA-ID is easy to implement because it on Computer Science Applications, San Diego, USA
only consists of directed and weighted graphs. If ANIMA-

ID is used for bad-signature describing and for checking .
packets, the NIDS will be enhanced and improved becausgekar, R., Gupta, A., Frullo, J., Shanbhag, T., Tiwari,
current intrusion-describing systems use normally a rule- A, Yang, H. & Zhou, S. (2002), Specification-based
based-system. We implemented ANIMA-ID and simu- anomaly detection: a new approach for detecting
lated scenarios in order to test ANIMA-ID. However, it network intrusions, Vol. 9, pp. 265-274.

is interesting to enhance ANIMA-ID, e.g. implementing a .

short-term and a long-term memory for saving intrusionssnapﬁébsérlg'r’] %reﬁtallirrlwoﬁg”CDIisé'viS' IQ/I,NGCK;‘SI;th—L”
in the long-term memory and for saving short-term restric jee, B., Smaha, S. E.. Grance, T., Teal, D. M. &

tions in the short-term memory. Anymore, we will use . s ; -
ANIMA-ID in an artificial immune system for network Mansur, D. (1991), 'DIDS (distributed intrusion de-
tection system) - motivation, architecture, and an

intrusion detection as a lightweight agent. Furthermore, 4 ; .
it is also interesting to enhance ANIMA-ID in order to ;aarly perfio%%e ,1I\I7%t|onal Computer Security Con-
automatically detect abnormal packets which are different ~ '€re€NceLs, 16/=176.

from the standard packets in a network. These next stepSpafford, E. H. & Zamboni, D. (2000), ‘Intrusion detec-

6 Conclusion

will be our challenge for the future. tion using autonomous agent€pmputer Networks
34, 547-570.
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