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Abstract

Easyaccesdo the Webhasled to increasegotentialfor studentsheat-
ing on assignmentdy plagiarisingothers’work. By the sametoken,
Web-basedoolsoffer the potentialfor instructorgo checksubmittedas-
signmentgor signsof plagiarism.Overlap-detectiotoolsareeasyto use
andaccuraten plagiarismdetectionsothey canbeanexcellentdeterrent
to plagiarism.Documentsanoverlapfor otherreasonstoo: Old docu-
mentsaresupersededindauthorssummarizepreviouswork identically
in several papers . Overlap-detectioools canpinpointinterconnections
in acorpusof documentandcouldbe usedin searclengines.
Wedescribeaweb-accessiblext registry basedn signaturesxtrac-
tion. We extract a small but diagnosticsignaturefrom eachregistered
text for permanenstorageand comparisoragainstother storedsigna-
tures. This comparisorallows usto estimatethe amountof overlapbe-
tweenpairs of documentsalthoughthe total time requiredis linearin
thetotal sizeof the documentsWe compareour algorithmwith several
alternatvesandpresenbothefficiengy andaccurag results.

Keywords: plagiarismdocumenbverlapculling digest

1 Intr oduction

It is increasinglydifficult for instructorgto verify thatthe
work thatstudentsubmitis their own. The Webhostsan
enormousamountof materialthatstudentsaneasilyfind
andpretends theirs. Trying to discover suchcheatinge-
quiresenormouffort, well beyondwhatary instructoris
willing to exert. Instructorsareaptto evenavoid themuch
smallerproblemof detectingcopying within a group of
student®nasingleproject.Luckily, sincestudentgener
ally submittheirwork electronicallyinstructorscanapply
computeriseanethoddor discoveringcheatingautomati-
cally.

Recent well-publicised cases [Argetsinger2001,
Benjaminson1999 show that this problemis interna-
tional and significanteven at well-respectedducational
institutionsandthatinstructorsareturningincreasinglyto
automatedechniquedo detectplagiarism.

Detectingoverlap can be valuablein other situations
aswell. A corpusof documentanay have internal con-
nections;documentgeferringto the sametechnicalsub-
ject may containsignificantoverlap, particularly if they
descendrom a commonancestar Someoneeadingone
documentmightwish to seeothersthatarerelatedin such
afashion.

In thispaperwereporton SE,analgorithmfor extract-
ing signaturegrom files andstoringthemfor fastcompar
isonwith otherfiles. Ouralgorithmis subjectto bothfalse
positvesandfalsenggatives,soit shouldbe usedin con-
junctionwith othersoftware.

It is beyondthescopeof this papetrto offer morethana
few thoughtsonissuesonnectingdocumenbverlapwith
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plagiarism.Plagiarismcanbe definedastaking from oth-
erstheir words and ideasand passingthemon as one’s
own, asoriginal. “Word” in this context doesnot only
includesectionf text; it extendsto quotesjdeasgraph-
ics and diagrams,charts, tablesand figures, and elec-
tronic documents.As theft, plagiarismis clearly uneth-
ical. Someauthorsdistinguishplagiarismand cheating
by eitherreducingplagiarismto simple similarity (with-
out passingthe contenton as original) or addingto the
above broadinterpretatiortheintentionto gainadvantage
unfairly.

Similarity betweendocumentss positively correlated
to plagiarismin the overwhelmingmajority of caseswve
have experienced. To diagnosecheating, however, re-
quiresinformation outsidethe purview of our automatic
tools. However, instructorscanuseour softwareto build a
plagiarismor acheatingcasdeadingto adisciplinarypro-
cessvhoseoutcomemaybeanacademior civil penalty
Any suchdisciplinary processrequiresa well specified
plagiarismpolicy, regular educationand awarenessam-
paignsalertingstudentgo the issuesandtools used,and
committedhonestacademicslealingwith the extra work
resultingfrom suspecte@ndreal plagiarismcasesgespe-
cially initially whensuchpoliciesarenew.

Confidentialityrequiresthat automatictools have in-
sufficientaccesgo theoriginal documentgo prove cheat-
ing. It is betterto leave the onusof developing a case
for cheatingwith the instructor who canembedthe case
in thelocalacademi@ndsocialcontexts. For thatreason,
wedo notstoreevenextractsfrom theoriginaldocuments,
andwe identify the original documentsandtheinstructor
(documenteta-information) only by codesprovidedby
thesubmittinginstructor It is upto theinstructorto main-
tain informationthatallows thosecodesto be interpreted
laterif necessary

2 Signature extraction and comparison
Thebasicideais this:

1. Partition eachfile into contiguouschunksof tokens.

2. Retaina relatively small numberof representatie
chunks.

3. Digesteachretainedchunkinto a shortbyte string.
We call the setof byte stringsderived from a single
file its signature.

4. Storethe resultingbyte stringsin a hashtablealong
with identifying information.

5. If two files sharebytestringsin their signaturesthey
arerelated The closenes®f relationis the propor
tion of sharedbytestrings.

Eachstepcanbe accomplishedjuite rapidly. Mutual
comparisorof f filestakesO(f) time. Ordinarypairwise

methodsvould requireat leastO(f2) time.



2.1 Chunking

Themethodusedto tokeniseandpatrtitionfilesdependsn
thetypeof data.We have experimentedvith two methods,
onefor text files andthe otherfor programfiles.

For text partitioning, we discardall punctuationand
tokenisebasedn white space Eachtokenis thenhashed
with a simple, quick, hashfunction. The resultinghash
valueis testedfor equalityto O mode¢, wherec is afixed
number We generallysetc = 10. Any tokenwhosehash
valueis 0 mod ¢ endsthe currentpartition. We expect,
therefore,that the averagechunk size will be ¢ tokens
long, althougha chunkcanbe assmallasonetoken and
aslargeasthewholefile.

This hashed-breakpoint chunking
method [ShivakumarandGarcia-Molina, 199, has
the good propertythat an insertionor deletionof tokens
in the file only affects adjacentchunks. It hasthe bad
propertythatif a commonword hashego 0 modc¢, most
chunkswill bequiteshort.

For programsywe usesyntax-basedchunking, which
divides the text into paragraphseither by placing each
subroutinein a paragraphwhich requiresparsing,or by
delimiting paragraphdy blank lines, which requiresno
parsing.Eachtokenis replacedy a singleletterindicat-
ing its function. For instance gachkeyword hasits own
single-letterabbreviation, suchasf for for. Otheriden-
tifiers becomei, numbersbecome0, and punctuationis
retained.White spaceds removed. Eachparagraptthere-
fore becomes singlespace-freetring.

2.2 Culling

We could storeall chunks,but long files leadto a mary
chunks.Dealingwith themall usesspacdor storingthem
andtime for comparinghemagainsiotherstoredchunks.
However, it is not necessaryo storeall chunks.

A shortchunkis notvery representatie of atext. The
fact that two files sharea shortchunk doesnot lead us
to suspecthatthey shareancestry In contrastyvery long
chunksarevery representatie, but unlessa plagiariseris
quitelazy, it is unlikely thata copy will retainalong sec-
tion of text.

We therefore discard the longest and the shortest
chunks.We wish to retainsimilar chunksfor ary file. We
have experimentedvith two culling methodsLetn bethe
numberof chunksm themedianchunksize(measuredh
tokens), s the standarddeviation of chunksize,andb a
constantandL thelengthof anarbitrarychunk.

e Sqrt. Retain[/n ] chunkswvhosédengthsL areclos-
esttom.

¢ Variance. Retainthosechunkssuchthat|L — m| <
bs. Increasd, if necessaryntil atleast/n chunks
areselectedWe startwith b = 0.1.

2.3 Digesting

We could storethe chunksthemseles,but we choosenot
to do sofor two reasonsFirst, chunksmaybequitelarge,
andwe wishto limit theamountof storagerequired.Sec-
ond, chunkscontainthe intellectual property of the au-
thor of the file that we are processing.We prefernot to
storesuchpropertyin orderto reducefearsthatour tools
canthemselesbe usedto promoteplagiarismor thatthe
databaseanbe usedfor breache®f confidentialityand
privacy.

Insteadof storing the chunks, we reducethem by
applying a digesting tool.  We use the MD5 al-
gorithm [Rivest,1992, which corverts arbitrary byte
streamdo 128-bitnumbers.We retainthe d leadinghex
digits of the MD5 digest;currently d is setto 10. Retain-
ing moredigits costsin storagespaceand decreasethe

likelihoodof afalsepositive. However, 1 falsepositive in
1610 = 10'2 chunksis nota seriousproblem.

Given a file F', we call its set of digestedretained
chunksd(F).

2.4 Storing

We store d(F) in a pair of hash tables called
keyData and nameData. Both are implementedas
Perl[Wall andSchwartz,1992 DB filestied to Perlhash
datastructuresThenameof thefile F' indexesnameData,
where we store a record containinginformation on the
submitterof thefile, the date,andthe numberof chunks
in d(F"). We do not restrictthe namesby which submit-
tersidentify themseles; it is wise for eachsubmitterto
pick a unique and unguessabl@ersonalidentifier if se-
creq is important. Likewise, the submittermay obscure
file namesf desired.

Eachdigestin d(F) indexeskeyData, wherewe store
arecordcontaininga list of all the file namesthat share
this particulardigest.

2.5 Comparing

To comparea file F' to the databasewe useall digests
in d(F) to index keyData. We counthow mary of these
digestsarefoundin otherfiles in the databaseA single
passover d(F’) allows usto calculated(F') N d(G) for all
files G whosedigestsoverlapd(F'). For all files G with
non-zerantersectiorof digestsawvith ', we computethree
measuresf similarity.

e Asymmetric similarity .

_ |dF)nd(G)|
ARG =y
e Symmetric similarity .
I € 1aY: (5]
9 =t +a)

e Global similarity .

A similarity of 0 indicatesno overlap;a similarity of
1 indicatescompleteoverlapof thedigestswhichimplies
significantoverlapof thefiles. Asymmetricandsymmet-
ric similaritiesdiffer in theirtreatmenbf files of disparate
lengths. If file F' is a smallexcerptof a muchlargerfile
G,thena(F,G) = 1.0,buts(F,G) < 1.0. Globalsim-
ilarity indicatesthe degreeto which file ' overlapswith
all otherfilesin thedatabase.

2.6 Webaccess
Ourwebsiteacceptseveraltypesof query

e Pairwise test. Theusersubmitsatar or zip file con-
taininga directory For eachF in thatdirectory we
enterd(F’) into a temporarydatabase.In a second
passover eachF, we calculates(F, G) for all pairs
for whichthereis overlapof digests(Weonly usethe
symmetricsimilarity in orderto reducegheamountof
informationpresentedo the user)

We corvert similarities to distancesby setting
distance(F,G) = [—blog(s(F,Q))]| wherebis se-
lectedsothatthe distancesarereasonablhdisplayed
in abrowserby a graphwhereedgesetweenF' and
G aredistance(F,G) pixels apart; a typical value



of b is 100. We thendisplay thosefiles with non-
zero similarities in a graphin the users browser
along with our modified versionof Sun Microsys-
tems’Graph . java, which usesa hill-climbing tech-
nigue to attemptto display the graphon the plane
with distancesetasspecified. Theusercanthensee
which files are relatedalong with somefeeling for
their similarity.

We limit the numberof files displayedo the 20 with
the highestsimilarity in the interestsof readability
anddisplayspeed.

We also collect the 20 most-similarfiles to submit
to morecomputationallyexpensive methodssuchas
MDR [Monostorietal.,2000.

Theusercansetthethresholdfor the numberof top-
rankedfilesto analysen moredetail.

o Verification. Theusersubmitsadirectory asbefore.
For eachF in that directory we consultthe global
databaséo derives(F, G) for all filesG shaving sig-
nificant overlapof digests. We displaytheseresults
asbeforein agraphandcollectthe most-similarfiles
for submittalelsevhere.

e Registration. Again the usersubmitsa directory
along with a personalidentification string and a
directory-namestring, which we appendto all the
file namesn thedirectory As mentionedearlier we
do not restrictthe natureof thesestrings(although
we mayremove specialcharactershatinterferewith
otherprocessing) All elementf d(F) for all files
in thedirectoryareinsertedinto theregistry, which
is apermanentiatabase.

3 Experience

We have tested signature extraction with hashed-
breakpointchunking using several bodiesof texts. The

first body is the setof 2591 RFC documentof the Net-

work Working Group. Nine of thesedocumentsarequite

short,sayingonly “This RFCwasneverissued. Several

files justindicatethatthe documents only availablein a

differentformat. However, mostof the documentsare at

leastl0KB in length;thelargestis almost500KB, andthe

combineddocumentsoccupy 112MB. We do not expect
plagiarismassuchin this corpusof documents.Instead,
we useoverlap detectionto discover families of related
documents.

We find thatthe Sgrtmethodof culling doesnot store
enoughchunksfor shortfiles to allow reasonableesting.
The Variancemethod,however, tendsto do muchbetter
Even smallfiles arerepresentedy a significantnumber
of chunks,becausehe variancein chunklengthtendsto
behigh.

A complete pairwise test of the RFC body (using
text-file chunking)takes about21 minuteson an Ultra-
Sparc 10/440MHz for the first pass, which builds the
two hashfiles. The resultingfiles have length 286KB
(nameData) and5.0MB (keyData). The secondpass,to
compareeachdocumentigainsthe databasetakesabout
23 minutes.

The result of the pairwisetestis a list of 13365file
pairsthat shav non-zerosimilarity. As expected,all the
trivially short files have similarity 1.0 (both symmetric
andasymmetric) File pairswith symmetricsimilarity be-
tween0.9and1.0include(2264,2274)(1596,1604)and
(1138,1148);in eachcase the secondRFC is an update
of thefirst with substantiatetainedtext. A file pair with
symmetricsimilarity 0.8is (2059,2139) Again, thelatter
RFCobsoleteshe former; here the updatels not quite so
trivial. The pair (1048,1084)with symmetricsimilarity
0.7, representastill less-trivial update.

An increasinghumberof pairsis foundasthe symmet-
ric similarity drops. Not countingthe trivially identical

files, thereare5 pairswith similarity in [0.9, 1.0), but 24
with similarity in [0.8, 0.9), 30in thenext group,60in the
next group,then87,168,301,2046,2865,and1083.The
factthata greatnumberof files shav at leastone chunk
in commonwith anotheris not surprising;RFCfiles tend
to follow a standardormatandusea standardiescriptie
tone.

To check the accurag of signatureextraction, we
also testedcertainfile pairs with a much more expen-
sive but highly accurateMDR methodthat usessuffix
treesto find the exact amountof overlap betweenfile
pairs[Monostorietal.,200J. MDR takesabouta week
of computertime to find pairwisesimilarity within a di-
rectory of all RFC files; we thereforetestedit only on
somecombination®f RFCfiles mentionedabove. MDR
computeghe global similarity betweeneachfile andall
the givenfiles, sowe prepareddatasetsvith only two el-
ementsin orderto derive the asymmetricsimilarity. Ta-
ble 1 comparesheMDR methodwith signaturesxtraction
(SE) andthe overlapping-chunksnethod(OV, discussed
later), shaving both asymmetricsimilarity measuregor
eachpair of files.

Thistableshawvs thatsignatureextractionprovidesad-
equateaccurag. It tendsto underestimatehe similarity
betweervery similarfiles (nearthetop of Table1) andto
overestimatehe similarity betweenvery dissimilar files
(nearthe bottomof the table). Both of thesetendencies
canbe explainedby the samplingnatureof signatureex-
traction. Filesthatarehighly, but not completely similar
arelikely to have a few chunksthat crossthe boundaries
wherethey differ. Thesechunkswill not match,soeven
thoughtherearefew suchboundariesthe similarity mea-
surewill beartificially low. In filesthatareverydissimilag
if evenonechunkis derived from a region of similarity
andthat chunk survivesculling, it will contritute to the
similarity measure.

A secondbody of files is the setof 154 sonnetsby
ShalespeareNo sonnetshavedary similarity underour
methods.In contrastMDR foundthatsonnets36 and96
happerto haveidenticalfinal couplets. Therewasnoother
similarity. Sonnet@aremostlik ely tooshortto compareef-
fectively with signatureextraction. The smallamountof
similarity in this casewasbeneathhethresholdof visibil-
ity.

A third bodyof filesinvolvesprogramsubmissiongor
agraduate-leel operating-systemdassat the University
of Kentuclky. We analyzeda datasetof approximately
5MB (the first assignmentg5 students)and 6 MB (the
secondassignmentlsing syntax-baseahunking. Each
analysigook about30 second®f computatiorona 1GHz
Pentiumlll computerunningLinux andgeneratecbout
100KB of hashtable.In thefirstassignmenigachsubmis-
sion included several files containinga sorting program
writtenthreedifferentwaysin C (doingameigesortviare-
cursion pthreadaindforkedprocessesgspectiely). The
outputof the overlapdetectodisted pairsof files with sig-
nificant commonalityamongthe chunks. We discarded
pairswherebothfiles belongedo the samestudent. Two
studentsubmittedcopiesof the standarddataset, show-
ing similarity 1.0. The mostsignificantremainingoverlap
involvedtwo C programfileswith symmetricsimilarity of
0.40.Visualinspectiorof thefiles involvedrevealedvari-
ablerenamingand programreordering,but a clear simi-
larity of code. The studentgurnedoutto be goodfriends
who hadworked togetherto someextent. The othersets
of pairs had similarity of 0.20 or less; visual inspection
revealedno significantoverlap.

In thesecondassignmenthereweremorepairsof files
shaving suspiciouslylarge overlap. The makefiles (used
by athe Make program-constructioatility) for 3 students
shavedsimilarity 1.0;they wereclearlycopies.Therewas
a similarity of 0.73betweentwo C programfiles. Visual
inspectionfound essentiallyidentical code, with signifi-
cantidentifier renaming for a large sggmentof thefiles.
Therewereotherfile pairswith similarity reachingdown



RFC1 RFC2|MDR1 MDR2|SE1 SE2|OV1 OV2
1596 1604 99 99 91 92 94 94
2264 2274 99 99 96 95 94 94
1138 1148 96 95 93 92 91 89
1065 1155 96 91 71 68 84 79
1048 1084 94 91 73 67 87 82
2059 2139 92 90 77 83 83 81
1084 1395 86 84 58 64 79 75
1497 1084 82 87 38 42 73 79
1600 1410 72 77 52 48 58 61
2497 2394 19 17 33 27 16 15
2422 2276 18 3 23 6 15 2
2392 2541 16 12 27 17 13 10

Tablel: Asymmetricsimilarities: MDR, signaturesxtraction,andoverlappingchunks

characteristic | SE OV | increasefactor
time(seconds) 28 128 4.6
spacg(KB) 40 5200 130

Table2: Resourceequirementssignatureextractionand
overlappingchunks

to 0.30thatmostlik ely indicatedsomeamountf copying.

These experimentsshav that overlap detection is
clearly both inexpensve and effective. It seemso work
evenfor fairly shortfiles (the makefileswerelessthat 1K
in length).

4 Alternatives

Many otherapproacheso similarity checkinghave been
proposedbasediothon storageof extractsandstorageof
entiredocuments.

4.1 Extract storage: Overlapping chunks

Our methodstoresextractsfor later retrieval. We have
chosero extractdigestsof chunkswe hopearerepresen-
tative. Onealternatve is to storedigestsof all chunksof
b (say10) consecutie tokens,with eachtokenbeginning
an (overlapping)chunk. This methodrequiresspacepro-
portionalto the length of the file. It is likely to beless
subjectto falsenegatives,andit is likely to give a more
accurataneasuref similarity. We have implementedhis
“overlapping-chunksimethodandfoundthatit is indeed
more accuratgseethe OV columnsin Table 1) thanour
SE methodbut it is alsofar moreexpensve, asshovn in
Table2.

4.2 Extract storage: Multidimensional numeric val-
ues

Insteadof storinginformationderivedfrom chunksof the
text, we can store statisticalinformation aboutthe text.
For example we couldcomputestylisticmeasuresuchas
the averagenumberof syllablesin words, the frequeng
of passie constructionsand the numberof dependent
clauses.Content-basetheasuresould includethe num-
ber of usesof wordsfrom varioustechnicalvocahlularies.
Thesemeasuresould be normalisedbasedon the length
of thetext to deriveavectorof numberghatrepresentthe
text.

The signatureof file F' is P(F), the k-dimensional
vector of numbersderived from F' by some statistical
method.The multidimensional similarity of two files F’
andG is definedas

m(F,G) = distance(P(F), P(Q@))
for somek-dimensionametricdistance(-, -).

A registry of signaturescan be arrangedin a k-d
tree[Friedmanetal.,1977. (An alternatve structurehas

beensuggestedor finding approximatenearestneigh-
bourswhen & is high [Arya etal.,1994.) Thek-d tree
structurehasseveralattractve properties:

e Thevectorsin ak-d treeneednot have the samedi-
mensionality The metric distance(z,y) canbede-
signedto ignoredimensionghatdo notoccurin both
x andy. Nonethelesst seemsappropriateo segre-
gatevectorsderived by differentstatisticalmeasures
into differenttrees.

e K-d treescanbe built incrementally As with binary
searchtrees,they tend to be betterbalancedif all
the vectorsare available from the start, but they do
not becomeerribly unbalanceexceptin pathologi-
cal casewhenvectorsareaddedncrementally

o K-d treescanbe storedefficiently in files evenwith
incrementahddition.We have built aPerlmodulefor
k-d treesthat usesan ordinarytext file with random
accessor thedatastructure.

e The incremental cost of adding a vector is
O(klogn), wheren is thenumberof vectorsalready
in the tree. The costof finding the nearesmneigh-
bourto avector(possiblyitself notin thetree)is also
O(klogn), assuminglistance(-, -) takestime O (k).

Overlap detectionis accomplisheddy storing signa-
turesof all textsin asinglek-d tree. Thenearesheighbour
to eachtext is the bestcandidatdor anoverlappingdocu-
ment,andthedistancebetweerthetwo textsis ameasure
of similarity. Other methodssuchas MDR canthenbe
appliedto investigatehe connectiorbetweerthefiles.

We have experimented slightly with this
multidimensional-numeric(MN) approach. A very
simple statisticalanalysismeasureshe percentof words
in afile thatarethe commonwordsthe, and, but, and
so, yielding a 4-dimensionalector Our datasetwas22
of the RFC files. For eachfile we determinedhe other
file closestin 4-spaceausingthe Euclideamorm. Our MN
results,scaledby 107, are shavn in Table 3, alongwith
the SE symmetricsimilarity. In mostcasesif F”s closest
neighboutis G, thenG’s closesineighbouiis F'. Table3
indicatesexceptionsto that situation with e. It took
2 secondsto completethe nearest-neighboupairwise
analysiscomparedo 27 secondgor the SEanalysis.

Thefirst few rows of Table3 shav thatthe MN method
haspromise.Thetop 7 pairsareaccuratelydiscosered,in
the sensehatin eachcase,SE found no closermatchfor
ary of thefiles involved. A morecomprehensie statistic
mightdo evenbetter particularlyfor thefiles lowerin the
table.

TheMN approachsuffersin generafrom thefactthat
it treatsfilesin theirentirety It is unlikely to suspectfile
that includesa direct quotationfrom anotherunlessthe
guotationis alargefractionof thewhole. Our SEmethod,
on the other hand, might well notice suchquotation,al-
thoughit mightassignt low significance.



RFC1 RFC2 | MN distance| SE
2264 2274 0.1644192] 95
1138 1148 0.5555986| 92
1596 1604 1.160099| 92
1395 1084 10.94293| 58
2139 2059 47.32077| 77
¢1048 1084 98.74357| 67
1155 1065 384.5729| 71
e 1497 1084 487.4635| 42
2394 2392 745.3948| 18
e 2422 1155 1323.221] O
2541 2276 1388.167| 6
1600 1410 1770.094| 48
e 2497 1600 1974.232] O

Table3: Nearest-neighboun 4-space

4.3 Completestorage: Compression

Web searchenginessuchasGoogle[Google,200] store
entire documents.Their datastructuresare tunednot to
similarity detectiorbut ratherfastretrieval basednalim-
ited setof keywords.

Given completestorage,various sophisticatedalgo-
rithms canbe appliedto determinesimilarity. Oneis the
MDR methodmentionedabove. Anotherclassof meth-
odsis basedon compression Giventwo files, F' andG
anda compressioralgorithmcompress (suchasgzip),
symmetricsimilarity is definedas

2|compress(F + G)|
|compress(F)| + |compress(G)|’

s(F,G)=2—-

which yields avaluein [0, 1]. (We use“+" to represent
file concatenation.)The ideais that an excellent com-
pressionalgorithmwill “notice” similarities betweenF
andG andwill notusemuchextra spaceto represente-
gionsof overlap. At one extreme,we would expectthat
compress(F + F) will have aboutthe samelength as
compress(F), leadingto a similarity of 1. At the other
extreme,if F' andG arecompletelyunrelatedwe would
expectthatcompress(F + G) would have lengthequalto
the sumof the lengthsof F' andG compressedéhdividu-
ally, leadingto a similarity of 0. If F' andG have some
similarity (for instancethey aredocumentsvrittenin the
samdanguage)we would expecta valueof similarity be-
tweenO andl.

We have experimented with sev-
eral compression algorithms, including
gzip [Deutsch1994, bzip2 [Seward,200q, and

ppmx [ClearyandTeahanl1997. We find reasonable
correlationbetweenthe computedsymmetric similarity
andthat computedby MDR, asshown in Table4. The
entriesmarkedwith “*” shav afailing of gzip: Whenthe
filesgettoolarge,it appearso “forget” informationabout
the first beforeit is ableto useit on the secondJeading
to very poor joint compressiorand thereforeatrtificially
low similarity measure. Both bzip2 and ppm* appear
immuneto this problemwith thefile sizesinvolved.

Theresultsshov thatcompressionendsto underesti-
matethe similarity betweervery similar files (thosenear
thetop of Table4) andoverestimate¢hesimilarity between
dissimilarfiles (nearthe bottom). Theformertendeng is
dueto the imperfectionof compression.Even whenwe
testRFC 2300againstitself, ppm* givesonly 92% sym-
metric similarity. The lattertendeny is dueto residual
similarity betweenunrelatedfiles; after all, they arein
thesamdanguagendcertainlyusemuchof thesamevo-
cahulary, althoughwordsarearrangedifferently MDR
is insensitve to extremelyshortsimilar regions;compres-
sionmethodsarenot.

On a completepairwisetest of the sonnetsdatabase,
gzip findssymmetricsimilaritiesbetweerl4%and28%;
the mostsimilar pair is in fact Sonnets36 and 96, which

sharethe closingcouplet.Ppm* finds symmetricsimilari-
ties betweer@% and25%; Sonnets36 and 96 show 24%
similarity.

Unfortunately a pairwise test within a directory re-
quiresO(n?) compressionseachof which canbe quite
expensve. Althoughppm* is apparentlya bettercompres-
sion algorithmthan gzip or bzip2, it is alsofar more
costly, especiallyon long files, taking over 18 minutesto
compresRFC 2300againstitself, in comparisorto less
thana secondor gzip andbzip2. Evenwith thefastest
compressorssomparinga file againsta registry of mary
filesis out of thequestion.

5 Comparisonto other methods

Someproposedmethodsfor pairwise overlap detection
are quite different from our approach. For example,
JPlag[Precheltetal.,200q is a web servicefor plagia-
rism detectionamongprograms. It attemptsa full com-
parisonof ary pair of programsby tiling thetokenstream
of one with maximal substringsof the token streamof

the other The algorithmis similar to that of diff, except
thattokensare usedinsteadof lines. While tokenisation
compresseprogramsconsiderablyandalsoresultsin the
formationof equivalenceclassegfor exampleall identi-
fiers becomea single token), the remainingtaskis still

compute-intensiein general.

Otherproposednethodsor web-basedverlapdetec-
tion are relatedto our SE method. They all divide the
documeninto chunksby somekind of chunkingandthen
selecta representatie setof chunks. They usedifferent
chunkingandculling stratejies.

SCAM [ShivakumarandGarcia-Molina 19964 ac-
ceptsvariouschunk sizes,rangingfrom the finestgrain
(individual words)to the coarses{the entire document).
We adoptSCAM'’s hashed-breakpoirthunkingstrateyy.
SCAM appliesno culling; instead,it storesall chunks
in the database. A SCAM databasehereforerequires
30-60% of the size of the documentset, comparedto
approximatelys% for SE.

Koala[Heintze, 1994 usesoverlappingchunksof 20
consecuireconsonantandproposeswo differentculling
stratgies: (1) Retaina fixed numberof chunksfor each
document. (2) Computethe relative frequeny of each
chunk and retain least-frequentchunks. Overlapping
chunksleadto a large amountof data,aswe have seen
in Section4.1. FurthermoreKoaladoesnot usenatural
chunkboundariessuchasword boundaries.

Shingling [Broderetal., 1997 considers 10-word
overlappingchunks. It retainschunksbasedon Rabins
fingerprint [Rabin,1981. Shingling hasthe adwantage
thatit only considerssemanticallydelimited chunks,that
is, thosethat starting at the beginning of a word, but
overlappingcanleadto a large numberof chunks. The
culling stratgy canretainconsecutie chunks thesecond
of which only providesmaminal additionalinformation.

Sif [Manber 1994 considers 50-byte overlapping
chunks. It delimits with bytesinsteadof wordsbecause
it is aimedat a wider classof documentghantext files.
Culling is basedon anchorsaroundwhich chunksare
built. An anchoris an arbitrary byte sequencesuchas
“ante”. Theproblemof anchorgs finding theright anchor
for agiventext andusingthe sameanchomwhenanalysing
apotentiallysimilar text.

Our SE methodis similar in spirit to thesemethods,
but our culling methodshave superiorspaceequirements.
Unfortunately we do not have accessto the document
setsusedby otherresearcherdut we do compareour re-
sultsto athosegeneratedy MDR, whichis basedon ex-
actcomparisorof texts. This comparisorshavs that our
culling doesnot sacrificeaccurag.



RFC1 RFC2| MDR 1 MDR 2| gzip | bzip2 | ppm*
1596 1604 99 99 *4 79 75
1048 1084 94 91 89 70 73
1084 1395 86 84 87 68 72
1600 1410 72 77 *3 58 61
2497 2394 19 17 27 26 28
2422 2276 18 3 6 9 10
2392 2541 16 12 22 20 22

Table4: Similarities:MDR, gzip, ppm*

6 Conclusions

Ourresultsshow thatsignaturesxtraction(SE)for detect-
ing documenbverlapis effective. Our algorithmis based
on(1) hashed-breakpoiehunking,(2) culling by thevari-
ancemethod,(3) retainingonly 10 hex digits of the MD5
digest,(4) storingin a Perldatabase(5) computingsym-
metricsimilarity. Althougheachof thesecomponentfias
reasonablalternatves,our SEimplementations fastand
accurateenoughfor initial checkingof documentgor pos-
sibleplagiarism.Thosedocumenpairsthatappearsuspi-
ciouslysimilar canbe furtherexaminedby othermethods
suchasMDR. SEis alsoa potentialtool for a searchen-
gine, particularly one that can direct the readerto other
documentsn arepositorythataresimilarto agivenone.

Our SE method is available for testing at
http://www.csse.monash.edu.au/projects/
plague/registry.shtml. The Perl module for k-d
trees is available at ftp://ftp.cs.uky.edu/cs/
software/kd.pm.
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