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Abstract have increased. As a consequence, the effect ofanal

L . has great economical cost.
Malware detection is an important problem todaywNe  \1o4ern malware is very complex; many variants of

malwar_e appears every day and_ in ord_e_r to b_e_abletf.le same virus with different abilities appear gvday
detect it, it is important to recognize familiesefisting ,1:-h makes the problem more difficult. Understaugi
malware. Data mining techniques will be very helpfu .o process and how attackers use the backdoess, k

th.is context; concref[ely unsupervised Iearning wesh loggers, password stealers and other malware hnets
will be adequate. This work presents a compariSah® hecoming an increasingly difficult and  important
behaviour of two representations for malwar%rouem

executables, a set of twelve distances for comgahiem, At this stage, the classification of new malware by

and three variants of the hierarchical agglomeeati\human analysis, where memorization, looking up
clustering algorithm when used to capture the 8Irecof  joscrintion libraries or searching sample collegtios

different malware_families and subfam_ilies. We WP a eqyired, is not effective (Lee, and Mody 2006}sitoo
way the comparison can be done in an unsupenvisgile consuming and subjective. As a consequence,
learning environment. There are different conclosiwe , 1omated and robust approaches to understanding
can draw from the whole work. Concerning to algoms, . are are required in order to successfully fiue

the best option is average-linkage; this optionmeéo problem. These processes will consist on reprasgatid
capture bet'Fer the structure represented by thantie. storing the knowledge in an adequate manner and
The evaluation of the distances is more complexsbute learning from the stored information

of themhcan hbe d|sca]rcdehd t()jecause they dbert]ave[;clearl The representation used by antivirus focuses piiynar
worse than the rest of the distances, and the gmup,, content-based signatures, which are inherently

distances belhavmg thle best %ar; b?] |den:|f§t(ij; tBsceptible to inaccuracies due to polymorphic and
computational cost analysis can help when seledfieg \,oamorphic techniques. Their detection is based on

most convenient one. static analysis, that is to say they representnthévare

Keywords: malware, hierarchical clustering, based on the structural information of a file. Tkisd of

representation based on dynamic behaviour. analysis fails to detect inter-component/system
. interaction information and would difficultly manadgo

1 Introduction detect malware created by collaboratively working

Many of the most visible and serious problems fa¢he  packages (Bailey, Oberheide, Mao, Jahanian, andridaz
Internet today are related to malicious softwaré @ols. 2007). Code and data obfuscation also poses coabide
Malicious code, commonly called malware is softwarehallenges to static analysis.
designed to infiltrate or damage a computer system The mentioned problems suggest that the use of data
without the owner's informed consent. It is consde from runtime analysis, the collection of systermsé&.g.,
malware based on the perceived intent of the creatfiles written, processes created), is more invariamd
rather than any particular features. Malware isegalty  directly useful than abstract code sequences. Yhardic
the source of spam, phishing, denial of servicacaf, behaviour can be directly used in assessing thenfiat
botnets, and worms. New malware appears everylday.damage malware can cause and it will enable detecti
recent years, the first real viruses and wormavfacOS and classification of new threats.
as well as Trojans for the J2ME mobile platform Clustering malware based on the dynamic analysis
appeared. These last were designed to steal moory f approach based on the execution of malware in clbexdr
mobile user accounts. real environments can be very helpful for anti-naaiev
The trends in malware evolution continue: Trojare a professionals to address the limitations of exgstin
far more numerous than Worms, and the number of neautomated classification and analysis tools andebet
malicious programs designed to inflict financialhmege analyze the new malware appearing every day. New
malware could be assigned to existing clusters or
malware families, so variations of known malward e
Copyright © 2008, Australian Computer Society, IndisT easily recognized. Clustering malware is not ardevi
paper appeared at conference Seventh Australasi@Nining  task; many decisions have to be made:

Conference (AusDM 2008), Glenelg, Australia. Confeemnin 1 D d b I d d d
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2. Distances for comparing the stored data need @1 Data processing
be selected. In any data mining process, the starting poinhes data

3. Finally, a clustering algorithm needs to pecollection, representation and storage process Whrk

selected to be used with the chosen dat& also part of the data mining process and, as a
representation and distance. consequence, to be able to cluster malware based on

The idea of the use of the dynamic behaviour han bedynamic analysis of code, it is compulsory to geme

. . . ta.
applied in other security areas. For example, Eape a : : :
applying this idea can be found in Gao, Reiter, Sod The data used in Fh|s work _has been prov[ded by
2005, Yeung, and Yuxin 2003, Brugger 2004§2;sec lab a leading security company in our
Christodorescu, Jha, and Kruegel 2007; or in coraraker envwg?mtlent. It Ef"s be(ra]n genberated N 3 f.ea' t?]rmmt,
systems such as Norman (Norman Solutions 2003), a virtual machines have been used In ine process.
CWsSandbox (Willems, and Holz 2007). However, fe alwr_alre code_ has been execut(_ed in _monitorized
works have been done based on the dynamic behawﬁouﬁn".’whmes' Pentium IV of .3'20 GHz with 1 .GB RAM and
malware. For example, Bailey, Oberheide, and Maa720 Windows XP SP2 operating system. The information we

cluster malware and evaluate the obtained resalted hhave ibogt ]Ehlf kind ?(f ma[[wgre wSe are workiniq gm?
on 5 antivirus’ output, and in Lee, and Mody ZOOét e;)udpu OI aspersby ar(1j|V|rus. tﬁme eX?”_‘pe e ]
malware is clustered based on an opaque representat reated malware (base on e —an virus)  are:
— : ; : Backdoor.Win32.Rbot, Trojan.Win32.Agent, Net-
edit distance and k-medoid clustering algorithm, ot W Win32 Mviob S Tool Win32 Agent. Email
comparison of different strategies is presented. orm.Win32.Mytob, - SpamTool.Win32.Agent,  Email-

In this sense, no analysis has been done on winich é(Vorm.WlnSZ.Mydoom .
the best representation, distance functions anstezing _The g:ode of the ma'WaTe has been egecuted .durleg on
algorithms to use. minute in a controlled environment and. mformatahout
The aim of this work is to make the analysis of th(I:he system calls ge_nerated dur_mg this period e b
behaviour of two representations, a wide set ahdies collected. The security experts in S21sec compaive h

and some clustering algorithms when used to clingter decided to distribute the det_ect_ed system ca_lls45n
malware based on its dynamic behaviour. This isamot groups (events), each one with its correspondingero

easy task in an unsupervised context but we haJ@ble 1 shows an example of event codification.
designed an adequate experimentation and an eiealuat

methodology that can help doing this work properly. Code _Eve”t

As we have mentioned, lots of new malware are 1 F"_e create
generated every day. In this context, the detectibn 2 File open
malware needs to be efficient. This has two main
consequences: on the one hand the used represestati 44 Reg. Key Set val.
will be as simple as possible as far as they ddaset too 45 Network Connect
much information. On the other hand, when evalgatin Table 1: Example of event codification

the distances and algorithms, added to the achieved ) ) ) )
accuracy, the computational cost will also be an The information stored for each of the executiana i
important feature to be taken into account. sequence of events, that is to say, a list of codes
The paper proceeds describing in Section 2 tHeorresponding to the events detected during theutein
different options for clustering malware we havdhe monitorization lasted. An example could be: 42,
evaluated, how data has been processed, the uged 23,11, 16,2, 16,16, 16>. o
representations, distances and algorithms. Se@ida This representation has been chosen because wi find
devoted to describe the details about the expetahen@dequate to represent the dynamic behaviour of the
methodology for evaluating distances on the onedhanmalware. It allows storing information related tmsﬂqnd
and algorithms on the other one. In Section 4 vesgmt Of the generated system calls, and the order thienac
an analysis of the experimental results where coisma t0OK place. This is a double edged sword; on the on
of distances and algorithms are shown, togethem wit Nand, some meaningful information is stored, buotfte
analysis of the computational cost. Finally Sectiois Other hand, when using this data for clusteringwaeg,

devoted to show the conclusions and further work. sequence comparison methods will be required tckwor
with it, which are in general very time consuming.
2 Malware analysis tools Simpler representations (vector representationshef

As we mentioned in the introduction, the process dfata can also be used; these methods will have some
automatically clustering malware and later detgctiew disadvantages, they will in general miss informatithe
attacks is divided in three main steps: data needse information about the order of the events disapgpeaut
collected, represented and stored; distances fapadng on the contrary, the comparison strategies willdsger.

the stored data need to be selected, and finally, aln this sense, in order to evaluate the
clustering algorithm needs to be chosen to be ugtd accuracy/computational cost trade-off we have also

the selected data representation and distance. worked \.Nithl a projection vector Of the stored datere
This section is devoted to describe the optionswhia  the projection of the information stored as event
be evaluated for each one of the processes invtris. sequences is done by representing the frequendieof

different events (each one of the 45). This opthas
been called Count. As an example, the vector ptiojec



obtained for the previous example (<2, 44, 23,143,16, 4. Normalized Compressed Distance (NCD):

2,16, 16, 16>) is represented in Table 2. distance based on compression techniques to
compare two character sequences (Li, Chen, Li,
Event Frequency Ma, and Vitanyi 2004, Wehner 2005). NCD is a
1 0 Kolmogorov complexity based metric. Since in
2 2 practice Kolmogorov complexity cannot be
computed directly, it is approximated with real
11 1 compression algorithms. C(x) is defined as the
length of the string obtained compressing x, and
16 4 C(xy) as the length of the string obtained
compressing the concatenation of x and y. The
23 2 Normalized Compression distance is defined as
follows:
44 1 NCD(x,y) = {C(xy) -min(C(x),C(y))}ymax(C(x),C(y)).
2 2.2.2 Normalized option
Table 2: Example of the vector projection called Some of the options such as ED and Count will by ve
Count dependent on the sequence length. In fact we thiak
the use of these distances will be very similarthe
2.2 Tools for comparing the stored data comparison of sequences by their length. As a

consequence, on the one hand we have added the

'(;'_h? aim of thcijs vlvortk i_s the e\t/ﬁludation (;)ft[]e_zpreagnn;. normalized options: EDN, LCSgN and LCSgN, dividing
istances and clustering methods an IS SUDBEEIO 0 corresponding value with the length of the suir

devoted to describe the distances used for conwarig . .
; ) equence in the comparison, and EDX, LCSgX and
examples. The kind of distances that can be uspedndis LCSqX dividing the corresponding value with thedén

on the used representation. To work with Sequences iho longest sequence in the comparison
different distances have been evaluated, wheredkein The vector projection has also been noémalizedvtn t

case of vectorized data, Count, the Euclideanntisthas different ways. In CountL option the frequency aick

Eeiga?ii‘ie?hi'vséaﬁéﬁa /;331?3 o g}‘(’jsef options. SOltiable is normalized dividing it with the lenge the
bZSeIine for the comparison sequence (relative frequency). In order to obtainirEM
P ) normalization, for each variablethe meanm, and the
standard deviation,s, in the whole database are
. computed. Each valug is replaced byx; - m)/ s.
comparing sequences Ngtice that LCSu?unctiopns are >gi{Jmilar)ity functions,
When the chosen representation has been event

sequences, the comparison could not be done ukiag r?]d’ as a consequence, 1o be used in 'Fhe clustering
AN . algorithms, they need to be converted to distanths.
same distances used to compare vector represestatio onversion has been done after the normalizatioogss
Thus, distances for sequence comparisons need to e similarity value S has been converted into [33—-.1-
selected. The experimentation has been done with fod'stance value
well known distances and some variants (normalizeaJ '
options). The used distances are described in thes 5 Special case
following paragraphs. Added to the mentioned options, two simple
1. Edit Distance (ED): the edit distance betweemepresentations have been used to confirm some
two strings of characters is the minimum numbeguspicions, on the one hand, and as baseline eoaottier
of edit operations on individual charactersone.

needed to transform one string to the other 1 | ength: each sequence is represented by its

2.2.1 Distance and similarity functions for

(Gusfield 1997). The permitted edit operations length and the used distance is the Euclidean
are the insertion, deletion and substitution one. This option has been used in order to
(replacement) of a characlter. compare results with the not normalized options
2. Longest Common Substring (LCSg): the length of ED and Count and confirm that their
of the longest common substring existing behaviour is similar.
between two strings of characters. A substring 5  Random: a random distance value has been
common to two strings must consist of generated for each compared pair of sequences.
contiguous characters in both strings. This will be helpful to show whether the rest of
3. Longest Common Subsequence (LCSq): the the distances supply any information or not.

length of the longest common subsequence

existing between two strings of characters. 2.3 Selected algorithms

subsequence common to two strings needs notide aim of this work is to evaluate how different

consist of contiguous characters in any of thstrategies work when clustering malware. We coualg s

strings but the characters must be in the sanmalware has a hierarchical structure (families,

order. subfamilies, variants, types...). Taking into accothis
structure, we have selected hierarchical -clustering
algorithms for the experimentation. The results tten



be obtained from them go further than just someva@ 3.1 Methodology for evaluating distances
families; they can provide a hierarchy of the mabva The first step has been to build a distance méarixhe
This work compares three hierarchical clusteringnalware examples to be clustered with each onkeol 2
algorithms (Jain, and Dubes 1988, Sneath, and Sok#étances (Count, CountL, CountM, ED, EDN, EDX,
1973, Mirkin 2005), concretely three options of tha CSgN, LCSgX, LCSqgN, LCSgX, Length, NCD and
agglomerative clustering algorithm differentiateg the Random) to be compared.
method used for calculating distances betweenanisist In order to compare the 12 distance matrices, the
In agglomerative hierarchical clustering, initial}l  correlation between them has been calculated. Whis
instances are located in individual clusters andtach help to evaluate the strength and direction of the
iteration the nearest clusters are merged. Theepsoc relationship existing between the different disesicThe
finishes when only one cluster containing all thetances best known correlation coefficient is the Pearsmdpct-
is left. In order to compute the distance betwesn t moment correlation coefficient (Jain, and Dubes8)98
clusters we will use three of the most used deding. which is obtained by dividing the covariance of th®
1. Single-linkage (or nearest neighbour): thevariables by the product of their standard dewreticr his

distance between two clusters is computed as tigformation has been used to try to evaluate diffees
distance between the two closest elements in ti@d relationships between the evaluated distances.

two clusters. i i
3.2 Methodology for evaluating algorithms

2 fj:iggﬁi:eefelglel?vtggﬁ t\(/\(/)(: Jtr;?eerztisnS(;%;]bStljeré:a;h'?The second objective is to evaluate how the thpmios
. P .tP(?r hierarchical clustering capture the structure
distance between the two furthest elements i

the two clusters &preser_lted by the digtances. _
: The first step in this part has been to use theudie
3. Average-linkage (or group average): the distancgatrices to build a dendrogram with each one otlhee
between two clusters is computed as the averaggjorithms we mean to evaluate, that is to sayy thid
distance between all the pairs of elements eage ysed to cluster malware based on different niss
one from a different cluster. and algorithms. In order to evaluate to what extbet
The output of these algorithms is a cluster hidnarc algorithms are able to capture the structure reptesl by
which is suitable to be represented in a graphicay. each one of the distance matrices, the correl&iEtween
The most usual procedure is to draw them as a tréee distance matrix and the cophenetic matrix @& th
diagram called dendrogram. The root node of thée tr corresponding dendrogram has been calculated. The
contains the topmost partition (the cluster contajrall  cophenetic matrix is the matrix of valueg(xi,xj)] where
the data points in the dataset) while the leaf sanbmtain  dc(xi,j) is the cophenetic proximity measure: the level in
the partition at the lower level of the hierarchijese all the dendrogram at which objecis and xj are first
the data points are usually clustered in singletasters.  included in the same cluster. The closer the cogiien
matrix and the given distance matrix are, the bdtie
3 Experimental methodology hierarchy fits the data (Jain, and Dubes 1988, idialk
The security company S21sec provided us with Batistakis, and Vazirgiannis 2001).
database that contains 500 malware executions. As aAnother important clue when evaluating distances is
consequence, the data we will use for this work5@@® the computational cost. As we mentioned in the
event sequences, each one belonging to a differdntroduction, new malware appears every day ang thi
malware execution. Since the one minute execuiarot malware will also need to be classed into a family.a
always resulting in the same amount of relevantesys consequence a time consuming system would not be
calls, the sequences contain different number ehesy. adequate.
This length goes from 1 0 12,944 where the meamnevis!
1,008 and the standard deviation 2,173. The dateset 4 Results
been randomly divided in 5 parts of 100 sequences aWe have executed many runs with different datal0g,
the same experimentation has been repeated with e&00, 300, 400 and 500 sequences. The general
one of them. This methodology allows proving tHa& t conclusions have been similar in all of them andwile
obtained results are not biased to a particulapsam therefore show results for the first run executdth wa
One of the out comings of this work will be to poge sample of 100 sequences. In the section devoted to
an evaluation methodology that includes a metaslagr computational cost analysis execution times for
step for such an environment. When designing thiecremental samples of 100, 200, 300, 400 and $60 a
experimentation, we have to take into account twalso shown.
aspects. On the one hand, we want to evaluate & wh ) )
extent different distances are able to mark diffees 4.1 Evaluation of distances
between malware examples belonging to differenthe values in Table 3 represent the correlationiesl
families and, on the other hand, we want to evelliawv between all the possible pairs of distance matrices
the structure represented by these distances fsredpby ~ (12*12). Just the lower diagonal matrix is showcdiese
different clustering algorithms. The methodologys hathe complete matrix would be symmetrical. A paitsevi
been designed having into account that the workdvag Ccomparison has been done and the obtained valutd co
done in an unsupervised learning environment: ith&aw  be used to decide how similar or different the cftrre
say, the relation existing between the 500 malwar@aptured by different pairs of distances is.
examples is unknown.



Count 1.00
CountL 047 1.00
CountM 059 0.39 1.00

ED 099 044 060 1.00
EDN 040 029 020 041 1.00
EDX 043 069 041 043 023 1.00

LCSgN 0.18 0.02 030 0.7 -0.31 -0.06 1.00

LCSgX 0.34 049 040 034 016 0.75 0.30 1.00

LCSqN 021 0.34 041 017 012 012 056 0.14 1.00

LCSgX 044 0.67 040 043 023 098 -012 072 0.04 1.00

Length 0.97 0.40 055 099 043 042 013 033 009 043 1.00

NCD 050 0.57 057 052 029 075 0.07 076 002 075 0.50 1.00
Random 000 0.02 -0.02 0.00 -0.01 001 0.00 001 -0.01 0.01 0.00 0.01 1.00

[=]
w

Count
CountL
CountM
EDN
EDX
LCSgN
LCSgX
LCSgN
LCSgX
Length
NCD
Random

Table 3: Correlation values for all possible pair vise comparisons of the 12 distance matrices evaleatin the
experimentation

The first point to underline is that, as it coulé b algorithms is the same. As an example, next figure
expected, the values in the matrix show that treseme (Figure 1) shows the structure of the dendrogram
similarity in the structures captured by all thetdnces, obtained with average linkage.
whereas this correlation does not exist in the aafse  The first conclusion we can obtain from the
Random. The values in the last row of the tableer@h dendrogram is the same we obtained from Tableas,ish
Random option is compared to the rest, are nearly ® say, that any of the distances have more sityilar
whereas for the rest of the matrix the values aeatgr. between them than the similarity they have with dan.
This means that all the proposed distances maksesenAs a consequence we could say that all the dissawee
That is to say they are able to capture similasire evaluating in this work are able to captureesé&ind
characteristics of the structure of the data. of structure in the data.

The rest of the values could be analyzed one by one For the rest of the distances, the dendrogram efm h
and decide to what extent different pairs of diseenare to identify families. On the one hand, as we sutgukc
correlated. On the one hand, the distances whaesande the behaviour of distances ED and Count is verylaim
matrices have greater correlation values would Hee tto the behaviour of Length. That is to say they @@
ones having more similar behaviour, whereas negatidependent on the length of the sequence and thewtdo
values would mean inversely correlated distances. add any improvement to Length which is considerably

Although for the distance comparison we are doing isimpler to obtain. The CountM option is not so $mto
this work, this last option does not make much esem& Length but we could also say that it adds littlerendVe
can observe in Table 3 that, apart from the onpsajng consider all these distances useless due to tiee dihd
in the row corresponding to Random, there are sonmeeaningless information they use.
more negative values. In general, these valuesaappe The dendrogram shows that the structure captured by
when the distances compared have been normalizbd wWiEDX and LCSgX distances is practically the same and
the length of the shortest compared sequence. Asewen if there are more differences, the EDX, LCSgX,
consequence, even at this stage we could sayhthi@ is LCSgX, NCD and CountL distances form a compact
some unexpected behaviour with this kind ofyroup and seem to be the more promising distances.
normalization. Finally, it seems that the distances normaliseegusi

In order to obtain results of a greater semantielle the length of the shortest sequence are not aldepture
compared to those that could be obtained from justte structure of the data very well, they are mwilar to
analyzing the pair wise comparison values, a degrdro  any of the other distances and either between tfiéais.
has been built from the correlation matrix in TaBl&'his confirms somehow the intuition we had when anatysin
can not been done directly because correlationegaluresults in Table 3.
measure similarity and distances are required ttdbu At this stage we have evaluated the behaviour of
dendrograms. In order to convert correlation valtees different distances. Next step will be to study ethi
distance values the following function has beerduse algorithm has greater ability to extract the stuoet

represented by each one of the distance matrices.
if corr(, j) <1 4.2 Evaluation of algorithms
1-corr(i, j) otherwise The basic idea used to design this evaluation gobas
been the one published in Jain, and Dubes 1988: the

This process has been repeated with the threenspticcloser the cophenetic matrix and the given distance
for the agglomerative clustering algorithm that wi#l  matrix the better the hierarchy fits the data.
study in this work and the structure captured leyttiree

dist(i,j)={
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Figure 1: Dendrogram obtained from the correlationmatrix converted into distance matrix, using the

agglomerative clustering algorithm with average likkage

The evaluation procedure has been divided in three There is no doubt independently of the used digtanc
steps for each of the evaluated algorithms: the best algorithm is average-linkage. It is thgodathm

1.

dendrogram has been built for each one of the Bverage but for each one of the evaluated distances
distances. This study also shows that the Random distance is

adifferent to the others because none of the comdpare

agorithms can obtain a representative dendrogram.
Apart from the evaluation of different algorithnibe

The correlation between the distance matrix anghformation in Table 4 helps to make some discration

the corresponding dendrogram (the cophenetietween distances. The values in the table show tha

matrix obtained from the dendrogram) has beefjerarchical agglomerative algorithms can hardly

calculated. represent the structure of the distances normalizsiul

The cophenetic matrix of each dendrogram h
been calculated.

Table 4 helps to identify how well the differenttioms the shortest length: EDN, LDSgN and LCSgN are by fa
for agglomerative hierarchical clustering behavehwi the distances obtaining the smallest values forthinee

each one of the distances. options being these values under 0.5. Besides,ethes
distance functions have shown the greater instahiti
Average Single Complete the 5 runs executed. We could say that for theaokste
Count 0.99 0.97 0.99 distances the clustering algorithm is able to ettthe
CountL 088 0.62 076 structure of the distance matrix and besides, ef tked
CountM 098 097 095 option is average linkage, the correlation betwéssn
ED 0.99 0.98 0.99 distance matrix and the cophenetic matrix is inrage
EDN 0.34 0.33 0.34 0.96.
EDX 095 0.82 0.90

Table 4: Correlation values for the distance matries
and the corresponding cophenetic matrices obtained
based on three different clustering algorithms

4.3 Computational cost

LCSgN 050 0.34 0.33 As we mentioned, having into account that malware
LCSgX 097 089 090 detection needs to be done efficiently, and thodsanf
LCSaN 048 0.00 036 new malware appear every day, another importaniss
LCSqX 0.95 0.81 0.91 to be taken into account when designing a malware
Length 0.97 0.95 0.98 detection tool is the execution time.

NCD 0.92 0.83 0.81 Obviously, fastness will be important to discrintaa
Random 025 0.07 022 distances when they present similar behaviour but i
Mean 0.83 0.71 077 won't be the only desired feature of a distancer Fo

instance, even if Length and Random are by far the
fastest options, they would never been chosen. e h
used them just as baseline.



When evaluating the obtained results, it has to be

taken into account, that apart from the used digtathe Sequences| 100 200 300 400 500

only issue affecting to the time used to build digance num.

matrix is not the number of examples of the samible; events 85602 228501 341418 434764 504223

number of events of each of the examples will hawe  gp 1,102,673 8,298,168 19,19518' 31,030,38: 42,197,967

some cases a lot of influence. This influence Wl LCSq 63,648 463,660 1,033,02; 1,69570¢ 2,258,664

greater in EDI.CSq and LCSg distances. _ LCSg | 33782 246621 56365 91216 1231900
Next table (Table 5) shows the time required tddoui  \cop 2716 11728 2607 4565 64,564

the distance matrices for the evaluated distances i
milliseconds. The executions have been done in a
Pentium 1V, 3.2 GHz, 1G RAM. No times are shown for Table 6: Time required to building the distance
normalized distances because they will be simiathe matrices for samples of 100, 200, 300, 400 and 500
original ones. We can observe in the table thatetlaee examples in milliseconds

huge differences between the times required toimbe
distance matrix for different algorithms.

Count 347 760 88 93t 1,308

We can observe that when computationally more
expensive the calculation of a distance is, mofiectd the
number of used sequences to how much time the ggoce

Distance Time (ms) speedup needs. This increment is more or less proportidoal
function . . .

po 1 increase in the size of the sample for the NCD ,case
ED 1,102, whereas it increments more than the proportion the
LCSq 63,648 7 sample increases for the rest of the sequence based
LCSg 33,782 33 distances.
NCD 2,716 406
Count 347 3,178 5 Conclusions

Being aware of how important the automatic detectd
new malware is, this work presents a methodologl/an
speedup of the rest of the distances in respect Ealit comparison of the behaviour of two “?F’fese”t"?‘“mt
Distance (ED) of twelve dlstanc_es and three clustering algo_rltlwhen _
used to clustering malware based on its dynamic
As expected, the values in the table show that, imehaviour. All this work has been done in an
general, sequence comparisons take longer thamrvealinsupervised learning context and as a consequberce
projections. On the other hand, we should remerttisr validation of the results is a difficult task. Imig context,
sequence representation has semantically more ngeaniwe propose a way this comparison can be done, gddin
Anyway, the differences between the distances eppt metalearning step to obtain more semantic informnati
sequences are also very large. ED is the most si@en from the distance comparison part.
algorithm and the required time is significantlyger There are different conclusions we can draw from th
than the next couple: LCSqg and LCSg, subsequenge amhole work. Concerning to algorithms, there is dotibt
substring comparison. The time spent by the laadce average-linkage option behaves better than singtade
for sequences, NCD, is an order of magnitude smalland complete linkage. This option works better
than LCSg. This time is reduced again an order dafidependently of the used distance; it seems touoap
magnitude when the used distance is Count, thatsay, better the structure represented by the distance.
when the vector projection option is combined viltle The evaluation of the distances is more complex.
Euclidean distance. There are huge variations from the two points @vwi
The use of the 5 samples of 100 executables has givthe structure they capture and the computationat. co
us the possibility to make an incremental analg$ithe Even if the choice of the best distance is notevidome
required execution time. Next table shows the timef them, such as Length, ED, Count, CountM, EDN,
required to obtain distance matrices for the ewallla LCSgN and LCSgN, can be discarded because they
distances when the size of the sample varies frontd  behave clearly worse than the rest of the distar@eghe
500, 100 by 100. When analyzing these resultsastto other hand, being the behaviour of EDX similar e t
be taken into account that even if the number adne of LCSqX, we should never use the first option
sequences increases gradually, due to the difféeagth because of the computational cost.
of the sequences, the number of events does nothémd  We concluded that the most interesting group is
will also affect to the obtained times. formed by CountL, NCD, LCSgX and LCSgX distances.
The second row in Table 6 shows the total number dheir distance matrices are highly correlated, amel
events (calculated adding the number of eventsathe clustering algorithms seem to be able to captussr th
one of the sequences in the sample) of the sarogks structure. This could be somehow surprising. We ld/ou
for the experimentation. No prior predictions cae bexpect the first one, CountL, to behave the woesialbise
done; it could happen that different options fitteeto it is based on the vector projection, whereas &t are
different distances, or the same option being abndne based on the sequence representation. Evidentty tine
one fitting the best. Table 4 shows the resultstfer computational cost point of view, CountL is by the
evaluated distances and algorithms. The values féastest option.
Random have not been included when calculating the In order to evaluate the differences of the dendnog
mean (last row in the table). built with CountL, NCD, LCSgX and LCSgX, a

Table 5: Time required building the distance matries
in milliseconds. The speedup column shows the



preliminary analysis of the obtained trees has hikaTe.
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