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Abstract

We show how frequently occurring sequentia patterns may be
found from large datasets by first inducing a finite state
automaton model describing the data, and then querying the
model.
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1 Introduction

Advances in computing have made it possible to capture
and store huge collections of data. Examples of such
collections include transaction databases, satellite images,
DNA sequence databases and web site usage logs. The
availability of these collections has created great interest
in the problem of extracting useful knowledge from the
data. In particular, much of this data is sequentid in
nature, so there is a need for techniques for exploring
sequential patterns — what might be caled sequence
mining. In this paper, we show how a finite state
automaton may be built that describes a sequential
dataset, and how this model can then be used to provide
answers efficiently to queries about frequencies of
various patterns occurring in the data.

The structure of the paper is as follows. Wefirst relate the
sequence mining problem to the problem of regular
grammatical inference. We then quickly review the
relevant theory of finite state automata and regular
languages, asit relates to grammatical induction. Next we
derive formulae for calculating the frequencies of certain
sequential patterns in a regular language, using a finite
state automaton that generates the language. Finaly,
these are used to derive a sequence mining agorithm.

2  Seguence mining and grammars

The purpose of sequence mining is to discover useful
sequential  knowledge. Just what congtitutes useful
knowledge depends on the context — in market research it
might be purchasing patterns (e.g. 40% of people who
purchase a TV will later purchase a VCR); in web
mining, it might be commonly occurring sequences of
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web page hits. In any case, knowledge takes the form of
insight into the structure of the data, since it is structure
that makes things predictable, and it is predictability that
can be exploited. In a recent article, Fayyad (2001) put it
thisway:

“ Accurate modeling of data is the ultimate form of
data compression. If we derive the generative
distribution describing a data set, we can reduce
terabytes and petabytes of data to a single formula.
These compact summaries of data become the
ultimate portable data stores and can serve to answer
gueries and quickly navigate the data ...”

We have applied this idea in the work described here —
we seek a compact summary of a sequential data set in
the form of a generative model (a grammar or automaton)
and then use the model to answer queries about the data.

There are many existing techniques for finding structure
in sequence data - Markov models, lag sequentia
analysis, and log-linear analysis to name a few. Recently,
new methods especially suited to large datasets have been
introduced — for example, Agrawa and Srikant (1995)
have adapted algorithms for mining association rules to
sequence mining. There is aso the approach we have
taken, to view the search for structure as a grammatical
inference problem. Here is a small example to illustrate
our approach. Suppose that we have a dataset with just
four sequences, drawn at random from alarger collection:

| = {abbaaaa, ab, ba, aaaaabb}.

Suppose also that the larger collection is a regular
language, and can therefore be generated by a finite state
automaton. Figure 1 shows a state graph for one possible
generating automaton.

Figure 1: A Generating Automaton for |

In the figure, circles represent the states, and labeled arcs
between them represent transitions. We follow the usual
convention of marking the start state with a“>" and using



double-circles for the final states. Beginning at the start
state, paths are traced through the graph by following
transitions from one state to the next. The corresponding
symbols are emitted as the transitions are traversed. Paths
may stop at any final state. Assuming that the figure in
fact shows the correct automaton, we can deduce pieces
of knowledge about the larger collection. For example,
we could deduce that the number of a's and the number
of b's in any sequence are congruent modulo 3 (this
property defines the larger collection in this case). If we
were to assign probabilities to the transitions of the
automaton, we could deduce, for example, the expected
proportion of sequences starting with symbol a, or the
proportion containing an a followed later by a b (we will
show later how to make these cal culations).

In the data mining setting, we usually seek patterns with a
specified minimum degree of support (the number of
confidence (the proportion of those sequences that match
the pattern). Support and confidence can be estimated
using these calculated expected proportions.

Of course, some of these proportions could be * deduced”
(redlly, estimated) by just counting the number of
occurrences in the example data. But in sequence mining
applications, the example sets in question may be very
large, so counting may be a slow operation. We will see
that the automaton and associated data structures are
much smaller and the calculations required are efficient
matrix operations. Another benefit of modeling the data
with automata is that they are simple enough to be
comprehended in an intuitive, visual way, suggesting
regularities that would not be found by posing a standard
set of statistical or other questions.

But before any calculation or deduction can be done, we
must find an appropriate grammar or automaton to
describe the data. We discuss how to do that in the next
section.

3  Grammatical Inference

The problem of grammatical inference is to infer, from a
set of example strings (and, possibly, non-examples) from
a language, the set of rules, i.e. the grammar, which
defines the language. In many cases, the target language
is assumed to be a regular language. This is because
regular languages are tractable, as well as being
sufficiently powerful for most applications. A basic result
of automata theory states that a language is regular if and
only if it is generated by a finite state automaton. Thus,
inferring a regular language is equivalent to finding a
suitable automaton.

In the case of sequence mining, datasets normally have
only examples, not non-examples, so we are interested in
finding finite state automata that generate the given
positive example data. We will now describe how such
automata may be constructed.

For any finite set of sequences, there is a finite state
automaton that generates (or equivalently accepts) exactly
that set of sequences. One such automaton is the prefix
tree acceptor (PTA) of the sequences. The PTA may be
constructed by simply laying out the sequences, using a

state to represent each unique prefix of one of the
sequences.

We can illustrate this using the sample data set | from
above. The PTA of | is shown in the state diagram below,
Figure 2.

Figure 2: Example Prefix Tree Acceptor

A useful generdization of finite state automata is to add
probabilities for the possible transitions from each state.
We introduce a specia delimiter symbol, which is not in
the alphabet of the automaton, say “/”. If a state emits the
delimiter symbol, this is taken to indicate the end of the
string, and no next state is specified (or equivalently, the
next state is understood to be the start state). Thus any
state that can emit the delimiter symbol is considered a
final state. We can now define a probabilistic finite state
automaton as an automaton with transition probabilities,
giving the probability that a particular symbol will be
emitted when we are in a particular state. Figure 3 shows
one possible set of transition probabilities for the
automaton in Figure 2. Notice the “transitions’ from the
final states using the delimiter symbol.
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Figure 3: Automaton with Transition Probabilities

Other automata that generate the example data can be
constructed from the PTA by merging together some of
the states. In fact it can be shown that any automaton that
generates the sample data and also satisfies additional
“reasonableness’ conditions can be obtained in this way
(Dupont 1994). To illustrate this construction, consider
what happens if we merge the two states that follow the
start state in Figure 2. The resulting automaton would be
non-deterministic, so further states must be merged to
obtain a deterministic automaton, giving the automaton
shown in Figure 4.

Figure 4. PTA after Some Merging




This automaton can generate the sequences of |, and also
some sequences that begin with bb, for example, whereas
the PTA only generates sequences beginning with aa, ab
or ba In general, merging states increases the set of
sequences that can be generated. Many induction
algorithms start with the PTA and choose states to merge
S0 asto give the best description of the data (best in some
sense that is particular to the algorithm).

When there are only positive examples, as would
normally be the case for sequence mining, most
algorithms use the dtatistical properties of the data to
determine which states to merge, and the resultant models
are stochastic — i.e. they describe the structure of the
automaton as well as the transition probabilities. The
Alergia algorithm (Carrasco 1994), for example, uses an
information theory based test of similarity of state
behaviours. Such algorithms can identify the target
automaton with probability one, given sufficient data.
They reguire many more examples than are needed for
algorithms that use negative examples.

A different approach for positive examples only is to
apply the principa of Occam’s razor, selecting the
automaton that provides the “simplest” explanation of the
data. This idea is behind a number of heuristic
algorithms. The general pattern is to construct the PTA
for the sample sequences, and then to search the space of
sets of mergings, seeking to optimize a “figure of merit”
or simplicity measure. These algorithms do not have the
guaranteed convergence of Alergia, due to the
incompleteness of the search, but they do not need as
many examples. Algorithms of this kind are described in
(Raman 1998) and (Hingston 2001).

4  Estimating pattern frequencies from a finite
state automaton

In this section, we give some examples to show how one
can calculate the probabilities of particular patterns
occurring in sequences generated by a probabilistic finite
state automaton. These probabilities can then be used in
seguence mining algorithms.

For our purposes, we will define a pattern using a
sequence of n-grams of symbols. A sequence matches a
pattern if the n-grams occur within the sequence in the
correct order. We will use angle brackets to denote
patterns. For example, the pattern <x, yz, w> matches any
seguence containing an X, the digram yz, and w in that
order, with or without intervening symbols. The empty
pattern matches any sequence and is denoted by A. If pl
and p2 ae two patterns, pl+ p2 denotes the
concatenation of the two patterns.

We need some notation for automata. If Sis a state of an
automaton and x is a non-terminal symbol on some
transition from S, we will write

p(S, x) = the probability that x is the symbol
emitted,

q(S, x) = the next state when x is emitted.

We will aso use a particular automaton for illustration.
We generated 100 sample sequences from the automaton

shown in Figure 1, randomly selecting transitions with
equal probability. We then used an automaton inference
algorithm to recover the original automaton structure
from the sample data. The inferred automaton, shown in
Figure 5, has transition probabilities determined from the
data by counting transitions:

a(0.314) b(0.46)

b(0.468)

Lt

b(0.348)
7(0.338)

a(0.532)

Figure 5: Inferred Automaton with Transition
Probabilities

Example 1
“What proportion of sequences contain the symbol x?’

This question is perhaps the simplest kind of question we
might ask. In terms of patterns, the question may be
restated as asking for the probability of the pattern <x>
occurring. We can compute this as follows. First we
define, for each state S and non-delimiter symbol x:

P(SX) = the probability that a random path starting from
state S contains an x.

Now a path starting from S and containing an x either
begins with an x (with probability p(S,x)), or begins with
some other symbol and is followed by a path starting at
the next state containing an x. Thus, we can write the
formula

P(S.x)=p(S.x+ 5 (p(S,2)xPa(s,z) x))-- @

ZEX

In the case of the automaton in Figure 5, for symbol a,
this formula gives:

P(0,a) = 0.314 + 0.348xP(2,a)
P(1,a) = 0.54 + 0.46xP(0,a)
P(2,a) = 0.532 + 0.468xP(1,a)

Thus we have a system of linear equations that can be
solved to find P(Sx) . The answer to the original question
issmplyP(0,x) .

Equation (1) can be rewritten as follows:

P(s.:x)=p(S.x)+ Y (p(S.2)xP(a(S.2).x))

Z#EX

H H
= p(S,x)+ ZE > p(S z)gD(T,x)---(Z)
La(s.x)=T L



We can write thisin matrix form as follows.
First, define amatrix p(x) by

par)= 3 (5.2

ZFX
a(s,x)=T
For the automaton in Figure 5, we get

00 0348 0 [
pl@)=g0 0 04687
M4 0 0 f

We write P(x) for the vector of values of P(Sx) and p(x)
for the vector of values of p(S, x). Then (2) becomes:

P(x)= p(x)+ p(x)P(x)

Rearranging, we get

P()=(1 =p (x)) et

The matrix on the right hand side turns out to be a useful
one, which we will denote by J(x). Hence, we restate the
formula above as

P(x)=J(x)p(x)

For the automaton in Figure 5, we have:

.08l 0376 0.1760]
J(a)=0.233 1081 0506
.498 0.173 1081H

So that:

[1.08L 0376 0.1760 [0.3140]
P(a)=0.233 1.081 05067 054
©.498 0173 1.081F [.532

Thus, in this case, the expected proportion of strings from
the inferred automaton containing the symbol a is 0.635.
The proportion obtained by counting sequences in the
sample data is 0.63. The expected proportion from the
original automaton in Figure 1, with equal probabilities

for each symboal, is 0.63.
Example?

“What is the proportion of strings containing the symbol
X, followed later by the symbol y?”’

In terms of patterns, this may be restated as asking for the
probability of the pattern <x, y> occurring. To compute
this we first define, for each pair of states S and T, and
each non-delimiter symbol x:

F(S,T,x) = the probability that a random path starting at
state S and ending at state T contains exactly one X,
which isthe last symbol on the path.

Using similar reasoning asin Example 1, we see that

FST.x)=Y (p(S.2)xF(a(s2.T.x)+

op(S, x)if q(S,x)=T
C 0, otherwise

(3

Once again we can rearrange this equation and write it in
matrix form as follows.

Define amatrix y(x) by

_op(S,x)if q(Sx)=T
VST, X)_E 0, otherwise

Write F(x) for the matrix of values F(ST,x). Then
equation (3) becomes:

F(x)=y )+ p(x)F (x)

As before, we deduce that:

F(x)=3(x} ()

Returning to the original question, note that a sequence
containing an x followed later by a y can be divided
uniquely into one part that contains the first x in the
sequence, and the following part, which containsay. So
if we write P(S<Xx, y>) = the probability that a random
path starting at state S contains an x followed later by avy,
we have:

P(S,<xy>)= Z F(ST.x)P(T,y)
Or in matrix form:
P(<xy>)=F(x)P(y)

= 3(x)y (x)3(y)n(y)

In asimilar fashion, we can compute:

P(<xy,z>)=F(x)F(y)P(z)

= J(x) (I (y) (Y3 (2)p(2)

and so on.

Example 3



“What is the proportion of strings containing the digram
xy?'

If we define P(S, xy) = the probability that a random path
gtarting at state S contains the digram xy, then in the same
way as for Example 1 above, we can derive:

P(xy) =1 (xy)J(x)

where

(S, xy)= p(S.x)p(a(S. x). y)

By combining these techniques, we can derive formulae
to compute probabilities for any desired ordering of
symbols and n-grams. Other questions are also amenable
to asimilar analysis, e.g. “What is the expected length of
sequences starting with x?’

5 A sequence mining algorithm

In this section, we derive a sequence mining agorithm
that uses the formulae from Section 4. We will search for
ruleslike

If a sequence contains an x followed by ay, thenit is
likely to contain a subsequent z

Wewill writethisruleas<x,y>0 z.

More generally, we will search for patterns that tend to
indicate that a particular symbol will follow. We will
require that the rule have sufficient support (the
probability that the pattern occurs) and confidence (the
probability that the subsequent z occurs, given that the
pattern has occurred). In the notation used in example 2,
the support of the rule above is P(<x,y>), while the
confidence is P(<xy,z>)/P(<x,y>). We can use the
formula derived in Example 2 above to calculate
probabilities of particular patterns occurring.

Suppose a support level, s, and a confidence level, ¢, have
been specified. We define a large pattern as one having
support of at least s. Large patterns have an Apriori
property —that any prefix of alarge pattern is also large —
so we can use an Apriori-like scheme to make the search
efficient.

compute F(s) and P(s) for the automaton
if P(start, s) = confidence then
R=RO{ADO st
if P(start, s) ) = support then
L,=L,0{<s>}
end do
n=1
while L, is not empty do begin
Lnea={}
do(Oo OLy)
do(Os <s>0Ly)
0 =0+<s>
P(a") = F(o)P(s)
if P(start, 0’ )/P(start, o) = confidence then
R=RO{oc 0O s}
if P(start, 0") = support then
Lov1=Lpe O {O"}
end do
end do
n=n+1
end while
end

Algorithm Apriori-Pattern

Inputs:
A probabilistic finite state automaton
support
confidence
Output:
Set of rulesR
begin
R={}
Li={}
do(OsOZ%)

6 Reated Work

One of the most important applications for sequence
mining is Web usage mining, where the data are
sequences of Web page accesses extracted from Web site
usage logs. Spiliopoulou et a have described atool called
Web Utilization Miner (WUM), which supports an SQL-
like query language for sequences, including specification
of a required level of support, and a template that
candidate sequences are to match (Spiliopoulou 1999).
These templates are somewhat similar to the example
patterns we have explored. The mining agorithm creates
an Aggregated Log, which is similar to the prefix tree
acceptor, except that labels are on nodes rather than on
arcs. Query results are given in the form of a graph
formed by merging nodes from the matching portion of
the Aggregated Log.

In (Agrawal 1995), Agrawal et a adapted the association
mining agorithm, Apriori to find common subsequences
in basket data. They present agorithms that provide
efficient methods of finding all subsegquences, or all
maximal subsequences of such data with a given level of
support. The term “subsequence” here allows intervening
symbols, so is analogous to the idea of a template in
WUM, or to the example patterns from the present paper.
Several improvements have since been reported (Srikant
1996; Pei 2001).

In (Borges 1999), the authors describe a method of
mining segquences from Web user navigation sequences.
The method first uses the data to build a hypertext
probabilistic grammar, which is a restricted form of



probabilistic regular grammar. Non-terminal symbols in
the grammar (nodes in the transition graph) correspond to
Web pages, and transitions correspond to links between
pages. Our models are different in that symbols are
associated with arcs rather than nodes and the resulting
grammars are not so restricted.

7 Conclusion

We have presented a method for mining interesting
sequential patterns from large sequential data sets. The
first step is to model the data set in terms of a stochastic
grammar or automaton. Queries about frequently
occurring patterns in the data set can then answered by
converting pattern frequencies into formulae concerning
the model, and using an Apriori-like scheme to enumerate
the answers efficiently. In addition, the model provides a
compact summary of the data set that aids understanding
of its properties.
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