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Abstract

ID-based cryptosystems have many advantages over
PKI based cryptosystems in key distribution, but
they also have an inherent drawback of key escrow
problem, i.e. users’ private keys are known to the
key generation center (KGC). Therefore secure key
issuing (SKI) is an important issue in ID-based cryp-
tography. In multiple authority approach (Boneh
& Franklin 2001, Chen et al. 2002), key generation
function is distributed to multiple authorities. Keep-
ing key privacy using user-chosen secret information
(Gentry 2003, Al-Riyami & Paterson 2003) is a sim-
ple and efficient solution, but it loses the advantages
of ID-based cryptosystems.

In this paper we propose a new secure key issuing
protocol in which a private key is issued by a key gen-
eration center (KGC) and then its privacy is protected
by multiple key privacy authorities (KPAs). In this
protocol we provide a secure channel by using sim-
ple blinding technique in pairing-based cryptography.
Only a legitimate user who has the secret blinding
parameter can retrieve his private key from the pro-
tocol.

Keywords: Bilinear pairing, ID-based cryptography,
Secure key issuing (SKI), Key generation center
(KGC), Key privacy authority (KPA), Blinding.

1 Introduction

In traditional certificate-based public key cryptosys-
tems, a user’s public key is certified with a certificate
issued by a certification authority (CA). Any partic-
ipant who wants to use a public key must first verify
the corresponding certificate to check the validity of
the public key. When many CAs are involved between
two users, trust relationships between those CAs also
need to be verified. Public key infrastructure (PKI)
is an important infrastructure to manage the trust re-
lationship between entities in a hierarchical manner.
In certificate-based schemes key revocation is also a
big issue, which requires a large amount of storage
and computing. As a consequence, certificate-based
public key cryptosystems require a large amount of
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storage and computing time to store, verify, and re-
voke certificates.

(Shamir 1984) proposed the ID-based cryptogra-
phy which can greatly simplify the key management
problem. In ID-based cryptography an entity’s public
key is derived directly from its identity information,
for example, name, e-mail address, or IP address of
the user. The corresponding private key is generated
for the user by a trusted third party called key gen-
eration center (KGC) and given to the user through
a secure channel.

Compared with certificate-based cryptography,
ID-based cryptography is advantageous in key man-
agement, since key distribution and key revocation
are not required. A sender can send a secure message
to a receiver just using the receiver’s identity infor-
mation, even before the receiver obtains his private
key from the KGC. But an inherent problem of ID-
based cryptography is the key escrow problem, i.e.,
user’s private key is known to the KGC. Therefore,
the KGC can decrypt any ciphertext and forge sig-
nature for any message, so there is no user privacy
and authenticity in the system. It also requires a
secure channel between users and the KGC to de-
liver private keys. Because of these inherent problems
ID-based cryptography is considered to be suitable
only for small private network with lower security re-
quirements. Therefore providing a secure key issuing
mechanism in ID-based cryptography is an important
issue to make the ID-based cryptography more appli-
cable to the real world.

To tackle this problem, several proposals have
been made using multiple authority approach (Boneh
& Franklin 2001, Chen et al. 2002) or using some user-
chosen secret information (Gentry 2003, Al-Riyami
& Paterson 2003). If the master key of a KGC
is distributed to multiple authorities and a private
key is computed in a threshold manner (Boneh &
Franklin 2001), key escrow problem of a single KGC
can be prevented. However, in many applications
multiple identifications of user by multiple authori-
ties is quite a burden. Generating a new private key
by adding multiple private keys (Chen et al. 2002)
is another approach, but in this scheme KGCs have
no countermeasure against user’s illegal usage. Gen-
try (Gentry 2003) proposed a certificate-based en-
cryption where secure key issuing was provided using
some user-chosen secret information, but it became a
certificate-based scheme losing the advantage of ID-
based cryptography. (Al-Riyami & Paterson 2003)
successfully removed the necessity of certificate (they
named it certificateless public key cryptography) in



a similar design using user-chosen secret information,
but their scheme provides only implicit authentica-
tion of the public key. The public key securely gener-
ated by the user is not certified in any way. Thus any
participant using the public key cannot be convinced
of whether the public key indeed belongs to the user.
In Section 3, we will review these schemes and discuss
their properties in more detail.

In this paper we propose a new secure key issu-
ing protocol in which a private key is issued by a key
generation center (KGC) and then its privacy is pro-
tected by multiple key privacy authorities (KPAs). In
this protocol we provide a secure channel by using a
simple blinding technique in pairing-based cryptogra-
phy. Only a legitimate user who has the secure blind-
ing parameter can retrieve his private key from the
protocol. In the proposed scheme user-chosen secret
information is used, but it is used only for blinding
purpose. The proposed secure key issuing protocol
issues a real ID-based private key, thus it can be used
with any ID-based cryptosystems preserving the ad-
vantage of ID-based cryptography.

The rest of the paper is organized as follows. Back-
ground concepts on bilinear pairing and ID-based
cryptography are briefly reviewed in Section 2 and
related works on secure key issuing are described in
Section 3. Our key issuing model is introduced in Sec-
tion 4. We describe the proposed secure key issuing
protocol and key escrow protocol in Section 5 with
security analysis. Finally, we conclude in Section 6.

2 Background Concepts

In this Section we briefly review the basic concepts
on bilinear pairing and ID-based cryptography, while
introducing notations used in this paper.

2.1 Bilinear Pairing

Let G7 be an additive group of prime order ¢ and
G2 be a multiplicative group of the same order. Let
P denote a generator of G;. The discrete logarithm
problem (DLP) in these groups is believed to be hard.
A bilinear pairing is a map e : G; X G; — G2 with
the following properties:

1. Bilinear: e(aQ1,bQ2) =
Q1,Q2 € Gy and a,b € Z.

2. Non-degenerate: e(P, P) # 1 and therefore it is
a generator of Gs.

e(Q1,Q2)%, where

3. Computable: There is an efficient algorithm to
compute e(Q1,Q2) for all Q1,Q2 € G;.

We write G; with an additive notation and Go
with a multiplicative notation, since in general im-
plementation G; will be the group of points on an
elliptic curve and G2 will denote a multiplicative sub-
group of a finite field. Typically, the map e will be
derived from either the Weil or Tate pairing on an
elliptic curve over a finite field. We refer to (Boneh &
Franklin 2001, Barreto et al. 2002) for a more com-
prehensive description on how these groups, pairings
and other parameters should be selected for efficiency
and security.

Now we describe some mathematical problems.

e Discrete Logarithm Problem (DLP): Given two
group elements P and @ in G1, find an integer
n, such that Q = nP whenever such an integer
exists.

e Computational Diffie-Hellman Problem
(CDHP): For any a,b € Z;, given (P,aP,bP),
compute abP.

e Decisional Diffie-Hellman Problem (DDHP): For
any a,b,c € Zy, given (P,aP,bP,cP), decide
whether ¢ = ab mod gq.

e Bilinear Diffie-Hellman Problem (BDHP): For
any a,b,c € Zy, given (P,aP,bP,cP), compute

e(P, P)a € Gb.

e Gap Diffie-Hellman Problem (GDHP): A class of
problems where DDHP is easy while CDHP is
hard.

In this paper we consider the GDHP group where
the DDHP is easy but the CDHP is hard. Such groups
can be found on supersingular elliptic curves or hyper-
elliptic curves over a finite field. The bilinear pairing
described above is a good example.

2.2 ID-based Cryptography

Using the bilinear pairing and the GDHP, ID-based
encryption scheme can be designed very easily. In
ID-based cryptography, there is a trusted author-
ity called the key generation center (KGC) who has
a master key s and issues private keys for users.
Boneh and Franklin’s “Basicldent”scheme (Boneh &
Franklin 2001) is given by the following four stages.

Setup: KGC specifies two groups G; and G5 and a
bilinear map e : G; x G; — G5 between them. It also
specifies three hash functions.

e Hy:{0,1}* — G; (extract point from ID).

e Hy : Go — {0,1}!, where [ is the length of a
plaintext message (hash to the message space).

e Hj3: Gy — Z; (hash to the finite field, which will
be used in the proposed key issuing protocol).

KGC picks a master key sp € Z; at random and
computes his public key Py = soP. KGC publishes
description of the groups G1, G2, the bilinear map e,
the hash functions H;, H, H3, and his public key F.

Extract: Let Alice be a sender and Bob be a re-
ceiver. Bob requires a private key for his ID € {0,1}*
to KGC. For given Bob’s identity ID, the KGC
computes Bob’s public key as Qrp = Hi(ID) and
the corresponding private key as D;p = soQip-
Note that D;p is a short signature (Boneh, Lynn
& Shacham 2002) of the KGC on the message ID.
Then he sends D;p to Bob through a secure chan-
nel. Bob can check the validity of his private key by

?
e(Dip, P) =e(Qip, F).

Encrypt: To encrypt a message m € {0, 1}! with the
public key of the receiver Bob, Alice first computes
Bob’s public key by Q;p = Hy(ID). Then she picks
a random number r € Z7 and computes U = rP
and V =m ® Hsy(e(Qrp, Py)"). Then the ciphertext
C = (U,V) is sent to Bob.

Decrypt: The receiver Bob can decrypt the ci-
phertext C = (U,V) using his private key Dyp by
V @ Ha(e(Dyp,U)) = m. The decryption works be-
cause of the bilinear property of the map e,

e(Dip,U) = e(s0Qrp,mP) = ¢e(Qrp, P)".

3 Related Works on Secure Key Issuing

To provide a secure key issuing there have been
two approaches; using multiple authorities (Boneh &
Franklin 2001, Chen et al. 2002) and using some user-
chosen secret information (Gentry 2003, Al-Riyami &
Paterson 2003). In this Section we review these works
briefly and discuss their properties.



3.1 Threshold Key Issuing

Boneh and Franklin considered the distributed key
generation in their original proposal of identity-based
encryption (Boneh & Franklin 2001) to protect the
secrecy of the master key sg, not to protect the pri-
vacy of the private keys of users. Assume that there
are n KGCs instead of a single KGC. The master key
sp can easily be distributed in a t-out-of-n fashion by
giving each of the n KGCs one share s; of a Shamir
secret sharing of sgp. When generating a private key,
each of the ¢ chosen KGCs respond with Q; = s;Qrp-
Then the user can construct Drp = > \;Q;, where
the \;’s are the appropriate Lagrange coefficients.
This scheme can be made robust against dishonest
KGCs without using zero-knowledge proofs, as shown
in (Boneh & Franklin 2001).

If the master key of a KGC is distributed to mul-
tiple KGCs and the private key of a user is computed
in a threshold manner as shown above, key escrow
problem of a single KGC can be prevented. This ap-
proach is mathematically beautiful. However, in this
approach, multiple KGCs are assumed to have the
same role, so they have to check user’s identity in-
dependently, which is quite a burden. Correct iden-
tification of user is as important as correct signing.
As a tradeoff, a single KGC can check user’s identity
and other n — 1 KGCs just sign I D, it is not an ideal
distributed key generation. In this approach a secure
channel is still required, although it can be provided
easily using the simple blinding technique adapted in
the proposed scheme.

3.2 Addition of Multiple Keys

To avoid the built-in key escrow of ID-based cryp-
tography, (Chen et al. 2002), (Paterson 2002) and
(Hess 2002) assumed multiple KGCs, each provid-
ing ID-based key issuing independently in the same
group, and proposed for the user to generate a new
private key securely by adding multiple independent
private keys issued by multiple KGCs.

Assume that there are n KGCs working in the
same groups (G1, G2 and pairing e : G; X G; — Gbs.
Each KGC chooses its own master key s; and pub-
lishes the public key P; = s; P. A user with identity
1D registers with each of the n KGCs and receives n
partial private keys s;Qp for the same I'D. Then he
computes his new private key by summing up these
partial private keys:

Dip = 51Qp+5Qp+--+5,Qip
= (s1+s2+--+5,)Qrp-

In encryption Y " | P; is used as the public key of the
encryption scheme.

This approach is beautiful in theory and the pri-
vate key of the user will be protected against collusion
by up to n — 1 out of the n KGCs. However, this ap-
proach has several problems.

First, the n key issuing operations are independent
of each other and the key addition is computed by
the user. Therefore any central organization of key
issuing policy among the KGCs is difficult. In the real
world, KGCs will issue a private key only when they
are sure that the user will use the key correctly under
their instructions (guidelines). If multiple KGCs have
different instructions in the usage of keys, there can
be argument for the usage of the new key computed
by the user.

Second, in this approach the n KGCs have no
control on the private keys and no countermeasure
against user’s illegal usage of keys, once they issued
the private keys to the user. (Chen et al. 2002) even

considered that the user can produce 2" different pub-
lic/private key pairs given only n KGCs.

Third, because of the simple arithmetical relation
of the new private key and their parallel nature, an
attacker can try to get a partial private key of a user
by independently attacking each KGC, which can be
added later to recover the real private key.

Fourth, the n KGCs have to check user’s identifi-
cation independently as the case of the threshold key
issuing, which is quite a burden.

3.3 Certificate-based Encryption

(Gentry 2003) proposed a certificate-based encryption
scheme which provides secure key issuing by using
user-chosen secret information in a novel way. As-
sume that a KGC (or CA) has a master key so and
a public key Py = soP. A user with identity ID
requests the KGC to issue a private key. Then the
scheme runs as follows.

e User chooses a secret x;p €r Z; and computes

his public key Y;p = z;pP. He sends Y;p and
ID to the KGC (Y;p is published) and requests
him to issue a certificate.

e KGC checks the identification of the user. He
computes

Inforp = (Yip,ID),
Prp = Hi(Po,i,Inforp),

where ¢ denotes a time period of validity. Finally
he computes a certificate

C@T‘t[D = 80P[D

and gives it to the user (Cert;p is published).

e Receiving Certyp, user computes
Pip = Hi(Inforp),

S[D = C@Tt[D +1'[DPI/D.
Sip is a decryption key of the user.

e To encrypt a message m for the user, a sender
computes ,
Prp = Hi(Inforp),

Pip = Hi(Py,i,Inforp),
and
g = €(P0, P[D)e(YID, PI/D)
Choosing a random number r €r Z, he com-
putes a ciphertext

C=(UYV)=(rP,m® Hy(g")).

e To decrypt the ciphertext C = (U, V), the user
recovers the plaintext as V& Hy(e(U, Stp)) = m.

This scheme provides a secure key issuing suc-
cessfully avoiding the key escrow problem. Moreover
secure channel is not required; Cert;p can be sent
over a public channel or published. Instead it be-
comes a certificate-based scheme losing the advantage
of the ID-based schemes. It also inherits the revoca-
tion problem of the certificate-based schemes, there-
fore this scheme tries to use a short-lived private key
with a time index 7. From KGC a user obtains a pub-
lishable certificate C'ert;p instead of a secret private
key. Without the certificate a sender cannot be sure
whether Y7p is a correct public key of the receiver.



3.4 Certificateless Public Key Encryption

To solve the problem of (Gentry 2003), (Al-Riyami &
Paterson 2003) proposed a new scheme which suc-
cessfully removed the necessity of certificate, thus
they called it certificateless public key cryptogra-
phy. It is conceptually similar to the self-certified key
(Girault 1991, Petersen & Horster 1997) because it
uses user-chosen secret information in a similar way.
Here we review their alternative key issuing method
which provides binding property.

Assume that a KGC (or CA) has a master key s
and a public key Py = soP. A user with identity ID
requests the KGC to issue a private key. Then the
scheme runs as follows.

e User picks a random secret value z;p €g Z;‘ and
computes a public key

Prp = (X1p,Yip) = (xipP,z1pF).

He sends the public key Prp and I D to the KGC
and requests him to issue a private key.

o KGC checks the identification of the user. He
extracts a partial private key by

!
Dip = s0Q1p;

where Qrp = Hi(ID, Prp), and gives D}, to
the user.

e User sets his private key as Dyp = x;pD)p.

e To encrypt a message m for the user, a sender
first computes Qrp = Hi(ID,P;p). Then
choosing a random number r €r Z;, he com-

putes a ciphertext as

C=(UV)=(rP,m® Hy(e(Qrp,Yrp)"))-

e To decrypt the ciphertext C = (U, V), the user
recovers the plaintext as

Vé HQ(@(D[D, U)) =m.

Although this scheme achieves key privacy, it pro-
vides only implicit authentication. A sender cannot
be sure whether Prp = (X p, Yrp) is a correct public
key of the receiver. He will be assured only after a
successful communication.

4  Our Key Issuing Model

In this paper we propose a new secure key issuing
protocol which preserves the advantages of ID-based
cryptography. We assume a single key generation
center (KGC) and multiple key privacy authorities
(KPAs). Key privacy is provided by using multiple
KPAs. To provide a secure channel between users
and authorities a simple blinding technique is used in
pairing-based cryptography.

4.1 Real World Scenarios

In the real world a specific authority is generally given
to a single authority. For example, a driver’s license
is issued by a single authority, although there can be
many regional offices. Correct identification of user is
as important as correct signing. The single authority
approach is easy to implement cryptographically in
ordinary PKI-based schemes, but it suffers from key
escrow problem when implemented in ID-based cryp-
tography. It seems to be inevitable to use multiple
authorities to avoid key escrow problem.

In the real world there is an example of non-
governmental organizations (NGOs) who are orga-
nized by themselves, not by the government, and try-
ing to observe (or supervise) whether the government
might do anything illegal. They do not have any au-
thority given by the government, but their roles of
supervising the government are generally accepted by
the people if their activities are sound enough. If the
government has a super-power like a big brother, the
roles of NGOs are very important. Although they
do not have a legally approved authority like govern-
mental organizations, they can provide some service
of preventing government’s misbehavior.

Another example can be found in elections. In a
political election there is a single election administra-
tor who organizes and manages the election proce-
dures, but major political parties dispatch observers
to the voting office to prevent any illegal activity; il-
legal voters, double voting, threatening, miscounting,
etc. Since each political party has different interests
in the election, it is hard to assume that all observers
collude. The supervision of voting and counting pro-
cedures by the observers from political parties are
generally accepted in many countries. If there are
some possibilities of misbehavior by the administra-
tor, the role of observers becomes very important.

We consider that if there are multiple authorities
like NGOs or observers (KPAs in this paper) who
can provide services to keep the privacy of user’s pri-
vate key in ID-based cryptosystems, then there is a
way that a single KGC and multiple KPAs can issue
the ID-based private key in a secure manner. If this
is possible, ID-based cryptography will become more
useful in the real world.

4.2 Overview

In this proposal we introduce a single KGC and mul-
tiple KPAs. The key issuing process consists of the
following three stages.

1. In key issuing stage, a user sends his identity and
blinding factor to the KGC and requests him to
issue a partial private key. Then, after checking
the identity of the user, the KGC issues a partial
private key to the user in a blinded manner.

2. In key securing stage, the user requests multiple
KPAs in a sequential manner to provide key pri-
vacy service, then KPAs return the real private
key in a blinded manner.

3. Finally, in key retrieving stage, the user unblinds
it to retrieve the real private key.

Assuming the honesty of at least one KPA, the pri-
vacy of the private key is kept. Only the legitimate
user who knows the blinding parameter can unblind
the message to retrieve the private key. The proposed
secure key issuing protocol overcomes the key escrow
problem of ID-based cryptography, thus it can be ap-
plied to more complex applications satisfying stronger
security requirements.

4.3 Entities and Their Roles

The entities participating in the secure key issuing
protocol and their roles are as follows.

e KGC (or CA): A single KGC checks user’s iden-
tification and issues a blinded partial private key
to the user. Under a court order, he can be in-
volved in the key escrow protocol.



e n KPAs: Multiple KPAs sequentially provide key
privacy service to user’s private key by issuing
their signature in a blinded manner. We assume
that at least one KPA will remain honest. Under
a court order they can cooperate to provide a key
escrow service for a specific message.

e User: He tries to get a private key of the ID-
based cryptography through an interactive pro-
tocol with the KGC and n KPAs.

5 Proposed Secure Key Issuing Protocol

5.1 Key Issuing Protocol

The proposed secure key issuing protocol includes the
following 5 stages; system setup, system public key
setup, key issuing, key securing, and key retrieving
stages.

Stage 1. System setup (by KGC)

As shown in Section 2, the KGC specifies two
groups GG; and G2 and the bilinear map e : G1 X
G1 — G5 between them, and three hash functions
Hy, H,, H3. He also picks his master key so € Z; at
random and computes his public key Py = soP. He
publishes description of the groups G, G, the bilin-
ear map e, hash functions Hy, Ho, H3, and the public
key Pp.

Stage 2. System public key setup (by KPAs)

The n KPAs establish their key pairs. For all
i =1,...,n, KPA; chooses his master key s; and
computes his public key P; = s;P. Then KPAs coop-
erate sequentially to compute the system public key

Y = 50515, P,

which will be used as a system parameter in the group
of users. More specifically,

KPA; computes Y| = s1 P,

KPA; computes Yy = soY],

KPA, computes Y, =s,Y,

n—1-

Then Y =Y, = sgs1--- s, P is published as the sys-
tem public key. It will be used for encryption, signa-
ture verification, etc, by the users in the group. Note
that the correctness of this sequential processes can

be verified by e(Y/, P) ~ e(Y/ |, P;), where Y] = P,.

Stage 3. Key issuing (by KGC and user)

A user with identity ID chooses a random secret x
and computes a blinding factor X = zP. He requests
the KGC to issue a partial private key by sending
X and ID. Then the KGC issues a blinded partial
private key as follows.

e Checks the identification of the user.
e Computes the public key of the user as

Qip = Hi(ID,KGC,KPA,,...,KPA,).

Computes a blinded partial private key as
Qo = Hs(e(soX, Po))soQrp-

Computes KGC’s signature on @ as
Sigo(Qp) = 50Qp-

e Sends Qf and Sigo(Q) to the user.

Here Hs(e(soX, Pp)) is a blinding factor; a secure
channel between the user and the KGC. User can un-
blind it using his knowledge of z, since

Hg(e(SoX, Po)) = I‘Ig((i(SoJ)P7 Po)) = Hg(e(PQ, Po)z)
Stage 4. Key securing (by user and KPAs)
The user requests KPA; (i = 1,...,n) sequen-
tially to provide key privacy service by sending ID,
)(7 Qliflv and Sigi—l(ngly Then KPAI
e Checks e(Sig;—1(Qi_1), P) < e(Qi_1, Pi1).

e Computes Q) = Hs(e(s;X,P;))s;Q;_; and
Sigi(Q;) = s:Q;-
e Sends Q) and Sig;(Q}) to the user.
He proceeds this process to K PA,. Finally he re-
ceives
Q;L = HS(e(SnXa Pn))SnQ;Lfl

Stage 5. Key retrieving (by user)
The user retrieves his private key D;p by unblind-
ing Q! as follows.

Qn
HB(B(PO7PO)QE) e HS(e(Pna Pn)z)

= 5081 5nQID

Dip =

The user can verify the correctness of his private

?
key by e(Dip, P) =e(Qrp,Y).

The private key Dip is a real ID-based private
key corresponding to the public key Q;p when ¥ =
S0 -+ - 8y P is used as the system public key. Therefore
this key pair can be used for any ID-based cryptosys-
tems, such as encryptions (Boneh & Franklin 2001),
signatures (Boneh, Lynn & Shacham 2002), etc.

5.2 Key Escrow Protocol

The proposed protocol supports key escrow per mes-
sage under a court order. Assume that a ciphertext

C=(UV)=(rP,m® Hs(e(Qrp,Y)"))

is given which is encrypted with the public key Qrp.
Then user’s decryption will be given by

V& Hg(e(D]D, U)) =m.

Under a court order, KGC and n KPAs can coop-
eratively decrypt the ciphertext to recover the plain-
text m. Each entity can do the following computation
sequentially,

(((e(Qrp,U)**)*2) -

which will successfully recover the plaintext m. The
correctness of this key escrow process can be verified
by using the bilinear property. Note that this is a
decryption per ciphertext, not a recovery of the user’s
private key.

)°)* = e(Drp, U),

5.3 Analysis

Since the private key of a user is computed coop-
eratively by the KGC and n KPAs, the privacy of
user’s private key is kept if at least one authority re-
mains honest. Only the legitimate user who knows
the blinding parameter can unblind the message to
retrieve the private key.



The proposed secure key issuing protocol success-
fully overcomes the key escrow problem of ID-based
cryptography, thus it can be applied to more com-
plex applications satisfying stronger security require-
ments. Compared with (Gentry 2003, Al-Riyami &
Paterson 2003), the proposed secure key issuing pro-
tocol issues a real ID-based private key, thus it can
be used with any ID-based cryptosystems such as en-
cryptions, signatures, and key agreements, preserving
the advantages of ID-based cryptography.

Compared with the parallel composition model of
(Chen et al. 2002), the proposed scheme uses a se-
rial key issuing model. In (Chen et al. 2002), because
of the simple arithmetical relation of the new private
key and their parallel nature, an attacker can try to
get partial private keys of a user by independently
attacking each KGC, which can be added later to re-
cover the real private key. But in our model partial
collusion gives no useful information to the attacker.
To obtain a useful information, all authorities have to
participate in a sequential way.

Compared with the threshold key issuing, this
scheme distributes the roles of user identification and
key securing into KGC and KPAs, respectively, and
they contribute to key generation in a sequential way.

In the point of efficiency, this scheme is less effi-
cient than (Chen et al. 2002), since all the computa-
tion is done in a sequential way. But it reduces the
cost of user identification. Furthermore, it provides
solution to the problems discussed in Section 3.2.

6 Conclusion

In this paper we proposed a new secure key issuing
protocol using the multiple authority approach. We
proposed a new model of separating an authority into
multiple parties; a single KGC who has the author-
ity of user identification and key issuing and multiple
KPAs who provide key privacy service. We can find
similar analogies in the real world such as NGOs and
electronic voting.

In cryptography the proposed method is a new ap-
proach to divide an authority into multiple parties.
This approach will be useful in many applications
where the authority is really powerful and some kind
of control or observation is required. It will help to
make the real world authorities be more distributed
ones.
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