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Abstract

Authenticationis a securityservicethatconsistsof verifying thatsome-
one's identity is asclaimed.Thereareanumberof challengesto present-
ing informationfrom theauthenticationprocessto theuserin away that
is meaningfulandensuressecurity. We show exampleswhereauthenti-
cationrequirementsarenotmet,dueto userbehaviour andpropertiesof
existing userinterfaces,andsuggestsomesolutionsto theseproblems.
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1 Intr oduction

Authenticationis a basicsecurityservicewithout which
most other communication security services become
meaningless.For example,if you don't know with whom
you arecommunicating,thereis limited meaningin en-
crypting the communication. Authenticationis also a
complex conceptrife with subtletiesthat only experts
seemto notice.

Authenticationis aboutverifying thatan identity is as
claimed,andtherearevariouswaysin which this canbe
donein theory(ISO1998).In this paperwe will focuson
authenticationof communicationwhich is differentfrom
userauthentication. The latter relatesto whena system
veri�es the identity of usersbeforegrantingthemaccess
to variouspartsof the system.This is typically obtained
by using a password or somehandheldtoken suchas a
smartcard.Authenticationof communicationon theother
hand(a.k.a. messageauthentication),relatesto verifying
the identity of theorigin of informationthathasbeenre-
ceivedthrougha communicationchannel.Typical exam-
ples are to verify the identity of the senderof en email
messageor to verify theidentityof anorganisationbehind
a Website.Whennothingelseis speci�edwewill simply
usethe term`authentication'to denotè authenticationof
communication'.

In practicethestrengthof authenticationalsodepends
onthequalityof theimplementation.In system-to-system
communicationauthenticationcanbeimplementedto oc-
curautomatically, whereaswhenhumansareinvolvedthe
interfaceneedsto presentevidenceof the authentication
processto the user. One reasonwhy authenticationcan
not be completelytransparentto the useris that the sys-
temdoesnot usuallyknow theentity with which theuser
intendsto communicate,andthesystemis unableto com-
prehendthemeaningof whatis communicated.Theseand
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other issueswill be discussedin the following sections.
Wewill alsosuggestsomerequirementsfor usableauthen-
tication and presentsomenovel approachesfor making
authenticationasef�cient andmeaningfulaspossibleto
theuser.

Thestudyof how securityinformationshouldbehan-
dled in theuserinterfaceformspartof securityusability.
Relatively little researchhasbeencarriedout in this �eld
to dateandit hasbeenlargely overlookedby application
andhardwaredevelopers. In (Whitten & Tygar 1999) it
is arguedthat effective security requiresa different us-
ability standard,and that it cannot be achieved through
theuserinterfacetechniquesappropriateto othertypesof
consumersoftware.

2 Cryptography and Assumptions

2.1 Digital Signature

Cryptographicauthenticationcan be obtainedin several
ways,andso-calledstrongauthenticationon the Internet
is basedon public-key cryptography. Whena messageis
sentfromAlice to Bob,thenAlice preparesadigital signa-
tureusingherprivatesignaturekey, andappendsthesig-
natureto themessage.Thisprocessis illustratedin Fig.1.

Insteadof a digital signature,Alice can also append
a messageauthenticationcode (MAC) to the message.
Withoutgoinginto detail,it canbesaidthattheprocesses
of generatingandverifying a MAC aredoneby usingthe
samesecretcryptographickey (symmetrickey), whereas
theprocessesof generatingandverifying a digital signa-
ture are doneby a privatekey and a public key respec-
tively (asymmetrickeys). A digital signaturecannotonly
beusedto provide authentication,but alsoto provide the
securityservicecallednon-repudiationwhich meansthat
thesendercannot falselydeny having sentthemessage.
On theotherhand,a MAC canonly ever provideauthen-
tication. Thedifferencebetweennon-repudiationandau-
thenticationcan be explainedas follows. With authen-
tication Bob is convincedthat Alice is the senderof the
message,but he is not necessarilyableto convince any-
bodyelseaboutit. A third partycould for exampleargue
that Bob generatedthe messagehimself, andBob would
beunableto provetheopposite.With non-repudiation,not
only doesBobbelievethatAlice sentthemessage,Bob is
alsoableto convinceothersof this,suchasfor examplea
judge.In generalit is only thesetof externalassumptions
thatdetermineswhethernon-repudiationor authentication
is provided.Thesamecryptographicmechanismcanthus
providenon-repudiationin onesetting,but is only ableto
provide authenticationin anothersetting.In otherwords,
if theassumptionsneededfor non-repudiationarenotsat-
is�ed, a digital signaturemight only provide authentica-
tion.

On the recipientside,Bob veri�es the authenticityof
the messageas illustrated in Fig.2. What the interface
needsto communicateto Alice is not only that thecryp-
tographicveri�cation wassuccessful,but alsotheidentity



Figure1: Generationof a digital signatureonamessage

Figure2: Veri�cation of amessage'sdigital signature

of theownerof thekey usedto generatethedigital signa-
ture. If thatidentityis notcommunicatedto theuser, all he
knowsis thatsomekey wasusedto generatethesignature.
Hedoesnotknow to whomit belongs.Not only mustBob
receive Alice's public key to verify the signature,but he
mustalsobe ableto verify that the key really belongsto
Alice. A public-key infrastructure(PKI) is typically used
to solve thatproblem.

2.2 Public-Key Infrastructur es

A PKI refersto an infrastructurefor distributing public
keys wherethe authenticityof public keys is certi�ed by
Certi�cation Authorities(CA). A certi�catebasicallycon-
sistsof the CA's digital signatureon the public key to-
getherwith thekey owneridentity, therebylinking thetwo
togetherin an unambiguousway. The structureof digi-
tal certi�catesis standardisedby theITU X.509 standard
(ITU 1997).In orderto verify acerti�cate theCA'spublic
key is needed,therebycreatinganidenticalauthentication
problem.TheCA's public key canbecerti�ed by another
CA etc.,but in theendthesignatureveri�er needsto re-
ceive the public key of someCA, usuallycalledthe root
CA, out-of-bandin a secureway, andthis is canbe seen
as the Achilles heelof a PKI. The out-of-bandchannels
canfor examplebephysicaldelivery or encounter, phys-
ical mail, telephoneor email. A commoncharacteristic
of out-of-bandchannelsis that they areusuallyexpensive
to operatein comparisonwith thenormalonlinechannel.
Becausesecureout-of-bandchannelsareexpensive there
is oftena pressureto usea cheaperbut lesssecureonline
channelfor distributingtherootpublickey, but thatwould
seriouslyaffect thestrengthof theauthenticationandthe

PKI asa whole.
Most commercialPKIs arestrict hierarchies,asillus-

trated in Fig. 3, and most only consistof one or two
levels. The certi�cation pathsgo strictly from the top
root CA, eventually via intermediateCAs, and down to
users/relyingparties.

Figure3: A strict certi�cation hierarchy

In a strict hierarchyall userscanbe easily identi�ed
andfoundbecauseof thehierarchicstructure.A usermust
have out-of-bandsecureaccessthe public key of the top
root in order to resolve certi�cate chainsandestablisha
certi�cation chainto any otheruserin thehierarchy. The
signatureveri�cation processthushasto resolve thecer-
ti�cate chainin a PKI in orderto authenticatethe owner
of thekey usedto generatethesignatureonamessage.



2.3 What' s in a Name?

We humansareusedto identifying peopleandorganisa-
tionsnot only by namebut alsoby additionalelementsof
identity suchasface,voice andcompany logo. Authen-
tication is aboutverifying that an identity is asclaimed,
andwe usea multitudeof cluesto assessthe integrity of
documents,buildingsandotherobjectswhich carry these
elementsof identity.

Cryptographic authenticationis almost exclusively
basedonverifying namesbecausenameslendthemselves
more easily to computerisedprocessingthan the addi-
tionalelementsmentionedabove.

WhenDif�e andHellmanintroducedpublic-key cryp-
tography(Dif �e & Hellman1976) they proposedto use
somethingsimilar to a telephonedirectoryfor looking up
public keys. Insteadof name,addressandphonenumber
it would list name,addressandpublic key. If you wanted
to communicatewith JohnSmithyou would look him up
in thedirectoryandsendhim a messagefor his eyesonly
usingthepublickey foundin theentryfor JohnSmith.At-
temptsto createaninternationalstandardfor globalnames
includetheX.500DirectoryStandard(ITU 1993).X.500
wasto bea global,distributeddatabaseof namedentities:
people,computers,printers,etc. The organisationsown-
ing someportion of the namespacewould operateand
maintainthatportion. However it is clearthat this direc-
tory would be of limited value for inter-enterprisecom-
municationbecauseaccessto it from outsidetheorganisa-
tionswould berestricted.Brie�y said,the ideaof having
a uniqueglobalnamespacefor peopleandorganisations
is not likely to becomereality.

Telephonenumbers,IP addressesandInternetdomain
namesactually representglobal identi�ers but they are
not suitableas stableand reliable identi�ers of humans
andhumanorganisations.Whena personor organisation
movesto a new areaor countrytheir telephonenumbers
change. The IP addressof a computerhost often needs
to be changedif thehostis movedfrom oneroomto an-
other, andhumanshave dif�culty readingandremember-
ing IP addressesanyway. Domainnamesareusuallyeasy
to read and rememberand can in principle remainun-
changedevenif thehoststo whichthey referaremovedto
anothercontinent.Domainnamesweredesignedto pro-
videawayof mappingphysicalIPaddressesontoalogical
namespace.However domainnamesarelinked to Inter-
net hosts,anddo not identify individualsor companies.
An IP addressor domainname,sometimeswith additional
elements,canbeseenasthesubstituteof locationor street
address.Whena nameis pre�xedto domainnameswith
`@' in betweenit becomesanemailaddress,andwhena
�le or directorynameis suf�x ed to a domainnamewith
`/' in betweenit becomesa Web address.Unfortunately,
the domainnamesin people's email addressesor organ-
isations' URLs canchangeevery time a personchanges
job or an organisationchangesInternetserviceprovider,
which meansthatdomainnamesareunsuitableasglobal
identi�er.

It seemsthat we have to stick to good old ordinary
namesfor identifying humansandhumanorganisations.
Thenameswe usefor peopleandorganisationson theIn-
ternettendto bethesameastheoneswe usein thephys-
ical world, anything elsewould createunnecessarycom-
plications.

Despitethefact thatnamesareambiguousin a global
context we rarely make mistakes becausethey are used
in a local context or becausewe rely on additionalele-
mentssuchas faceand voice for people,and company
logo (trademark) and physical location (streetaddress)
for companies. The reasonlogos are useful for trusted
commercein the physical world is not just familiarity,
copyright and trademarkprotection,etc. An important
part is that it is expensive andtime-consumingto setup
a physicalshopthat spoofsanotherwith a fake logo and
name,andthat the risk andpenaltyof exposureis fairly

high. This is preciselywhy appearanceis usuallyenough
in the physicalworld. That is much lesstrue in virtual
space,andpublic-key certi�catesweredesignedto solve
this problem,but presentstandardsandimplementations
fail to provideagoodsolution.

2.4 Syntax v. Semantics

Anotherproblemrelatesto the interpretationof themes-
sageitself. Thesimplestapproachis to look at a message
asa streamof bits,andsaythata digital signatureapplies
to a particularstreamof bits. However, themeaningof a
messageonly emergeswhenthemessageis representedin
someanalogueform suchason a computerscreen,or is
interpretedby someautomatedsystem.Thesetwo views
of a message,one as a streamof bits, and the other as
semanticcontent,areradicallydifferent.

Digital documentscan contain more than just text.
Commonexamplesof additional graphical featuresare
pictures, drawings, table formatting and background
colour. Thecorrectandconsistentrenderingof suchfea-
turesis crucial for the meaningof digital documents.If
graphicalfeaturesaredisplayeddifferentlyin differentap-
plications,thenthemeaningis likely to change,makingit
meaninglessto digitally signsuchdocuments.Theexam-
plebelow showshow inconsistenthandlingof tabletagsin
HTML canmakethesametablelookcompletelydifferent.

In this scenarioit is assumedthat threebuilding con-
tractors have submitteda quote for building an of�ce
building for a company. The quotesare: “Alice Archi-
tectsand Builders”: $800,000,“Bob Building Contrac-
tors”:$900,000,and Clark Constructions”: $1,000,000.
The company managerwho evaluatesthe quotesis sat-
is�ed with the quali�cations of all threecontractors,and
decidesto list his preferenceasa function of price. The
managerasksthe company's web editor to createa table
with thebuildingcontractorslistedaccordingtoprice.The
managerdigitally signstheHTML pageseenin Fig.4and
submitsit to the company's procurementdepartmentfor
furtherprocessing.

What thecompany managerdoesnot know is that the
webeditoris aclosefriendof Clark,andthereforewill try
to make“Clark Constructions”win thecontract.Theweb
editorknows that themanagerusesOpera5, whereasthe
procurementdepartmentusesNetscapeNavigator4. The
WebeditorencodestheHTML tablesothat“Alice Archi-
tectsandBuilders” getshighestpreferencewhenviewed
with Opera5,and“Clark Constructions”getshighestpref-
erencewhen viewed with NetscapeNavigator 4. Fig.4
shows what thetableslook like whenviewedin Opera5,
andFig.5showswhatthetableslook likewhenviewedin
NetscapeNavigator 4. Note that that the HTML codeis
identicalin bothcases.

This is possiblebecausetheHTML tagtfoot is han-
dled inconsistently. Opera5 alwayscreatesa row at the
end of the table whereasNetscapeNavigator 4 creates
a row at the point wherethe tag appearsin the HTML
code. Thusby encoding“Clark Constructions”with the
tag tfoot just after the tablehead,that row will appear
to bethelasttableentryin Opera4,andthe�rst tableentry
in NetscapeNavigator4.

2.5 Assumptions

On thelowestlevel, a systemthatprovidescryptographic
authenticationcan only tell that a certainkey hasbeen
usedto sign a particularmessage.By including several
externalassumptions,it canbe concludedthat themean-
ingof themessagewascommunicatedby aspeci�c named
entity. In this regard,authenticationcanbeinterpretedin
differentwaysdependingontheassumptions,asdescribed
below.



Figure4: Viewing thetablein Opera5

Figure5: Viewing thetablein NetscapeNavigator4

1. A particular key wasusedto digitally sign themes-
sage.

This interpretationonly requiresthe weak assump-
tion that the cryptographicalgorithm usedto pro-
ducethesignaturecannot bebroken. Moderncryp-
tographicalgorithmscanbe designedwith adequate
strengthto satisfythis assumption.

2. Alice signedthemessage.

This interpretationrequiresseveraladditionalstrong
assumptionssuchasfor example:

(a) TheCA hascorrectlyveri�ed thattheentitythat
purchasedthepublic-key certi�catereallyisAl-
ice.

(b) Alice hasprotectedherprivatekey.
(c) ThenameAlice is unambiguous.
(d) Bobholdsanauthenticcopy of theCA's public

key.

3. Alice communicatedthe meaningcontainedin the
message.

This interpretationrequiresthe additionalassump-
tion that thesemanticrenderingof a messageis un-
ambiguous.

Themainissuewhendesigningauserinterfacefor au-
thenticationis to selectthe most suitableevidenceand
presentit in a way which provides convincing proof of
identity. Theimportanceof theexternalassumptionsmust
notbeneglected,andtheinterfaceshouldasfaraspossible
allow theuserto getsomeinformationabouttheassump-
tions.

3 User Interface Requirementsfor Ef�cient Authen-
tication

A commondesignphilosophyis to make authentication
as transparentas possiblein order to reducethe mental
burdenon the user. Authenticationcanbe implemented
using variousmechanisms,and if the mechanismswere
totally hiddenfrom the userhe or shewould not be able
to tell whetherthey areworking or not. This would allow
successfulattacksto remainundetectedandtherebymake
thesysteminsecure.

Authentication is a complex conceptand evidence
abouttheauthenticationmechanismneedsto bepresented
in a conciseand intelligible way to users. The average
userhasno securityknowledgeanduserinterfacessuch
as the Web browserhave beendesignedto hide the au-
thenticationmechanismsandprovide a minimal amount



of evidence. This is probablygoodfor generalusability,
allowing usersto geton with their primary task,but may
becounterto meaningfulandadequateauthentication.

Systemsdonotknow thenameof theentitywith which
theuserwantsto communicate,andarethereforunableto
judgethe outcomeof the authenticationveri�cation pro-
cessdepictedin Fig.2. All thesystemcando is to present
someevidencefrom the veri�cation processthroughthe
interface,andlet the userdecideif the senderidentity is
asexpected.

The humanattentionspanis limited andif too much
evidenceis presentedto the userhe or shewill eitherbe
confusedor simply tuneout. Thiscouldallow authentica-
tion failuresto passundetectedevenif evidenceaboutthe
failureis presentedto theuser. This posesa dilemma;too
muchevidenceis justasbadastoo little. Obviously it can
notbemorethantheusercanunderstandandhandlebut it
mustbesuf�cient for therequiredsecuritylevel of theap-
plication. Thechallengeis to selectthemostappropriate
evidenceandpresentit to theuserin anintelligible way.

An examplethat illustratesthesubtletiesof securityis
thepadlockicononWebbrowserswhereanopenpadlock
indicatesinsecurecommunicationwhereasa closedpad-
lock indicatessecurecommunication.This is seeminglya
veryneatandintuitivewayof indicatingthataWebserver
hasbeenauthenticatedwith SSLandthattransmittedand
receiveddatais beingencrypted.However a closedpad-
lock only tells the user that someWeb server hasbeen
authenticatedbut not which Web server in particular. As
longastheuserdoesnotdotheextramouseclicksto view
theservercerti�cateheor shehasin factnotauthenticated
anythingatall. Despiteits reassuringappearance,thepad-
lock hidescrucialaspectsof security, which arerequired
for meaningfulauthentication.

TheWebbrowserdoesallow theuserto view theserver
public-key certi�cate by clicking on thepadlockicon,but
usershardly ever do this, andeven securityawareusers
who view the certi�cate when accessinga secureWeb
site canhave dif�culty in judging whetherthe certi�cate
really is what it claimsto be. Thebrowserusuallychecks
that thedomainnamein thecerti�cate is thesameasthe
domainnamepointedto by thebrowser, andawareusers
might noticewhenanintruder'sdomainnameis different
from the expecteddomainnameof the bank. However,
usersdonotusuallyinspecttheURL for thedomainname
when browsing the Web, and many companies'secure
Web sites have URLs with non-obvious domainnames
thatdo not correspondto thedomainnamesof their non-
secureWeb sites. One exampleis the Norwegian bank
Nordea with the URL: http://www.nordea.no
and where its secure on-line banking has URL:
https://ibank.bbsas.no/iBank/Dispatch er .
Another vulnerability is the fact that distinct do-
main names can appear very similar, for example
differing only by a single letter so that a false
domain name may pass undetected. How easy
is it for example to distinguish between the fol-
lowing URLs: http://www.bellabs.com ,
http://www.belllabs.com , and
http://www.bell-labs.com ?

In order to make authenticationon the Web simpler
somefamiliar elementsfrom the physical world could
be used. In (Jøsang,Patton & Ho 2001) it is proposed
to displaya digitally certi�ed company logo in the Web
browser to allow authenticationat a glanceand bridge
the gapbetweenthe cryptographicmechanismsandhu-
mans.This ideais currentlybeingdiscussedin the IETF
and may becomea standardfeature in the future (see
(Santesson2001)). In addition a certi�cate can contain
elementssuchasimageandvoice,which therebycanbe
presentedto theuserin orderto allow meaningfulauthen-
ticationat aglance.

Fig.6 below illustrates the idea of using a certi�ed
company logoby showing theWebbrowserwindow when
for exampleaccessingthe secureWeb site of the Aus-

tralian bankWestpac.We have addedthe certi�ed com-
pany logo in the upperright corneroutsidethe areadis-
playingHTML content.

Figure6: Exampleshowing secureWebsitewith certi�ed
logo

Imageandvoice canonly be usedfor strongauthen-
tication if the imageandsound�les arecerti�ed andin-
cludedin digital certi�cates.This requirestheCA to ver-
ify their authenticitybeforeissuingcerti�cates. A com-
pany logo mustfor examplebesuf�ciently differentfrom
all othercompany logosandthis requirestheCA to per-
form a similarity check,but this is likely to createnew
problems. What are the criteria for a similarity check?
If similar logos or namesare usedby companiesin to-
tally different businesses,is that OK? Hierarchiesade-
quateto issuecerti�catesarenot by themselvesadequate
to ensureglobal uniqueness.(seee.g. (Stubblebine&
Syverson2000)). Supposethata company obtainsa cer-
ti�cate for a logo andthenanothercompany appliesfor a
certi�cate for a much too similar logo, but it owns that
logo as a registeredtrademark? More generally, what
aboutrevocationof a logobecauseof previouslyunrecog-
nisedproblems? Does every little shop needto hire a
graphicartist? What is the size of the spaceof mean-
ingfully discerniblelogos? The authenticityof pictures
of peoplecanbestbeassuredby takingthephotoson the
CA'spremises.Similar requirementsapplyto sound�les,
i.e. they mustberecordedin personontheCA'spremises.

4 User Interface Requirements for Meaningful Au-
thentication

When designingways to presentedauthenticationevi-
denceto the user, not only must the suitability for ef�-
ciency beconsidered,but alsotheintegrity. If theintegrity
of theevidencecannot be protectedfrom maliciousma-
nipulation,theevidencebecomesmeaningless.

Many weaknessesin the Web browser interfacehave
beendescribed,making it unsuitablefor sensitive appli-
cations. It is for examplequite simple for an applet to
overwriteany partof thescreen,andfor exampledisplay
aclosedpadlockin orderto maketheuserbelievethatthe
communicationis encrypted,or to overwrite the URL in
orderto createtheappearanceof beingconnectedto adif-
ferentWebsitefrom what is actuallythecase(Lefranc&
Naccache2002).

For mobile devicesthe relatively small visual display
will makeit virtually impossibleto inspectpublic-key cer-
ti�cates in the way in which they canbe inspectedwith
Web browsers. Cryptographicauthenticationby identity
certi�cates suchas X.509 will be unreliablebecauseof



thedif�culty of comparinganInternetsitenamewith the
identity storedin thedigital certi�cate. Figure7 shows a
typical handheldWAP devicewith which serverauthenti-
cationwill bemeaningless.

Figure7: WAP interfacethat is unableto provide mean-
ingful authenticationof theWAP server

By typing thecorrectURL of a WAP or Website,au-
thenticationis not really neededas long as the integrity
of thenetwork is preserved,i.e. you will accesstheright
siteaslong asyou typetheURL correctly. WAP sitesare
more likely to be accessedthroughportalsthan by typ-
ing URLs, which makescryptographicauthenticationthe
more important. However, cryptographicauthentication
mechanismsareonly meaningfulif theinterfaceis ableto
provide authenticationinformation in a secureway. For
mobile deviceswith small display, certi�ed company lo-
gosseemto providethebestsolution.

The integrity of theauthenticationevidencepresented
to the usercanbe assuredby having a reserved areafor
certi�ed contenton the interfacewhich is never usedfor
other types of content. Becauseof limited size of vi-
sual displaysthis might seemto be an expensive sacri-
�ce. We thereforerecommendusingthe normaldisplay
for displayingsecurityinformation,but in a specialsecu-
rity mode,andinsteadto reservea smallexclusiveareato
indicatethat the displayis in securitymode. The exclu-
sive securitydisplayareaandthe securitydisplaymode
shouldnotbeaccessibleby contentapplications.This se-
curity modeshouldbeeasyto invoke andbedistinguish-
able from the other display modes. The securitymode
of the interfacethenrepresentsa separateinterfacechan-
nel thatcanbedistinguishedfrom thenormalinformation
contentchannel.

What representsthemostsuitabletypeof certi�ed in-
formationto bedisplayedwill dependon theapplication.
A simplesolutionfrom an implementationpoint of view
is to link theauthenticationdirectly to thelogicalnetwork
addressusedsuchas e.g. a telephonenumberor Inter-
netdomainname,anddisplaythecerti�ed addressin the
separatecontrol �eld. The userwould thenbe required
to know exactly which network addresshe or shewants
to contact,andthis would in fact meanthat the network

addressbecomesthe global uniqueidenti�er directly as-
sociatedwith apersonor anorganisation,in thesameway
astelephonenumbers.

5 Conclusions

The examplesdescribedin this paperoutline somefea-
turesof currentuser interfacesand user behaviour that
posea challengeto authenticationof communication.A
numberof approachesto designingmore ef�cient and
meaningfulinterfaceshave beenoutlined. Brie�y said,
theright typeof authenticationevidencemustbeselected
for presentation,andthereneedsto be a separatesecure
channelsothatit is easilydistinguishablefrom thenormal
contentchannel.

1. Theevidencethatis presentedmustsuf�cient to per-
form apositiveveri�cation.

2. Familiar typesof evidenceshouldbe usedasfar as
possible.

3. Theevidencemustbeprotectedfrom maliciousma-
nipulation.

4. The interface must provide a separatechannelfor
presentingauthenticationevidence.

5. Themeaningof theauthenticatedmessagemustap-
pearidenticalonany interface.
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