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Abstract

Authenticationis a securityservicethat consistf verifying thatsome-
onesidentityis asclaimed.Thereareanumberof challengeso present-
ing informationfrom the authenticatiorprocesgo theuserin away that
is meaningfulandensuresecurity We shav exampleswhereauthenti-
cationrequirementsirenot met,dueto userbehaiour andpropertieof

existing userinterfaces andsuggessomesolutionsto theseproblems.

Keywords: Security authenticationnon-repudiationps-
ability, userinterface

1 Intr oduction

Authenticationis a basicsecurity servicewithout which

most other communication security services become
meaninglesskor example,if youdon't know with whom

you are communicatingthereis limited meaningin en-

crypting the communication. Authenticationis also a

complex conceptrife with subtletiesthat only experts
seemto notice.

Authenticationis aboutverifying thatanidentity is as
claimed,andtherearevariouswaysin which this canbe
donein theory(ISO 1998). In this paperwe will focuson
authenticationof communicatiorwhich is differentfrom
userauthentication The latter relatesto whena system
veri es the identity of usersbeforegrantingthemaccess
to variouspartsof the system. This is typically obtained
by using a passwerd or somehandheldtoken suchasa
smartcard Authenticationof communicatioron the other
hand(a.k.a. messagauthentication)relatesto verifying
theidentity of the origin of informationthathasbeenre-
ceivedthrougha communicatiorchannel. Typical exam-
ples areto verify the identity of the senderof en email
messager to verify theidentity of anorganisatiorbehind
aWebsite. Whennothingelseis speci edwe will simply
usetheterm "authenticationto denote authenticatiorof
communication’'.

In practicethe strengthof authenticatioralsodepends
onthequality of theimplementationin system-to-system
communicatiorauthenticatiorcanbe implementedo oc-
curautomaticallywhereasvhenhumansareinvolvedthe
interfaceneedsto presentevidenceof the authentication
processo the user Onereasonwhy authenticatiorcan
not be completelytransparento the useris thatthe sys-
temdoesnot usuallyknow the entity with which the user
intendsto communicateandthe systemis unableto com-
prehendhemeaningf whatis communicatedTheseand
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otherissueswill be discussedn the following sections.
Wewill alsosuggessomerequirements$or usableauthen-
tication and presentsomenovel approachedor making
authenticatioras ef cient and meaningfulas possibleto
theuser

The studyof how securityinformationshouldbe han-
dledin the userinterfaceforms part of securityusability.
Relatvely little researcthasbeencarriedoutin this eld
to dateandit hasbeenlargely overlooked by application
and hardware developers. In (Whitten & Tygar 1999)it
is arguedthat effective security requiresa different us-
ability standardandthatit cannot be achieved through
theuserinterfacetechniquesppropriateéo othertypesof
consumesoftware.

2 Cryptography and Assumptions

2.1 Digital Signature

Cryptographicauthenticationcan be obtainedin several
ways, and so-calledstrongauthenticatioron the Internet
is basedon public-key cryptography Whena messagés
sentfrom Alice to Bob,thenAlice preparesdigital signa-
ture usingher privatesignaturekey, andappendghe sig-
natureto the messageThis processs illustratedin Fig.1.

Insteadof a digital signature,Alice canalso append
a messageauthenticationcode (MAC) to the message.
Withoutgoinginto detail,it canbe saidthatthe processes
of generatingandverifying a MAC aredoneby usingthe
samesecretcryptographidkey (symmetrickey), whereas
the processesf generatingandverifying a digital signa-
ture are doneby a private key and a public key respec-
tively (asymmetridkeys). A digital signaturecannot only
be usedto provide authenticationbut alsoto provide the
securityservicecalled non-repudiationwhich meansthat
the sendercannot falselydery having sentthe message.
Ontheotherhand,a MAC canonly ever provide authen-
tication. The differencebetweemon-repudiatiorandau-
thenticationcan be explainedas follows. With authen-
tication Bob is corvincedthat Alice is the senderof the
messagebut he is not necessarilyableto corvince ary-
bodyelseaboutit. A third party could for exampleargue
that Bob generatedhe messagéimself, and Bob would
beunableto provetheopposite With non-repudiationnot
only doesBob believe thatAlice sentthe messageBobis
alsoableto corvinceothersof this, suchasfor examplea
judge.In generait is only the setof externalassumptions
thatdeterminesvhethemon-repudiatioror authentication
is provided. The samecryptographianechanisntanthus
provide non-repudiationn onesetting,but is only ableto
provide authenticationn anothersetting. In otherwords,
if theassumptionseededor non-repudiatiorarenot sat-
is ed, adigital signaturemight only provide authentica-
tion.

On the recipientside, Bob veri es the authenticityof
the messageasillustratedin Fig.2. What the interface
needsto communicateo Alice is not only thatthe cryp-
tographicveri cation wassuccessfulbut alsotheidentity



Message

Create
Hash

Create
Signature

Message +
Signature

Figurel: Generatiorof adigital signatureon amessage

A

Message

Message +
Signature

Create
Hash

Decrypt
Signature

Compare
hash values

Figure?2: Veri cation of amessage digital signature

of the ownerof thekey usedto generateéhedigital signa-
ture. If thatidentityis notcommunicatedo theuser all he

knowsis thatsomekey wasusedto generatehesignature.
He doesnotknow to whomit belongs.Not only mustBob

receve Alice's public key to verify the signature but he
mustalsobe ableto verify thatthe key really belongsto

Alice. A public-key infrastructurg(PKI) is typically used
to solve thatproblem.

2.2 Public-Key Infrastructur es

A PKI refersto an infrastructurefor distributing public
keys wherethe authenticityof public keys is certi ed by
Certi cation Authorities(CA). A certi cate basicallycon-
sistsof the CA's digital signatureon the public key to-
gethemwith thekey owneridentity, therebylinking thetwo
togetherin an unambiguousvay. The structureof digi-
tal certi catesis standardisetby the ITU X.509 standard
(ITU 1997).1In orderto verify acerti cate theCA's public
key is neededtherebycreatinganidenticalauthentication
problem.The CA's public key canbe certi ed by another
CA etc.,but in the endthe signatureveri er needsto re-
ceive the public key of someCA, usually calledthe root
CA, out-of-bandin a secureway, andthis is canbe seen
asthe Achilles heel of a PKI. The out-of-bandchannels
canfor examplebe physicaldelivery or encounterphys-
ical mail, telephoneor email. A commoncharacteristic
of out-of-bandchannelds thatthey areusuallyexpensve
to operatein comparisorwith the normalonline channel.
Becausesecureout-of-bandchannelsare expensve there
is oftena pressurdo usea cheapeibut lesssecureonline
channefor distributing theroot public key, but thatwould
seriouslyaffect the strengthof the authenticatiorandthe

PKI asawhole.

Most commercialPKIs are strict hierarchiesasillus-
tratedin Fig. 3, and most only consistof one or two
levels. The certi cation pathsgo strictly from the top
root CA, eventually via intermediateCAs, and down to
users/relyingarties.

D E F
Relying parties

A B C

Figure3: A strictcerti cation hierarchy

In a strict hierarchyall userscan be easilyidenti ed
andfoundbecausef thehierarchicstructure A usermust
have out-of-bandsecureaccesshe public key of the top
root in orderto resole certi cate chainsand establisha
certi cation chainto ary otheruserin the hierarchy The
signatureveri cation procesghushasto resole the cer
ti cate chainin a PKI in orderto authenticatehe owner
of thekey usedto generatehe signatureon amessage.



2.3 What'sin aName?

We humansare usedto identifying peopleand organisa-
tions not only by namebut alsoby additionalelementsf
identity suchasface,voice and compary logo. Authen-
tication is aboutverifying that an identity is as claimed,
andwe usea multitude of cluesto assesshe integrity of
documentsbuildings andotherobjectswhich carry these
elementof identity.

Cryptographic authenticationis almost exclusively
basedn verifying namedecausemamedendthemseles
more easily to computerisedprocessingthan the addi-
tional elementsnentionedabore.

WhenDif e andHellmanintroducedpublic-key cryp-
tography(Dif e & Hellman 1976)they proposedo use
somethingsimilar to a telephonedirectoryfor looking up
public keys. Insteadof name,addressand phonenumber
it would list name,addres@andpublic key. If youwanted
to communicatevith JohnSmith you would look him up
in the directoryandsendhim amessagéor his eyesonly
usingthe publickey foundin theentryfor JohnSmith. At-
temptsto createaninternationaktandardor globalnames
includethe X.500 Directory StandardITU 1993). X.500
wasto bea global, distributeddatabasef namedentities:
people,computersprinters,etc. The organisationown-
ing someportion of the namespacewould operateand
maintainthat portion. However it is clearthatthis direc-
tory would be of limited value for interenterprisecom-
municationbecaus@ccesso it from outsidethe organisa-
tionswould berestricted.Brie y said,theideaof having
a uniqueglobal namespacefor peopleandorganisations
is not likely to becomereality.

Telephonenumbers]P addresseandInternetdomain
namesactually representglobal identi ers but they are
not suitableas stableand reliable identi ers of humans
andhumanorganisationsWhena personor organisation
movesto a new areaor countrytheir telephonenumbers
change. The IP addresf a computerhost often needs
to be changedf the hostis movedfrom oneroomto an-
other andhumanshave dif culty readingandremember
ing IP addresseanyway. Domainnamesareusuallyeasy
to read and rememberand can in principle remainun-
changedvenif thehoststo whichthey referaremovedto
anothercontinent. Domainnameswere designedo pro-
videaway of mappingphysicallP addressesntoalogical
namespace.However domainnamesarelinkedto Inter-
net hosts,and do not identify individuals or companies.
An IP addres®r domainname sometimesvith additional
elementscanbe seerasthesubstituteof locationor street
addressWhena nameis pre x edto domainnameswith
‘@' in betweenit becomesan email addressandwhena
le or directorynameis sufx edto a domainnamewith
' in betweenit becomesa Web address.Unfortunately
the domainnamesin peoples email addressesr organ-
isations' URLs canchangeevery time a personchanges
job or an organisationchangednternetserviceprovider,
which meanghatdomainnamesare unsuitableasglobal
identi er.

It seemsthat we have to stick to good old ordinary
namesfor identifying humansand humanorganisations.
Thenameswe usefor peopleandorganisation®ntheIn-
ternettendto bethe sameasthe oneswe usein the phys-
ical world, arything elsewould createunnecessargom-
plications.

Despitethe factthatnamesareambiguousn a global
contet we rarely make mistales becausehey are used
in a local context or becauseawve rely on additional ele-
mentssuchas face and voice for people,and compaty
logo (trade mark) and physicallocation (streetaddress)
for companies. The reasonlogos are useful for trusted
commercein the physicalworld is not just familiarity,
copyright and trademarkprotection,etc. An important
partis thatit is expensve andtime-consumingo setup
a physicalshopthat spoofsanotherwith a fake logo and
name,andthat the risk and penaltyof exposureis fairly

high. Thisis preciselywhy appearancé usuallyenough
in the physicalworld. Thatis muchlesstrue in virtual
spaceandpublic-key certi catesweredesignedo solve
this problem,but presentstandardsaindimplementations
fail to provide agoodsolution.

2.4 Syntaxv. Semantics

Anotherproblemrelatesto the interpretationof the mes-
sageitself. The simplestapproaclhis to look ata message
asa streamof bits, andsaythata digital signatureapplies
to a particularstreamof bits. However, the meaningof a
messagenly emegeswhenthemessagés representedh
someanalogueform suchason a computerscreenor is
interpretedoy someautomatedsystem. Thesetwo views
of a messagepne as a streamof bits, andthe other as
semanticontentareradically different.

Digital documentscan contain more than just text.
Commonexamplesof additional graphicalfeaturesare
pictures, drawings, table formatting and background
colour The correctandconsistentenderingof suchfea-
turesis crucial for the meaningof digital documents.If
graphicafeaturesaredisplayedifferentlyin differentap-
plications,thenthe meanings likely to changemakingit
meaninglesso digitally signsuchdocumentsThe exam-
ple below shavshow inconsistenhandlingof tabletagsin
HTML canmakethesameablelook completelydifferent.

In this scenariat is assumedhat threebuilding con-
tractors have submitteda quote for building an of ce
building for a compary. The quotesare: “Alice Archi-
tectsand Builders”: $800,000,“Bob Building Contrac-
tors”:$900,000,and Clark Constructions”: $1,000,000.
The compaty managemwho evaluatesthe quotesis sat-
is ed with the quali cations of all threecontractorsand
decidedto list his preferenceasa function of price. The
managelasksthe compaly's web editor to createa table
with thebuilding contractordistedaccordingo price. The
managedigitally signstheHTML pageseenin Fig.4and
submitsit to the compary's procurementiepartmentor
furtherprocessing.

Whatthe compaty managedoesnot know is thatthe
webeditoris a closefriend of Clark, andthereforewill try
to make “Clark Constructions'win the contract.Theweb
editorknows thatthe manageusesOpera5, whereaghe
procurementlepartmentisesNetscapeNavigator4. The
WebeditorencodesheHTML tablesothat“Alice Archi-
tectsandBuilders” getshighestpreferencevhenviewed
with Operab, and“Clark Constructionsgetshighestpref-
erencewhen viewed with NetscapeNavigator 4. Fig.4
shavs whatthe tableslook like whenviewedin Opera5,
andFig.5 shovs whatthetableslook lik e whenviewedin
NetscapeNavigator 4. Note thatthatthe HTML codeis
identicalin bothcases.

Thisis possiblebecauséhe HTML tagtfoot is han-
dledinconsistently Opera5 always createsa row at the
end of the table whereasNetscapeNavigator 4 creates
arow at the point wherethe tag appearsn the HTML
code. Thusby encoding“Clark Constructions'with the
tagtfoot just afterthe table head,thatrow will appear
to bethelasttableentryin Operad, andthe rst tableentry
in NetscapeéNavigator4.

2.5 Assumptions

Onthelowestlevel, a systemthat providescryptographic
authenticationcan only tell that a certainkey hasbeen
usedto sign a particularmessage.By including several
externalassumptionsit canbe concludedthatthe mean-
ing of themessagavascommunicatedhy aspeci ¢ named
entity. In this regard,authenticatiorcanbe interpretedn
differentwaysdependingntheassumptionsasdescribed
below.



Figure4: Viewing thetablein Opera5

Figure5: Viewing thetablein NetscapdéNavigator4

1. A particular key wasusedto digitally signthe mes-
sage.
This interpretationonly requiresthe weak assump-
tion that the cryptographicalgorithm usedto pro-
ducethe signaturecannot be broken. Moderncryp-
tographicalgorithmscanbe designedwith adequate
strengthto satisfythis assumption.

2. Alice signedthemessge.

This interpretatiorrequiressereral additionalstrong
assumptionsuchasfor example:

(a) TheCA hascorrectlyveri ed thattheentitythat
purchasedhepublic-key certi catereallyis Al-
ice.

(b) Alice hasprotectecherprivatekey.

(c) ThenameAlice is unambiguous.

(d) Bobholdsanauthenticcopy of the CA's public
key.

3. Alice communicatedhe meaningcontainedin the
messge.

This interpretationrequiresthe additional assump-
tion thatthe semanticrenderingof a messagés un-
ambiguous.

Themainissuewhendesigninga userinterfacefor au-
thenticationis to selectthe most suitable evidenceand
presentit in a way which provides corvincing proof of
identity. Theimportanceof theexternalassumptionsust
notbeneglected andtheinterfaceshouldasfaraspossible
allow the userto getsomeinformationaboutthe assump-
tions.

3 UserInterface Requirementsfor Ef cient Authen-
tication

A commondesignphilosophyis to make authentication
astransparents possiblein orderto reducethe mental
burdenon the user Authenticationcan be implemented
using variousmechanismsand if the mechanismsvere
totally hiddenfrom the userhe or shewould not be able
to tell whetherthey areworking or not. This would allow
successfuattackso remainundetectedndtherebymale
thesysteminsecure.

Authenticationis a complex conceptand evidence
aboutthe authenticatioomechanisrmeeddo bepresented
in a conciseand intelligible way to users. The average
userhasno securityknowledgeand userinterfacessuch
asthe Web browser have beendesignedo hide the au-
thenticationmechanismsnd provide a minimal amount



of evidence. This is probablygoodfor generalusability,
allowing usersto geton with their primarytask, but may
be counterto meaningfulandadequat@uthentication.

Systemslonotknow thenameof theentity with which
theuserwantsto communicateandarethereforunableto
judge the outcomeof the authenticatiorveri cation pro-
cessdepictedn Fig.2. All thesystemcandois to present
someevidencefrom the veri cation procesghroughthe
interface,andlet the userdecideif the senderdentity is
asexpected.

The humanattentionspanis limited andif too much
evidenceis presentedo the userhe or shewill eitherbe
confusedbr simply tuneout. This couldallow authentica-
tion failuresto passundetectedvenif evidenceaboutthe
failureis presentedo the user This posesa dilemma;too
muchevidenceis justasbadastoolittle. Obviouslyit can
notbemorethantheusercanunderstan@éndhandlebut it
mustbe suf cient for therequiredsecuritylevel of theap-
plication. The challenges to selectthe mostappropriate
evidenceandpresenit to theuserin anintelligible way.

An examplethatillustratesthe subtletiesof securityis
thepadlockicon on Webbrowserswhereanopenpadlock
indicatesinsecurecommunicationrwhereasa closedpad-
lock indicatessecurecommunicationThis is seeminglya
very neatandintuitive way of indicatingthata Websener
hasbeenauthenticatedvith SSL andthattransmittedand
receved datais beingencrypted.However a closedpad-
lock only tells the userthat someWeb sener hasbeen
authenticatedbut not which Web sener in particular As
long astheuserdoesnotdo the extramouseclicksto view
thesenercerti cate heor shehasin factnotauthenticated
arythingatall. Despiteits reassurin@ppearancehepad-
lock hidescrucial aspectf security which arerequired
for meaningfulauthentication.

TheWebbrowserdoesallow theuserto view thesener
public-key certi cate by clicking onthe padlockicon, but
usershardly ever do this, and even securityaware users
who view the certi cate when accessinga secureWeb
site canhave dif culty in judging whetherthe certi cate
really is whatit claimsto be. The browserusuallychecks
thatthe domainnamein the certi cate is the sameasthe
domainnamepointedto by the browser andawareusers
might noticewhenanintruder's domainnameis different
from the expecteddomainnameof the bank. However,
usersdo notusuallyinspectthe URL for thedomainname
when browsing the Web, and mary companies'secure
Web sites have URLs with non-otvious domain names
thatdo not correspondo the domainnamesof their non-
secureWeb sites. One exampleis the Norwegian bank
Nordea with the URL: http://www.nordea.no
and where its secure on-line banking has URL:
https://ibank.bbsas.no/iBank/Dispatch er.
Another vulnerability is the fact that distinct do-
main names can appear very similar, for example
differing only by a single letter so that a false
domain name may pass undetected. How easy
is it for example to distinguish between the fol-

lowing URLs: http://www.bellabs.com ,
http://www.belllabs.com , and
http://www.bell-labs.com ?

In orderto make authenticationon the Web simpler
some familiar elementsfrom the physical world could
be used. In (JgsangPatton & Ho 2001)it is proposed
to display a digitally certi ed compaly logo in the Web
browser to allow authenticationat a glanceand bridge
the gap betweenthe cryptographicmechanismsand hu-
mans. This ideais currentlybeingdiscussedn the IETF
and may becomea standardfeaturein the future (see
(Santessor2001)). In addition a certi cate can contain
elementssuchasimageandvoice, which therebycanbe
presentedo the userin orderto allow meaningfulauthen-
ticationataglance.

Fig.6 below illustratesthe idea of using a certi ed
compaury logo by shawving the Webbrowserwindow when
for example accessinghe secureWeb site of the Aus-

tralian bank Westpac. We have addedthe certi ed com-
pary logo in the upperright corneroutsidethe areadis-
playingHTML content.

Figure6: Exampleshoving securéNeb sitewith certi ed
logo

Imageandvoice canonly be usedfor strongauthen-
tication if theimageandsound les arecerti ed andin-
cludedin digital certi cates. This requiresthe CA to ver-
ify their authenticitybeforeissuingcerti cates. A com-
pary logo mustfor examplebe sufciently differentfrom
all othercompary logosandthis requiresthe CA to per
form a similarity check,but this is likely to createnew
problems. What are the criteria for a similarity check?
If similar logos or namesare usedby companiesn to-
tally different businessesis that OK? Hierarchiesade-
guateto issuecerti catesarenot by themselesadequate
to ensureglobal uniqueness.(seee.g. (Stubblebine&
Sywerson2000)). Supposdhata compaly obtainsa cer
ti cate for alogo andthenanothercompaiy appliesfor a
certi cate for a much too similar logo, but it owns that
logo as a registeredtrademark? More generally what
aboutrevocationof alogo becaus®f previously unrecog-
nised problems? Does every little shopneedto hire a
graphicartist? What is the size of the spaceof mean-
ingfully discerniblelogos? The authenticityof pictures
of peoplecanbestbe assuredy taking the photoson the
CA's premises Similar requirementspplyto sound les,
i.e. they mustberecordedn persoronthe CA'spremises.

4 User Interface Requirementsfor Meaningful Au-
thentication

When designingways to presentedauthenticationevi-
denceto the user not only mustthe suitability for ef-
cieng/ beconsideredput alsotheintegrity. If theintegrity
of the evidencecannot be protectedrom maliciousma-
nipulation,the evidencebecomesneaningless.

Many weaknesses the Web browserinterfacehave
beendescribedmaking it unsuitablefor sensitve appli-
cations. It is for examplequite simple for an appletto
overwriteary partof the screenandfor exampledisplay
aclosedpadlockin orderto make the userbelieve thatthe
communicationis encrypted,or to overwritethe URL in
orderto createtheappearancef beingconnectedo a dif-
ferentWeb site from whatis actuallythe case(Lefranc&
Naccache&002).

For mobile devicesthe relatively small visual display
will makeit virtually impossibleto inspectpublic-key cer
ti cates in the way in which they canbe inspectedwith
Web browsers. Cryptographicauthenticatiorby identity
certi cates suchas X.509 will be unreliablebecauseof



thedif culty of comparingan Internetsite namewith the
identity storedin the digital certi cate. Figure7 shavs a
typical handheldVAP device with which sener authenti-
cationwill bemeaningless.

Figure7: WAP interfacethatis unableto provide mean-
ingful authenticatiorof the WAP sener

By typing the correctURL of a WAP or Web site, au-
thenticationis not really neededas long asthe integrity
of thenetwork is presered,i.e. youwill accesgheright
siteaslong asyou typethe URL correctly WAP sitesare
more likely to be accessedhroughportalsthan by typ-
ing URLs, which makescryptographicauthenticatiorthe
more important. However, cryptographicauthentication
mechanismsreonly meaningfulif theinterfaceis ableto
provide authenticatiorinformationin a secureway. For
mobile deviceswith small display certi ed compaty lo-
gosseento provide the bestsolution.

The integrity of the authenticatiorevidencepresented
to the usercanbe assuredby having a resened areafor
certi ed contenton the interfacewhich is never usedfor
other types of content. Becauseof limited size of vi-
sual displaysthis might seemto be an expensve sacri-

ce. We thereforerecommencdusingthe normaldisplay

for displayingsecurityinformation,but in a specialsecu-
rity mode,andinsteado resere a smallexclusive areato
indicatethat the displayis in securitymode. The exclu-
sive securitydisplay areaand the securitydisplay mode
shouldnot be accessibléy contentapplications.This se-
curity modeshouldbe easyto invoke andbe distinguish-
able from the other display modes. The security mode
of the interfacethenrepresents separatenterfacechan-
nelthatcanbedistinguishedrom the normalinformation
contentchannel.

Whatrepresentshe mostsuitabletype of certi ed in-
formationto bedisplayedwill dependon theapplication.
A simplesolutionfrom animplementatiorpoint of view
is to link theauthenticatiorirectly to thelogical network
addressusedsuchase.g. a telephonenumberor Inter-
netdomainname,anddisplaythe certi ed addressn the
separatecontrol eld. The userwould thenbe required
to know exactly which network addresshe or shewants
to contact,andthis would in fact meanthat the network

addressecomeghe global uniqueidenti er directly as-
sociatedvith apersoror anorganisationjn thesameway
astelephonenumbers.

5 Conclusions

The examplesdescribedin this paperoutline somefea-
tures of currentuserinterfacesand user behaiour that
posea challengeto authenticatiorof communication.A

numberof approachego designingmore ef cient and
meaningfulinterfaceshave beenoutlined. Briey said,
theright type of authenticatiorevidencemustbe selected
for presentationandthereneedsto be a separatesecure
channebkothatit is easilydistinguishablérom thenormal
contentchannel.

1. Theevidencethatis presentednustsufcient to per
form apositive veri cation.

2. Familiar typesof evidenceshouldbe usedasfar as
possible.

3. The evidencemustbe protectedrom maliciousma-
nipulation.

4. The interface must provide a separatechannelfor
presentinguthenticatiorevidence.

5. The meaningof the authenticatednessagenustap-
pearidenticalon ary interface.
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