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Abstract data mining techniques have been used mainly i dra

. labelled data to detect attacks. Analyzing the
The popularity of computer r_1etworks broadens thepsc bibliography, two main approaches can be found @Sn
for network attackers and increases the damagee th%?/stems.

attacks can cause. In this context, Intrusion Ditec The misuse detection approach, which is used in
Systems (IDS) are included as part of any comple stems such as MADAM/ID (Lee, Stolfo, and Mok

Sec‘;ri% paCkage' This work fockusesff(_)n niDSs Whi 99) where machine learning techniques are used on
work by scanning the network traffic. A Serviceiypeieq data: the classifier learns from a selabglled
independent payload processing approach is pr&sémte .,nactions, where there is normal traffic and citta
increase detection rates in non-flood attacks. é’hreomd in subsequent use it recognizes known attatiese
different techniques for payload pro_c_essing argesed  oihods have two main problems. On the one harnsl, it
and they are shown to be able to eff|C|en_tIy dme of very difficult to obtain completely labelled netvor
the attack types. Moreover, the_proper integradibhe traffic and, on the other hand, these methods erale
knowledge of the different techr_uques, payload-bamgj to detect new attacks. They need to be revised thaeha
packet header-based, always improves the res:ums Thew kind of intrusion appears and this happensyeday.
work leads us to conclude that payload analysis 8N 1,556 methods can not solve the “zero-day” profiath
used in a general manner, with no service- or ppeeific as a consequence, the new attacks will always sddce

modelling, to detgct attacks |_n network traffic. ~ damaging the system. Nevertheless, the primaryctibie
Keywords: Intrusion detection systems, unsupervisedill be to detect the first occurrence of intrusoand

anomaly detection, payload, AUC. prevent it from damaging any victim.
. The second approach, anomaly detection, was
1 Introduction originally proposed by Denning 1987 and a surveyloa

The use of computer networks has become pepular found in Warrender, Forrest and Pearlmutter 1999s T
lately. This fact broadens the scope for netwotéckers method profiles normal network traffic behavioudans
and increases the damage these attacks can cawadde to successfully detect attacks when the obderv
Network attacks compromise the stability of thewwk traffic deviates from the modelled behaviour.

or the security of the information stored on conepsit When the anomaly detection approach is used,
connected to it. Therefore, it is very importanthioild  classifiers learn how normal traffic behaves ang an
systems that are able to detect attacks beforedhege anomalous connection is considered to be an athfscla
damage. Intrusion Detection Systems (IDS) form pért consequence, if not all the kinds of normal traffic
any complete security package and their goal detect modelled, high false positive rates can appearhm t
any action that violates the security policy ofceanputer system. Moreover, they need purely normal datardtern
system. In this work we will focus on a particukand of  to model normal traffic and it is not usual in regktems
IDS that works by scanning the network traffic aisd to have either purely normal data or labelled dHtany
able to automatically detect intrusions: networktusion — attack is left in the hypothetical purely normatajahis

Detection System (nIDS). attack will be learned as normal traffic and the&SIill
The detection of network attacks by human analysisgver produce an alert related to it.
where memorization, looking up description librarier Taking into account the problems of the two presiou

searching sample collections is required, is nfecéiffe; approaches, a third one is becoming popular:
it is too time consuming and subjective. As ansupervised anomaly detection (Portnoy, Eskin and
consequence, automated and robust nIDSs are rdqaire Stolfo 2001). This option works under the assummptio
order to successfully confront the problem. In #esise, that the volume of normal traffic is much greateart the
traffic containing attacks, and, furthermore, the
intrusions’ behaviour is different from normal data

Copyright © 2008, Australian Computer Society, IndisT behav!our. If these assumptions are_true the II_uInus
paper appeared at conference Seventh AustralasignNiining  detection problem can be confronted in terms ofieut
Conference (AusDM 2008), Glenelg, Australia. Confeemnin ~ detection. This approach can be used as a stand-alo
Research and Practice in Information Technology, 86l John system, or, even more effectively, it can be cormtin
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These kinds of systems have two main advantagesse, it has been used to obtain some informatsed
they do not need purely normal data and unlabaell#d on the experts’ experience. This kind of processsg
can be used, which is easy to obtain. very context dependent and it can only be donesdone

Unsupervised anomaly detection methods usuallyell known services and protocols. The processmg i
build probabilistic models of the data that willihé¢hem  totally static; it has no learning capability at &h order
to decide whether or not the connections are attalek for it to be adapted to new situations the expeetsd to
this context, clustering methods can be used aslddr manually analyze the network data and adapt their
anomaly detection. The connections will be clugteard knowledge to new attacks.
instances appearing in small clusters, i.e. an@nalvill Each kind of method has its advantages and
be considered intrusions. disadvantages: signature-based methods have the

The mentioned assumptions make unsupervisetivantage of generating few false alarms, whereas
anomaly detection methods inadequate for detefitiog anomaly-based systems generally produce a lotlsé fa
attacks. These kinds of attacks usually need ta sen alarms for unusual but authorized activities, whigmot
large number of packets in a short time, and aeel isr recommendable at all. Anyway, the false negatives
many kind of “Denial of Service” (DoS) and “Probe”(attacks not detected) generated by signature-based
attacks. Since they are based on the emission ofy mamethods are far more problematic than the falserala
similar packets they will naturally form large gpsuand, generated with anomaly detectors.
as a consequence, the clustering process will gttoeim In order to obtain the best from each kind of iaton
in large clusters. Nevertheless, flood attacksem®y to detection system, a combination of some of them is
detect and high detection rates can be often aglliby usually the best option. For example, a flood detgc
simpler systems that scan network traffic or amalyzfirewall could first filter most flood attacks; agsature-
headers (Noh, Jung, Choi and Lee 2008). based IDS could then be used to remove the known

Although most of the flood attacks can be succdlgsfu attacks and unsupervised anomaly detection cooallyi
detected by scanning the TCP/IP headers of netwofticus on detecting the unknown attacks.
packets, this information is not enough to deteostnof Our aim in this work is to present an approach wher
the non-flood attacks. In these kinds of attackestty service-independent payload processing can be tsed
“User to Root” (U2R) and “Remote to Local’ (R2Lhe&t increase detection rates in non-flood attacks. Wil
intruder only has to send very few packets (oftesingle aim we have first analyzed different approaches to
one is sufficient) and, as a consequence, it iglyneapayload processing in order to see to what extesitthe
impossible for systems to use traffic models toedit information provided by the payload can be useditect
such anomalies. In this context, the use of thea daintrusions. Next, we have evaluated the combinatibn
transported in the packages —payload— becomesttaci the payload-based approaches with the informatia t
detect intrusions. Notice that R2L and U2R attaaks can be obtained from network packet headers. Afftisr
actually the only ones that allow the intruder tatain  preliminary work it seems that the techniques faylpad
complete control of the attacked system and thesgfo processing are able to efficiently detect soménefdttack
they can lead to catastrophic consequences. types. Furthermore, they can be used to complement

The payload of different network connections can b&echniques based on packet header analysis, sirce t
very different. The transferred information usuallycombinations tried always improve the results.
depends on the kind of service, and, as a consegquen The paper proceeds to describe, in Section 2, the
global analysis becomes complicated. This is prigbabapproximation that will be used in this work fortioer
the reason why there are few works where the pdyiwa detection. Section 3 is devoted to describing tmed
used to model network traffic and detect the pdassibglobal approaches proposed to process payload wtitho
intruders. When payload is used with this aim sErvi any context knowledge. In Section 4 we describedtia
specific approaches are developed. For exampledfriigused in the experimentation and experimental resuk
Toth, and Kirda 2002 present a work that focuseR2h presented in Section 5. Before the conclusions we
attacks and uses service-specific knowledge toeas summarize in section 6 the schema of the proposed
the detection rate of intrusions. They have impleteg a system. Finally, Section 7 is devoted to presentimg
prototype that can process HTTP and DNS trafficonclusions and further work.
although they only present results for DNS.

Wang, and Stolfo 2004 base their work on profileeby 2  Detecting outliers
frequency distribution and they compute the stashdams we mentioned in the introduction, unsupervised
deviation of the application-level payload flowing a anomaly detection strategies can be formulatedutien
single host and port during a training phase. Thgetection problems. The approximation we have used
Mahalanobis distance is used during the detectfas® detect outliers could be based on any clustering
and if the distance exceeds a certain thresholdysem algorithm. The idea is to first perform the clustgrover
generates an alarm. This model is also host- amtt pothe points in the feature space and assign a $oaach
specific and also conditioned by the payload length of them based on their size. The examples in elcter

These service-specific methods have the disadvantagill have the same score the cluster has, andsitise
that they are very context dependent. That is 10 88 will be used to determine the degree of anomalitthe
they are moved to machines offering different sErsior example. The points with lower scores will be |#las
as new services appear, the system will need telh€élt.  anomalous. Although many clustering algorithms doul

Another example of payload processing can be founsk used, based on the experience of other autBekin(
in the content variables of Kddcup99 (Lee 1999)this  Arnold, Prerau, Portnoy, and Stolfo 2002, Leungd an



Leckie 2005), we have selected the fixed-widtlstering

The aim of this work is to build a system that aviis

algorithm (Eskin, Arnold, Prerau, Portnoy, and f&tol all the required characteristics, as far as possiéod to
2002), also known as the leader algorithm (SpaB0L9 demonstrate that payload can be used to improve the
The fixed-width algorithm has the advantage that#les behaviour of IDSs in a general and computationally
linearly to the number of examples of the databtas# effective way. In this context, several payloadgessing

the number of clusters, but, on the other hantlad the strategies have been tried:

disadvantage that the quality of the clusters lisisige to
the definition of the radiusy and often several runs are
needed to select the b&sin any particular environment.
Moreover, this algorithm does not accurately fit to
databases with clusters of different sizes; thedstr
clusters are usually over-partitioned. Neverthelesshe
unsupervised anomaly detection context we aredsted
just in the small groups, so this drawback of tlg@@thm

is not a real problem.

3 Payload processing

Network Intrusion Detection Systems usually focus o
the analysis of the TCP/IP headers of the paclettscted

on the net. The format of these headers is weliskno
and, therefore, this data can be easily procesEbis.
information might not be enough to detect intrudans

as a consequence, the analysis of the transfeateq tthe
payload, will need to be performed. The format loé t
payload data in a packet depends on the application
protocol used, so that in this case data processing
becomes a difficult task. Moreover, many protodwse
fields where any kind of data can be stored. Many
previous works have solved this problem by perfogni
the data processing in a specific way for eachicerv
Obviously, this method requires knowledge of the
different protocols and has many drawbacks: it only
works for a reduced set of connections, the usetbpol

is not always known, new services are not autoraiyic
treated...

2.
Payload data can generally be seen as a sequence of

bytes, so we think that it could be processed,rotgss of

the service used, by using sequence comparison
techniques. The aim of this work is to use this|qay
information as a tool to help detecting attacksiDSs.

In this context, it is important for the selectedylpad
processing method to be efficient in detectingckieand

to achieve low false positive rates, but, it alsequires
having some other characteristics such as:

1. To be automatic. That is, not requiring human
intervention.

2. To be general. That is to say, service-
independent, and, as a consequence, usable in
different environments and adaptable to
changing situations.

3. To be computationally efficient so that it can
operate in real time, in environments with large
bandwidth.

It is not easy to build a system with all the regdiskills;

it seems, on the one hand, that more complex or
computationally expensive systems would better rhode
the payload, and, on the other hand, that senacet
models are easier to build. As we mentioned in the
introduction, some work has already been done i@ th
context, as for example Krigel, Toth, and Kirda 200
Wang, and Stolfo 2004, Leung, and Leckie 2005.

1.

The first and probably most intuitive option
seems to directly use the payload as a byte
sequence and use sequence comparison methods
to model different payloads. It can be easily
concluded that distances such as the Edit
Distance (Gusfield 1997), where the distance
between two strings of characters is the
minimum number of edit operations on
individual characters needed to transform one
string to another, are computationally too
expensive. As a consequence, this approach will
only be useful if a more efficient method for
comparing sequences can be used. In this
context we have wused the Normalized
Compression Distance (NCD) proposed in Li,
Chen, Li, Ma, and Vitanyi 2004, Wehner 2005.
This distance is based on the Kolmogorov
complexity. Since in practice Kolmogorov
complexity cannot be computed directly, it is
approximated with real compression algorithms.
In this work we used the standard compression
algorithm GZip.C(x) is defined as the length of
the string obtained by compressirngand C(xy)

as the length of the string obtained by
compressing the concatenationxfndy. The
Normalized Compression Distance is defined as
follows:

NCD(xy) = {C(xy) -min(C(x),C(y))}Y max(C(x),C(y))-

The well known n-gram analysis is another
option that could be used to model payload. To
make it computationally efficient a 1-gram
model, where the frequency of each one of the
256 values is computed, could be used. This
method has been used by some other authors
(wand, and Stolfo 2004). Even the 1-gram
option can have some limitations on the size of
the database used, since 256 variables x number
of examples can be too large when working with
large databases. On the other hand, it is
improbable that all 256 variables would be
significant in each of the payloads and the
treatment of all of them could even be
counterproductive.

Based on the byte-frequency idea, we think that
the sequence of the most frequent bytes could in
some sense be more significant for representing
the payload. Similar connections will probably
have similar payload patterns and as a
consequence we could expect also the most
frequent bytes to be similar. That is why the 1-
gram representation of the payload has been
calculated and the 256 possible values ordered
from the most frequent to the least frequent. The
information referred to th&l most used bytes
has been used (we have tried 3 different values
for N: 15, 30 and 50). The payload byte-ordered



vectors PB@and PBQ could be two examples each connection: intrinsic variables (those obthibg
of the representation of two different payloadexamining the packets’ TCP/IP structure such atopod,
(P, and B): length, urgent bit...); content variables which were
obtained by examining the payload of some particula

‘ PBO, ‘ 8A ‘ F1| 05‘ AE | 87| ‘ 91‘ services, such as number of failed logins, numbier o

operations generated as root, number of file aveafi

1 2 3 4 5 N and, finally, traffic variables which take into acmt

| PBO, | F1|8A | 05| AE | 90| | 8c|

header information of preceding connections coethin

a window of some specific size.
1 2 3 4 5 N The advantage of the KddCup99 database is that it

In this way, a new representation of the payload Rrocesses the huge amount of information in the
achieved which can be used in different ways: DARPA98 dataset and it stores it in a format suédbr

most machine learning algorithms. The problem &t th

L Er?di]nz)étr?elr? d;hn(?[ n\?;:iggfeto;ﬁgu'?hge gﬁgﬁgi:tﬁe original payloaq inform_ation is not storet_j, godt
Distance used to compare two payloads Thgome manually defined attrlbuyes (con;ent varlgbteep
: : art of the payload-based information. This manual
dlstance betwe_en two byte values h_as been S.et§8lution is obviously not a general solution. Basad_ee
1 it th_ey are different and 0 otherwise. We W'”1999 and using Bro (Paxson 1998), we have repredess
call this option Freq1. the DARPA98 database to embellisher Kddcup99
2. The representation can be considered a sequenggabase with information from the original DARPA98
where the position in which each charactefn this new database, each connection will have the
appears influences the distance. In this context,igtrinsic and traffic variables found in the origin
distance has been defined to compare thgatabase added to all the payload data corresppimlin
representation of two payloads. If two payloadshe content variables have not been computed asheldad
are compared and their corresponding payloag the new database, because the aim of this veotk i
character-ordered vectors (PB@nd PBQ) are replace the information they provide by automatic
obtained, the distance could be computed witBayload processing.
the expression:
igw(i) ,:r:toanil;lsy Qua:tity per;e;;age
Dist(PBQ, PBG,) =1"le dict 879 22.33
dict_simple 1 0.03
where eject 11 0.28
S = 0 if PBQ(i)#PBQ(j) 0j 1< j<N,j#i eject-fail 1 0.03
N-|i-j| if 01PBQ(i)=PBO,(j) 1< j<N, ] #i ffb 10 0.25
ffb_clear 1 0.03
We will call this option Freq2. format 6 0.15
4 Data generation format_clear ! 0.03
. . . . - format-fail 1 0.03
As we mentioned in the introduction, it is not edsy ftp-write 8 0.20
obtain labelled data for network traffic, and neitha '
database with purely normal data. As a consequéinise, guest 50 1.2
also difficult to evaluate intrusion detection yss and imap 7 0.18
compare results. Even if unsupervised anomaly tetec land 35 0.89
techniques do not require labelled data to woris, kind load_clear 1 0.03
of data is required so that the system can be ateduln loadmodule 8 0.20
order to generate comparable results, we have ekb¢a multihop 9 0.23
use some standard data such as Kddcup99 from tthe UC perl_clear 1 0.03
repository (_KDD99-Cup 1999). This database wastbuil perimagic 4 010
by processing the DARPA98 dataset (DARPA 1998), hf 5 013
which was generated by the Information System P _ '
Technology Group (IST) of the Lincoln Laboratorytbé rootkit 29 0.74
MIT with the collaboration of DARPA and ARFL. They Spy 2 0.05
built a network to simulate a real situation of etk syslog 4 0.10
traffic containing normal traffic and attacks. Tcipap teardrop 1085 27.56
(Jacobson, Leres, and McCanne 1989) was used ffo sni warez 1 0.03
the network and store all the packets belonging to warezclient 1749 44.42
network traffic in a tcpdump file. Based on this warezmaster 19 0.48
information the UCI format Kddcup99 database was Total attacks 3937

generated by identifying connections and aggregatin N
information belonging to them. Based on the infaiora ~ Table 1: Names and quantities of attacks that appea
in DARPA98, three kinds of features were generdted in the database used for experimentation



Due to the huge size of the original Kddcup99 In general terms, the first conclusion that camlfzavn
database (about 5,000,000 connections), most of tlrem this processing is that although no context
experiments found in literature have been performekhowledge is used and simple processing is perfdyme
using a sample of the original dataset. This samptle three options for modelling payload (NCD, Freql
contains about the 10% of the connections founthén Freg2) are, to a certain extent, able to diffeedati
complete dataset. Similarly, we have extractedatiitd between normal traffic and intrusions; the averAgeC
sample of about 10% of the size of the original. @iace values are specifically 0.77 for NCD, 0.74 for Freand
our goal is to find the non-flood attacks, and th®.72 for Freq2 (see Table 3 for AUC values in each
DARPA98 is overloaded with flood attacks, we havettack). Furthermore, the model built using header
filtered all the flood attacks in the dataset. Thus have information, IT, achieves an AUC value of 0.80, e¥his
been working with a database of 178,810 examplesot very different from the previous ones. In orttetake
where 3,937 examples belong to intrusions of 2feédiht the conclusions a bit further we have made a p&@ew
kinds. The information about the kind of attackszomparison of the 4 different techniques. In each
appearing in the database used for experimentatimh comparison we have compared the AUC values obtained

their frequency is shown in Table 1. for each attack type and counted the number ofstime
each technique obtains greater values than the. dthe
5 Experimental results cells in Table 2 show the number of attacks (ouRDf
i . i the technique of the corresponding row detect®bé#iin

5.1 Evaluation of different representations the technique of the corresponding column. The last

Our objective is to use the payload in a general fea column shows the number of times the corresponding
unsupervised anomaly detection so that intrusioms atechnique behaves better than any of the rest.
differentiated from normal traffic. The idea isdcombine

the information the payload can provide with thePTi@ IT NCD Freql Freq2 Total
header information (intrinsic and traffic variablés T 0 10 14 16 40
Kddcup99). As we mentioned in Section 3, we haiestr NCD | 17 o 17 13 47
several options for processing the information fed Freql |13 10 0 16 39
by the payload. Freg2 |11 14 11 0 36

The first step has been to analyze how each otigeof
representations works separately for anomaly detect Table 2: Pair wise comparison of the different
with no more information than just payload and to techniques. Summary of the number of times each
compare the results obtained with those obtaingth wi technigue behaves better than the other

TCP/IP header information i.e. the equivalent oé th In order to interpret the results it is importaninotice

intrinsic and traffic variables of KddCup99. Eachtle ; ; ;
representations has been used to build a modehe tthat if a certain technique was always better @uamther

. . ) ) : one, the value in the cell corresponding to their
sylster? using a fixed-width algorithm with an addqua comparison would be 27 (values of around 13-14 doul
value forw.

The experimentation has been done with the who[%ean similar behaviour), and if that happened fbr a

) ) ree comparisons that can be made for each étassif
gi;tabastei(_tr:jat 'Sf’ ntct>rmkal tglf{lc_datadeUf dadggi the total value (column Total) would be 81. Valies
' e:ten btlr! sdo_ attacks. but, Itn tpr er cr)] pr ha Table 2 are, in general, not very far from 13. Tiisans
results obtained in our experimentation We Navesendo  y,4i the number of attacks each classifier is abldetect
examine the detection rates of each type of atta

: e tter is similar. However, if we observe the gaher
separately instead Of. examining a global resgltalblof behaviour of different options it seems that onehefm
them. We have noticed that in many previous wor '

where Kddcup99 was used for experimentation a sin CD, behaves better than the rest. This means we,
P P Yvould be able to detect more attacks with genaglgad
global value was used to measure the accuracy of

particular detection system. Due to the high numifer pﬂ)cessmg, than by analyzing header informatigp. (|

connections belonging to certain attacks (mostlyuSm g - Combining results

and Neptune) the results are heavily biased to t _
detection level the system obtained for those qasr }hethe ROC curves and AUC values obtained for e‘“.‘Ch
the attacks are analyzed, it can be observed, ¢lat) if

attack types. Although we have removed all the dloo™ .~ . . )
attacks from our dataset, differences in the numdfer Similar dete_c_tlon rates are _a9h|eved on _aver_agm eae
attacks of each type exist, (see Table 1). Our el of the classifiers built specializes better in détgy some

i kinds of attacks. As an example, we have obserlat t

be always analyzed for each attack type, and, fibrere X
all attack types will have the same weight Wher:,’eardrop, Warez, Format-clear and Warezclient kstac

presenting the final results. Otherwise the oveardults are betther detecteq lby lT’TNtc):ID’S Freql and Freq2
would practically ignore the attack types other ntha@PProaches respectively (see Table 3). .

Warezclient, Teardrop and Dict. The evaluation thaesn Th'_s leads us to think that_ a g_ood option couldtde
done by analyzing the ROC curves and the Areas Und%omb'ne th? knowlgdgg acquired in all of them; bty
ROC Curves, or AUC values, obtained (Fawcett 20045°u!d be this combination be done? The output oh ed

To compute ,the ROC of just, a single attack type, tH he classifiers built can be seen as a list ofoélthe
examples belonging to other attack types have begl@ssified patterns with their corresponding scores

ignored.



Attacks IT NCD Freql Freq2 IT- IT- IT- IT-
NCD- NCD- Freql- NCD-

Freql Freq2 Freq2 Freql-

Freq2

anomaly 0.76 0.88 0.35 0.74 0.72 0.9 0.68 0.77
dict 0.76 0.82 0.64 0.83 0.83 0.93 0.84 0.89
dict_simple 0.65 0.81 0.69 0.83 0.81 0.91 0.81 0.88
eject 0.76 0.82 0.8 0.80 0.9 0.9 0.88 0.92
eject-fail 0.99 0.48 0.99 0.58 0.94 0.8 0.98 0.9
ffb 0.8 0.88 0.72 0.93 0.9 0.97 0.92 0.94
ffb_clear 0.65 0.81 0.71 0.67 0.82 0.84 0.73 0.84
format 0.79 0.93 0.81 0.95 0.95 0.98 0.96 0.98
format_clear | 0.52 0.81 0.88 0.83 0.84 0.85 0.84 0.9
format-fail 0.98 0.81 0.8 0.67 0.98 0.95 0.93 0.96
ftp-write 0.88 0.88 0.76 0.56 0.94 0.88 0.82 0.89
guest 0.77 0.85 0.81 0.83 0.92 0.94 0.92 0.95
imap 0.9 0.7 0.97 0.68 0.94 0.85 0.96 0.92
land 0.92 0.48 0.99 0.58 0.9 0.76 0.95 0.87
load_clear 0.65 0.81 0.12 0.14 0.54 0.56 0.19 0.43
loadmodule 0.7 0.71 0.69 0.68 0.77 0.79 0.77 0.8
multihop 0.72 0.78 0.63 0.71 0.76 0.8 0.73 0.77
perl_clear 0.95 0.81 0.52 0.87 0.87 0.98 0.91 0.93
perimagic 0.66 0.83 0.86 0.86 0.88 0.91 0.9 0.93
phf 0.9 0.71 0.99 0.72 0.96 0.89 0.97 0.95
rootkit 0.88 0.77 0.86 0.77 0.93 0.9 0.94 0.93
spy 0.71 0.81 0.66 0.52 0.8 0.77 0.68 0.77
syslog 0.82 0.48 0.97 0.58 0.87 0.7 0.92 0.84
teardrop 0.96 0.48 0.76 0.58 0.83 0.78 0.88 0.81
warez 0.82 1.00 0.12 0.85 0.68 0.98 0.64 0.82
warezclient 0.81 0.86 0.86 0.86 0.95 0.96 0.96 0.97
warezmaster | 0.94 0.87 0.96 0.88 0.98 0.98 0.98 0.99
Average 0.80 0.77 0.74 0.72 0.86 0.87 0.84 0.87

Table 3: AUC values achieved for all the attack typs in different classifiers; single ones and comhba&a ones

As we mentioned in section 2, the score assigned to its new score. If more than one connection has
each of the patterns is used to determine whether t the same score, the average rank value of the
pattern is anomalous or not. As a consequencemtist group of connections with equal score is
direct way of combining the different techniquedl e computed and the result assigned as the new
to combine the different scores obtained for each score for all the connections in the group.

connection. Since the distribution of the scoreueal The second option is more appropriate (as we have
assigned by each technique depends on the number @Bserved in the results), since it is more indepahaf

size of the clusters, it varies from one modelnother.  the specific scores obtained by each of the classiand

values is probably not adequate (this option hasleed 5nking.

and suspicions have been confirmed). As a conseguen |ndependently of the values used to compare the
some normalization is required to put the scoreshef scores, how should we combine the different valiws?
different classifiers in the same situation. Twdi@ms for  coyld probably think of many different combination
normalizing the scores in each one of the examinegrategies but for this work we have tried thre¢hein:

techniques have been tried in this work: 1. Select the minimum score for each connection.

1. Linear 0-1 normalization. Normalize all scores 2 Select the maximum score for each connection
linearly, so that the minimum value is 0 and the ' '

maximum is 1. 3. Average the score of the combined techniques

o . o for each connection.
2. Rank normalization. In this normalization all the

connections are sorted by their scordhe three proposed combining methodologies achieve
(connections with equal score are sortedeasonable results, but in general, better rebalie been

arbitrarily). The rank for each connection will beobtained by averaging the scores.



The last point to decide at this stage is to seldtith Once network data is collected we will divide ittimo
classifiers’ results to combine. In the resultsspréded in  main parts: the connections’ headers informatiorthan
the previous section we worked with 4 classifiend ae one hand, and the transferred information or palyloa
could combine all of them or select pairs or traoed the other one. The TCP/IP headers’ information ‘el
combine them. We tried all the possible combinaionprocessed to obtain a tabular representation wttinsic
between the four techniques evaluated in SectibnThe variables and traffic variables. The payload paitt be
effect of the combination is in most cases positiuéit processed to obtain information about the frequenicy
becomes more positive when more than two techniquése transferred bytes and represent it also inbalda
are combined. manner.

Table 3 shows AUC values achieved for every attack Next step is to apply fixed width clustering algm
type with each one of the techniques used: the fowith the distances defined in Section 3 to the besd
options used independently and all the possiblaformation, frequency based representation of qayl
combinations of three and four techniques where I&nd payload without processing. Four differentiparts
(connection header information) is always maintdii@  will be obtained at this point, IT, Freql, FreqaaCD,
has not been ignored in any of the combinationabes, with the corresponding scores for the connections.
as we mentioned in the introduction, our aim ipitovide Finally the scores will be combined to obtain thealf
our system with both header and payload informatioscore for each connection. These scores will beoties
The best AUC for each of the attacks (taking irtoomnt used to determine the degree of anomality of the

all decimal values) is marked in bold. connection.
IT 72 7  Conclusions and further work
’l;lr?egl Zi In this work we have proposed three different tégphes
Freq2 £5 for payload processing in order to use it to deédttcks
IT-NCD-Freq1 114 in network traffic. The three options proposed hbeen
IT-NCD-Freq2 130 shown to be able to efficiently detect some of dkttack
IT-Freq1-Freq2 109 types. Although most of the previous works whersela
IT-NCD-Freql-Freq2 | 143 on packet header analysis, this work has shown that
Table 4: Pair wise comparison of the 8 different general payload analysis can also be effective.
techniques_ Total number of times each technique Since the different teChniqueS have shown thetyblll
behaves better than the other to detect different kinds of attacks, we have dedido

~ combine them. The results obtained have shownittlst
Average AUC values show that the general behavioygssiple to integrate the knowledge of the payloased

of any of the combinations improves the behaviduhe iechniques and the packet-header-based technigde an
classifiers obtained with each independent optfe  mprove the original results. The combination df the
could consider as the best option the combinatich®4  htions tried is in particular the one obtaining thest

techniques because, even if the average AUC valyggis.
obtained is similar to the one obtained with theNTD-
F_req2 option, it achieves the best AUC for mordéedént 5t set we have used for experimentation, payload
kinds of attacks (9 out of 27). _ analysis can be used in a general manner, witlervice-

The same kind of pair wise comparison presented §} nort-specific modelling, to detect attacks irtwark

Table 2 has been performed for all the evaluategstiic. Obviously, this technology needs stilllie tested
techniques. The global resuksnumber of times each i, real environments.

classifier behaves better than the other out of186r This is a preliminary work where just some of the

the eight techniques evaluated in Table 3, areepted in  osgible payload information processing options ehav
Table 4 and they confirm the conclusions drawn froeen tried. Other techniques could be tried inftitere.
Table 3. Results for combinations of two techniqaes e way in which classifiers can be combined istiago
in general between the results of single techniqars 5105 where a deeper analysis can be carried ounare
results of the combination of three or more techeg sophisticated approaches tried. The possibilityusing
other clustering algorithms and the optimizationttodir
parameters is also an area where more work caprie d

Based on the results presented we can state thia in

6 Schema of Intrusion detection process

For clarity, in this section we summarize the stépes
payload based intrusion detection tool we propesis.
Figure 1 shows a schema of the process.
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Figure 1: Schema of the proposed intrusion detectioprocess
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