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Abstract

This paperdescribesa methodfor risk analysisbasedon
the approachusedin CRAMM, but insteadof usingdis-
cretemeasuresfor threatsand vulnerabilitiesand look-
up tablesto derive levels of risk, it usessubjective be-
liefs aboutthreatsandvulnerabilitiesasinput parameters,
andusesthebeliefcalculusof subjective logic to combine
them. Belief calculushasthe advantagethat uncertainty
aboutthreatandvulnerabilityestimatescanbetaken into
consideration,andtherebyre�ecting morerealisticallythe
natureof suchestimates.As a result, the computedrisk
assessmentswill betterre�ect the realuncertaintiesasso-
ciatedwith thoserisks.
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1 Intr oduction

Whensecurityis to beincludedin IT system,arisk analy-
sisprovidesa systematicmethodfor de�ning thesecurity
requirements.A logicalapproachto risk analysisis �rst to
getanoverview of all theassets,to determineall possible
threatsandto identify the vulnerabilities. From this, the
risk analysismust try to determinepotentialdirect neg-
ative impacton assets,and�nally the consequencesthis
canhaveon theorganisation.

In this paperwe will interpreta threat as something
(e.g.persons,groupsor activities) thattriesto causesecu-
rity incidentsonassets.We will usethetermassetimpact
to denotea securityincidentaffecting a particularasset.
An assetcan be anything that hasa value to an organ-
isations(e.g. IT systems,information, staff, reputation,
goodwill), andtheimpactcostis theestimatedcostto the
organisationresultingfrom the direct damageto the as-
setandfrom any negative consequenceson theorganisa-
tion in casean assetimpactoccurs. Vulnerability is de-
�ned asthelackof protection(e.gno �re walls,poorpass-
words,presenceof softwaresecurity�a ws)againstthreats
againstassets.The likelihoodof an assetimpactcanbe
determinedasthe “product” of the threatagainstthatas-
setandits vulnerability. Therisk canthenbedetermined
asthe “product” of the likelihoodof an assetimpactand
the impactcost. This is in line with the approachtaken
by CRAMM(CCTA 1991)which is a well known typical
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risk managementmethodologywherethreats,vulnerabil-
ities andassetvaluesarequanti�ed asdiscretemeasures.
The basicprinciplesof CRAMM areexplainedin Sec.3
below.

Risk resolutionconsistsof determiningthemostsuit-
able countermeasuresto reduce the vulnerability and
therebythe risk. Together, risk analysisandrisk resolu-
tion can be called risk management.Our approachex-
tendsthe methodologyusedin CRAMM by quantifying
threatsandvulnerabilitiesasbeliefs,andimpactcostsin
dollars and cents. We then show how the risk analysis
part can be enhancedby using belief calculusoperators
fromsubjectivelogic(Jøsang2001,Jøsang2002,Jøsang&
Grandison2003)for analysingthesebeliefsandfor com-
bining theresultswith impactcosts.

2 The Belief Model

2.1 RepresentingBeliefs

Belief calculusis suitablefor approximatereasoningin
situationswherethereis more or lessuncertaintyabout
whethera given propositionis true or false,andthis un-
certaintycanbe expressedby a belief massassignment1
(BMA) wherea quantityof belief massona givenpropo-
sition canbeinterpretedascontributing to theprobability
thatthepropositionis true.

More speci�cally, if a setdenotedby 	 of exhaustive
mutually exclusive atomicelementscanbe de�ned, this
setis referredto asa frameof discernment.Eachatomic
elementcan be interpretedas a propositionthat can be
either true or false. The powersetof 	 denotedby 
��

containsall possiblesubsetsof 	 . The set 

��������� of
nonemptysubsetsof 	 will be calledits reducedpower-
set. A BMA assignsbelief massto nonemptysubsetsof

	 (i.e. to elementsof 
���������� ) without specifyingany
detailof how to distributethebelief massamongsttheel-
ementsof aparticularsubset(or evenamongits nontrivial
subsets).In thiscase,thenfor any nontrivial subsetof 	 , a
beliefmasson thatsubsetexpressesuncertaintyregarding
the probability distribution over the elementsof the sub-
set. More generally, a belief massassignment� on 	 is
de�ned asa functionfrom 

��������� to � ��� �"! satisfying:

#

$�%

�

�'&)(+*-,.�
/ (1)

Eachnonemptysubset(�01	 suchthat �'&)(+*324� is
called a focal elementof � . A vacuousBMA is when

�'&5	6*7,4� whereasa dogmaticBMA is when �'&5	6*7,�� .
Givena particularframeof discernmentanda BMA, the
Dempster-Shafer theory (Shafer1976) de�nes a belief

1Calledbasicprobabilityassignmentin (Shafer1976).



function2 8�9;:=< . In addition,subjectivelogic (Jøsang2001)
de�nes a disbelieffunction >
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Therelativeatomicityfunctionof asubset: relativeto
theframeof discernmentc is simplydenotedby @

9):+< .
Subjective logic appliesto binary framesof discern-

ment,soin caseaframeis largerthanbinary, acoarsening
is requiredto reduceits sizeto binary. Coarseningfocuses
onaparticularsubset:Td

c , andproducesabinaryframe
of discernmente containing: andits complement: . The
powersetof e is U�fhg.i :[W :jW

elk whichhasUnm f6m"oqprg�s

elementswhenexcluding t . Thecoarseningprocessalso
producesbelief, disbelief,uncertainty, andrelative atom-
icity functionsfor theelement: in focus. Let thecoars-
enedframeof discernmentbe e

gui :jW :

k where : is the
complementof : in c . We will denoteby 8

O , >

O , ?

O and
@

O thebelief, disbelief,uncertaintyandrelative atomicity
functionsof : on e .

Dif ferent typesof coarseningarepossible. In simple
coarsening(Jøsang2001) the belief, disbeliefanduncer-
tainty functionson : in e areidenticalto thosein c . The
simplerelative atomicity function on theotherhandpro-
ducesa syntheticrelative atomicityvaluewhich doesnot
representthereal relative atomicityof : on c in general.
However theprobabilityexpectationvalueof : is equalin

c and e , asexpected.
In normal coarsening(Jøsang& Grandison2003) the

relative atomicity function representsthe actual relative
atomicity of : on c . The relative cardinalityof an ele-
mentin abinaryframeof discernmentwill alwaysbe0.5,
whereasthenormalrelativeatomicityre�ects thetruerel-
ativeatomicityof anelementrelativeto theoriginal frame
of discernment.

An opinion v

O held by an individual abouta propo-
sition : is the orderedquadruple 958
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carriesinformationaboutthestatespacesizeof theorigi-
nal frameof discernmentc throughtherelativeatomicity
parameter@ O .

The opinion spacecan be mappedinto the interior
of an equal-sidedtriangle, where, for an opinion v
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minethepositionof thepoint in thetrianglerepresenting
theopinion. Fig.1 illustratesanexamplewheretheopin-
ion abouta proposition: from a binaryframeof discern-
menthasthevalue v
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The top vertex of the triangle representsuncertainty,
the bottom left vertex representsdisbelief, and the bot-
tom right vertex representsbelief. The parameter8

O is
thevalueof a linear functionon the trianglewhich takes

2Denotedby Bel•

O ‚ in (Shafer1976).
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Figure1: Opiniontrianglewith exampleopinion

value0 on the edgewhich joins the uncertaintyanddis-
belief verticesand takesvalue1 at the belief vertex. In
otherwords, 8

O is equalto thequotientwhentheperpen-
dicular distancebetweenthe opinion point and the edge
joining theuncertaintyanddisbeliefverticesis dividedby
the perpendiculardistancebetweenthe belief vertex and
thesameedge.Theparameters>

O and ?

O aredetermined
similarly. The edgejoining the disbeliefandbelief ver-
ticesis calledtheprobabilityaxis. Therelative atomicity
is indicatedby apointontheprobabilityaxis,andthepro-
jectorstartingfrom theopinionpoint is parallelto theline
that joins the uncertaintyvertex and the relative atomic-
ity point on the probability axis. The point at which the
projectormeetstheprobabilityaxisdeterminestheexpec-
tationvalueof theopinion,i.e. it coincideswith thepoint
correspondingto expectationvalue 8

O
z

@

O

?

O .
Opinionscanbe orderedaccordingto probability ex-

pectationvalue,but additionalcriteriaareneededin case
of equalprobability expectationvalues. We will usethe
following rulesto determinetheorderof opinions(Jøsang
2001):

Let v

O and v

L be two opinions. They canbe ordered
accordingto thefollowing rulesby priority:

1. Theopinionwith thegreatestprobabilityexpectation
is thegreatestopinion.

2. Theopinionwith theleastuncertaintyis thegreatest
opinion.

3. The opinion with the leastrelative atomicity is the
greatestopinion.

Opinionscan be expressedas betapdfs (probability
densityfunctions)denotedby beta9}ƒ-W…„[< throughthefol-
lowing mapping:
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This meansfor examplethatan opinionwith ?

O

g”p

and @

O

g

x

b € which mapsto beta 9‘p
WYpZ< is equivalentto a
uniform pdf. It alsomeansthat a dogmaticopinion with

?
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g
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‡˜—

is equivalent to a spike pdf with in�nitesimal width and
in�nite height.Dogmaticopinionscanthusbeinterpreted
asbeingbasedonanin�nite amountof evidence.

2.2 Reasoningwith Beliefs

Subjective logic de�nesa numberof operators.Someop-
eratorsrepresentgeneralisationsof binarylogic andprob-
ability calculuswhereasothersare uniqueareuniqueto
belief theorybecausethey dependonbeliefownership.



Table1: Belief operatorsin subjective logic

Belief operator Opinionoperator Logic operator Logic operatorname
name symbol symbol
Multiplication ™›š6œ•™ž• Ÿ3 a¡ AND
Division ™ š�¢ ™ • Ÿ  ›¡ UN-AND
Comultiplication ™ šr£ ™ • Ÿ3¤a¡ OR
Codivision ™›š

£ ™›• Ÿ ¤›¡ UN-OR
Complement ¥[™›š Ÿ NOT
Discounting ™-¦

§©¨

™

§

š ª¬«�­®«

Ÿ SERIAL TRANSITIVITY
Consensus ™-¦

š©¯

™

§

š ° ª²±³­3´\«

Ÿ PARALLEL COMBINATION
Conditionalinference ™ š¶µ

°

™

•J· š

±

™

•J· š

´

¡M¸•Ÿ MODUSPONENS

Multiplication3 is equivalentto multiplicationof prob-
abilitiesin caseof dogmaticopinions,andto binarylogic
AND in caseof absoluteopinions(Jøsang2001,Jøsang
& McAnally 2004). Division is equivalentto division of
probabilitiesin caseof dogmaticopinions,andto binary
logic UN-AND in caseof absoluteopinions (Jøsang&
McAnally 2004).

Comultiplication4 is equivalentto comultiplicationof
probabilities in caseof dogmatic opinions, and to bi-
nary logic OR in caseof absoluteopinions(Jøsang2001,
Jøsang& McAnally 2004). Codivision is equivalent to
codivision of probabilitiesin caseof dogmaticopinions,
andto binary logic UN-OR in caseof absoluteopinions
(Jøsang& McAnally 2004).

Complement5 is equivalent to complementof proba-
bilities in caseof dogmaticopinions,andto binary logic
NOT in caseof absoluteopinions.

Discountingdoesnot have any equivalentoperatorin
probability calculusor binary logic. Discountingis used
to computetransitive trust, i.e. if Alice trustsBob, and
Bob trustsClark, and Bob recommendsClark to Alice,
thenAlice will discounttherecommendationasafunction
of her trust in Bob. Theeffect of discountingin a transi-
tive chainis thatuncertaintyincreases(andnot disbelief)
(Jøsang,Gray& Kinateder2003).

Consensusis equivalent to Bayesianupdatein prob-
ability calculus. However thereis no correspondingbi-
nary logic operator(Jøsang2002)becausethatwould be
the sameas trying to combinecontradictorystatements
suchasfor examplecombining Ÿ with NOT Ÿ . This is in
fact perfectlypossiblein subjective logic(Jøsang,Daniel
& Vannoorenberghe2003).

The Subjective Logic API (SL-API) is a Java imple-
mentationof theoperatorsin Table1.

3 Risk Analysis with CRAMM

The acronym CRAMM(CCTA 1991) standsfor CCTA6

Risk Analysis and ManagementMethodology. The
methodfor risk analysisusedby CRAMM andmostother
methodologiesconsistsof evaluatingthe following three
factors:¹

thethreatsthatcanaffect thatasset,and
¹

thevulnerabilitiesthatcanbeexploitedby a threat,
¹

thecostin caseof impactonanasset

3Called“propositionalconjunction”in (Jøsang2001).
4Called“propositionaldisjunction”in (Jøsang2001).
5Called“negation” in (Jøsang2001).
6Originally, CCTA stood for Central Computer and Telecommunications

Agency. Theactualnameis TheGovernmentCenterfor InformationSystems. It is
a branchof theTreasuryDepartmentin theUK, andthey give adviceon computer
securityamongotherthings.

andfrom thisdeterminearisk levelor establishsomemea-
sureof risk. This is conceptuallyillustratedin Fig.2.

Threats Vulnerabilities

Risk

Asset Impacts Impact Cost

Figure2: Conceptualillustrationof risk analysis

Therisk analysisitself consistsof � veparts:

1. Identify assets,thr eatsand vulnerabilities.
Eachpotentially impactedassetmust be identi�ed.
Lists of all imaginablethreats,of all relevantvulner-
abilities,andof all potentiallyaffectedassetsarees-
tablished.

2. Identify potential assetimpacts.
A list of all combinationsof threatanda vulnerabili-
tieswhichpotentiallycancauseanimpactonanasset
areidenti�ed. This is illustratedin Fig.3.

3. Valueassetsand measure thr eatsand vulnerabili-
ties.
Eachpotentially affectedassetmust be valuedac-
cording to the cost of loss or damageof the asset.
All valuesaretranscribedinto a scalefrom 1 to 10.
Thestrengthof thethreatsandthelevel of thevulner-
abilitiesmustbequanti�ed. Possiblevaluesfor both
threatandvulnerabilityarelow, mediumandhigh.

4. Calculate the risk.
A �x ed3 dimensionallookuptable(Tab.2)wherethe
strengthof the threat,the level of the vulnerability
andthevalueof theassetareinput parameters,gives
the �nal securityrequirement(= risk) in the range1
through5.

5. Review the results.
At this point it is usefulto review thedata. A bit of
commonsensemustbeusedto seeif theresultsseem
reasonable.Usually, anadjustmentof the input data
is needed.

After the risk analysis,suitablecountermeasurescan
be selected,andthe risk analysiscaneventuallybe done
againwith the countermeasuresincluded,in orderto see
whethertherisk hasbeenreducedto anacceptablelevel.



Threats Asset ImpactsVulnerabilities

- breach of integrity

- system unavailable
- breach of confidentiality

- deleted files

- malicious system developer
- malicious system operator
- operator error

- external hackers

- firewall access control

- source code control
- executeable code control

- . . . . . - . . . . . - . . . . .

- input consistency control

Figure3: Potentialimpacts:Combinationsof threat,vulnerabilityandimpact

Table2: CRAMM risk look-upmatrix

Threatrating low medium high
Vulnerability l m h l m h l m h
Assetvalue

1 1 1 1 1 1 1 1 1 2
2 1 1 1 1 1 1 1 1 2
3 1 1 2 1 2 2 2 2 3
4 1 2 2 2 2 3 3 3 4
5 2 2 3 2 3 3 3 3 4
6 2 3 3 3 3 4 3 4 4
7 3 3 4 3 4 4 4 4 5
8 3 4 4 4 4 5 4 5 5
9 4 4 5 4 5 5 5 5 5
10 4 5 5 5 5 5 5 5 5

4 Risk Analysis usingSubjectiveLogic

4.1 Inf ormal Description

A CRAMM like methodologycanbemademoregeneral
and�e xible usingsubjective logic. Opinionsaresuitable
to quantify threatsand vulnerabilitiesdue to the possi-
bility of including the ignorancewhich alwaysis present
whenmakingsuchassessments.Opinionsregardingim-
pactscanbeobtainedby combiningopinionsaboutthreats
andvulnerabilitiesby multiplication. Finally, the impact
costcanbeseenasa factorassociatedwith eachassetim-
pactso thata risk for eachassetimpactcanbecomputed
astheproductof theprobabilityexpectationvalueof the
assetimpactandtheimpactcost.Theriskscanbeordered
and graphicallyrepresentedfor exampleas betapdfs in
orderto provideavisualrepresentationof risks.

4.2 Formalising Risk Analysis

Let the threatsbe denotedby º¶» wherethe index ¼ indi-
catesthethethreattype,let thevulnerabilitiesbedenoted
by ½r¾ wherethe index ¿ indicatesthevulnerability type,
andlet theassetsimpactsbedenotedby ÀrÁ³Â wherethein-
dexed Ã indicatestheassetimpacttype. Eachvalid com-
binationof threat,vulnerabilityandassetimpactswill be
denotedby º¶ÄD½²Ä�ÀrÁ…ÄDÅ whereindex Æ indicatesthethepar-
ticular valid combination.

The opinion about a valid T/V/AI combinationcan
thenbeexpressedas:

Ç[È+É‘Ê[É…Ë+Ì)Í[ÎÏÇ

ÈˆÐžÑ

Ç

ÊBÒ (8)

The mappingfrom opinionsto betapdfs de�ned by
Eq.(7)allows theabove opinionto beexpressedasa beta
pdf denotedby betaÈ+É‘Ê[É…Ë+Ì)Í . Wewill usethebetapdf rep-
resentationin orderto visualisetherisk in a 3D diagram.
TheSL-API7 wasusedfor thebelief computationsin the
examplebelow. Gnuplotwasusedto draw thegraphs.

7Availableat: http://security.dstc.edu.au/spectrum/sl-api/

4.3 Numerical Example

Let the opinionsaboutthreatsandvulnerabilitiesbe de-
�ned accordingto Table3 andTable4.

Table3: Exampleopinionsaboutthreats

T Threat Opinion
1 externalhacker (0.90, 0.05, 0.05,0.5)
2 maliciousdeveloper (0.08, 0.80, 0.12,0.5)
3 maliciousoperator (0.03, 0.90, 0.07,0.5)
4 operatorerror (0.20, 0.75, 0.05,0.5)

In modern risk analysis methodologiesthe list of
threatscan contain several hundreddifferent types of
threats,and in our examplewe have only includedfour
typesin thelist above. Similarly, thelist of vulnerabilities
cancontainseveralhundreddifferenttypes,andwe have
only includedfour typesin thelist below.

Table4: Exampleopinionsaboutvulnerabilities

V Vulnerability Opinion
1 sourcecodecontrol (0.60,0.35,0.05,0.5)
2 executablecodecontrol (0.05,0.90,0.05,0.5)
3 �re wall accesscontrol (0.01,0.95,0.04,0.5)
4 input datacontrol (0.10,0.80,0.10,0.5)

A combinationof threatandvulnerability canimpact
speci�c assets,andthelist of differentassetscanbequite
large. For the purposeof this examplewe have only in-
cludedfour differentassetimpactsandtheir costsin Ta-
ble5 below.

Table5: Exampleassetimpactsandcosts

AI AssetImpact ImpactCost
1 deleted�les $ 1,000,000
2 breachof integrity $ 200,000
3 breachof con�dentiality $ 100,000
4 systemunavailable $ 500,000

We now de�ne thevalid combinationsof threats,vul-
nerabilitiesandassetimpactsfrom Tables3, 4 and5 and
computethe opinionsof the combinationsaccordingto
Eq.(8). We alsoconvert eachopinion into a betapdf ac-
cording to Eq.(7). A betapdf representsthe probability
densityfunctionof thelikelihoodof anassetimpactto oc-
cur asa function of the relevant threatandvulnerability
combination. Theseresultsare summarisedin Table 6.
The list of valid combinationsis not supposedto bea re-
alisticexhaustive list of possibleimpactcombinations.

We arethenableto illustratetheprobabilitiesof valid
T/V/AI combinationsasbetapdfs,seeFig.4.



Table6: Examplevalid combinationsof threats,vulnerabilitiesandassetimpacts

T/V/AI OpinionaboutT/V/AI Betapdf of T/V/AI ImpactCost
combination T V AI combination combination

1 1 3 3 (0.021,0.952,0.026,0.250) beta(2.1,74.7) $ 100,000
2 2 1 1 (0.073,0.870,0.057,0.250) beta(3.1,32.0) $ 1,000,000
3 2 1 3 (0.073,0.870,0.057,0.250) beta(3.1,32.0) $ 100,000
4 2 1 4 (0.073,0.870,0.057,0.250) beta(3.1,32.0) $ 500,000
5 3 4 2 (0.006,0.980,0.014,0.250) beta(1.4,141.5) $ 200,000
6 3 4 3 (0.006,0.980,0.014,0.250) beta(1.4,141.5) $100,000
7 4 4 1 (0.025,0.940,0.035,0.250) beta(1.9,55.2) $1,000,000
8 4 4 2 (0.025,0.940,0.035,0.250) beta(1.9,55.2) $200,000
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Figure4: Visualisationof assetimpactlikelihood

The probability densitiesover assetimpactprobabili-
ties areconcentratedcloseto zeroon the X-axis, so the
X-axis thereforeonly covers the range[0.0, 0.2]. High
densitycloseto zeroon the X-axis meansthat the like-
lihood (i.e. expectedprobability) of assetimpact is low.
Thelikelihoodof assetimpactincreaseswhenthedensity
�o ws into highervalueson theX-axis.

Some T/V/AI combinationshave identical pdfs be-
causethey result from the sameT/V pair without taking
the AI cost into account. Fig.4 thusonly representsthe
likelihoodof anassetimpactto occur, anddoesnot indi-
catetherisk involved.

In order to illustratehow uncertainlevels of risk can
bederived,eachAI probabilitycanbemultipliedwith the
correspondingimpactcost,so that theX-axis now repre-
sentsimpactcost. A pdf over impactcostscanbe inter-
pretedasrisk. Thepdfsof impactcostswill bestretched
alongtheX-axis asa functionof thenominalvalueof the
correspondingimpactcost.This is illustratedin Fig.5.

 0  50000  100000  150000Impact cost  1
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 200000

Figure5: Visualisationof risk aspdfsover impactcost

The densitiesare concentratedclose towards zero
value on the X-axis, so that the X-axis only covers the
range[$0, $200,000]althoughthehighestimpactcostac-
tually is $1,000,000. The densitiestowards$1,000,000
areonly in�nitesimal sothatit wouldnotbeinterestingto

illustratethem.
Thecloserto zerothedensityis concentrated,theless

the risk. The morethe densityis spreadout over higher
impactcosts(towardsthe right side) thenthe higher the
risk. In this way it is easyto getanimpressionof therisk
level for eachT/V/AI combination. It can be seenthat
T/V/AI combinations2, 4 and7 have their risk densities
morespreadout thantheothercombinations.

Theprobabilityexpectationvalueof eachT/V/AI com-
binationcanbecomputedwith Eq.(6).Whenmultiplying
theprobabilityexpectationvaluewith theimpactcost,the
expectedrisk can be computed. Theseresultsare sum-
marisedin Table7 below.

Table7: Expectationvaluesfor assetimpactprobability
andrisk

T/V/AI AssetImpactprobability Expected
combination expectation Risk

1 0.02750 $ 2,750
2 0.08725 $ 87,250
3 0.08725 $ 8,725
4 0.08725 $ 43,625
5 0.00950 $ 1,900
6 0.00950 $ 950
7 0.03375 $ 33,750
8 0.03375 $ 6,750

It canbeseenthatT/V/AI combination2 hasthehigh-
estexpectedrisk, followedby T/V/AI combinations4 and
7, asalreadyindicatedby Fig.5.

Whenever thesameassetimpactis involvedin differ-
entT/V/AI combinations,thecorrespondingrisk for that
assetimpact could be computedby combiningall valid
combinationsof threatsandvulnerabilitiesthat canhave
thesameassetimpact.This would translateinto comulti-
plicationof theopinionsaboutthosecombinationssothat
for exampletheopinionabout Ó¶Ô³Õ (“deleted�les”) could
becomputedby comultiplyingtheopinionsaboutT/V/AI
combinations2 and7 from Table6 as:

Ö

AI ×\ØuÙ

Ö[Ú=Û\Ü"Ö[Ý

×"Þjß

Ù

Ö[Úˆà’Ü"Ö[Ý+à

Þ

(9)

However, whenever thereis dependencebetweendif-
ferentcombinationsthis methodwill not give correctre-
sult. Thatis thereasonwhy we choseto computetherisk
of eachcombinationseparately, sothatthesameassetim-
pactmayoccurin severalrows in Table6.

5 Conclusion

Ignoranceis not properly accountedfor in traditional
mathematicalreasoningframeworkssuchasbinary logic
andprobability calculus.Whenrisk analysisis basedon
suchcalculi, it will not be ableto re�ect that the results
alsoarepartly ignorant,andtherebygivesa falsepicture



of a system's securitystate.We have describedhow risk
analysiscanbe implementedwith subjective logic which
hasthe advantageof enablingignoranceinto to be taken
into consideration.Theresultsof therisk analysisarethen
easyto interpretandclearlyshow thedegreeof ignorance
it contains.

The main dif�culty when performinga risk analysis
is to properly determinethe input parameters,which in
our model are the subjective opinionsaboutthreatsand
vulnerabilitiesand the impact costs. If the evidenceat
handcanbeanalysedstatistically, Bayesianupdatingcan
be used. If on the other handthe evidencecan only be
analysedintuitively, webelievethatguidelinescanbeuse-
ful in order to get asuniform andconsistentopinionsas
possible. The problemof de�ning input parameterswill
neverthelessremaintheweakestpoint in any risk analysis
methodology.
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