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Abstract

This paperdescribesa methodfor risk analysisbasedon
the approachusedin CRAMM, but insteadof usingdis-
crete measuredor threatsand vulnerabilitiesand look-
up tablesto derive levels of risk, it usessubjectve be-
liefs aboutthreatsandvulnerabilitiesasinput parameters,
anduseghebelief calculusof subjectve logic to combine
them. Belief calculushasthe advantagethat uncertainty
aboutthreatandvulnerability estimatesanbe takeninto
considerationandtherebyre ecting morerealisticallythe
natureof suchestimates.As a result,the computedrisk
assessmentsill betterre ect the realuncertaintiesasso-
ciatedwith thoserisks.

Keywords: Security risk analysispelief calculus

1 Intr oduction

Whensecurityis to beincludedin IT systemarisk analy-
sisprovidesa systematianethodfor de ning the security
requirementsA logicalapproacho risk analysids rst to
getanoverview of all theassetsto determineall possible
threatsandto identify the vulnerabilities. From this, the
risk analysismusttry to determinepotentialdirect neg-
ative impacton assetsand nally the consequencethis
canhave ontheorganisation.

In this paperwe will interpreta threat as something
(e.g.personsgroupsor activities) thattriesto causesecu-
rity incidentson assetsWe will usethetermassetimpact
to denotea securityincidentaffecting a particularasset.
An assetcan be anything that hasa value to an organ-
isations(e.g. IT systems,nformation, staf, reputation,
goodwill), andtheimpactcostis the estimatedtostto the
organisationresultingfrom the direct damageto the as-
setandfrom ary negative consequencesn the organisa-
tion in casean assetimpactoccurs. Vulnerability is de-

ned asthelack of protection(e.gno re walls, poorpass-
words,presencef softnaresecurity a ws) againsthreats
againstassets.The likelihood of an assetimpactcanbe
determinedasthe “product” of the threatagainstthat as-
setandits vulnerability Therisk canthenbe determined
asthe “product” of thelikelihood of an assetmpactand
the impactcost. This is in line with the approachtaken
by CRAMM(CCTA 1991)which is awell known typical
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risk managemenmethodologywherethreats vulnerabil-

ities andassetvaluesarequanti ed asdiscretemeasures.
The basicprinciplesof CRAMM are explainedin Sec.3
below.

Risk resolutionconsistsof determiningthe mostsuit-
able countermeasureto reduce the vulnerability and
therebythe risk. Together risk analysisandrisk resolu-
tion can be called risk management.Our approachex-
tendsthe methodologyusedin CRAMM by quantifying
threatsandvulnerabilitiesas beliefs,andimpactcostsin
dollars and cents. We then shav how the risk analysis
part can be enhancedy using belief calculusoperators
from subjectvelogic(Jgsan@001,Jgsan@002 Jgsang
Grandisor2003)for analysingthesebeliefsandfor com-
bining theresultswith impactcosts.

2 The Belief Model

2.1 RepresentingBeliefs

Belief calculusis suitablefor approximatereasoningin

situationswherethereis more or lessuncertaintyabout
whethera given propositionis true or false,andthis un-
certaintycan be expressedy a belief massassignmerit
(BMA) wherea quantityof belief masson a given propo-
sition canbe interpretedascontributing to the probability
thatthe propositionis true.

More speci cally, if asetdenotecby of exhaustie
mutually exclusive atomic elementscan be de ned, this
setis referredto asa frameof discernmentEachatomic
elementcan be interpretedas a propositionthat can be
eithertrue or false. The powersetof  denotedby
containsall possiblesubsetof . The set of
nonemptysubsetof  will be calledits reducedpower-
set. A BMA assigndelief massto nonemptysubsetof

(i.e. to elementsof ) without specifyingary
detail of how to distribute the belief massamongstheel-
ementsof aparticularsubsef{or evenamongits nontrivial
subsets)In thiscasethenfor any nontrivial subsebf ,a
belief masson thatsubseexpressesincertaintyregarding
the probability distribution over the elementsf the sub-
set. More generally a belief massassignment on is
de ned asafunctionfrom to satisfying:

@)

Eachnonemptysubset suchthat is
called a focal elementof . A vacuousBMA is when
whereasa dogmaticBMA is when .

Givena particularframeof discernmenanda BMA, the
DempsteiShafertheory (Shafer 1976) de nes a belief

1Calledbasicprobability assignmenin (Shafer1976).



functior? . In addition,subjectvelogic (Jgsang@001)
de nes a disbelieffunction , anuncertaintyfunction

, arelative atomicity function anda probabil-
ity expectation . Theseareall de ned asfollows:

)
®3)

(4)

— (6)
(6)

Therelative atomicityfunctionof asubset relativeto
theframeof discernment is simply denotedchy

Subjectie logic appliesto binary framesof discern-
ment,soin caseaframeis largerthanbinary, acoarsening
is requiredto reducsits sizeto binary. Coarsenindocuses
onaparticularsubset , andproducesbinaryframe
of discernment containing andits complement. The

powersetof is - whichhas
elementsvhenexcluding . The coarseningrocessalso
produceselief, disbelief,uncertainty andrelative atom-
icity functionsfor the element in focus. Let the coars-
enedframeof discernmenbe — where™ isthe
complemenof in . Wewill denoteby , , and

the belief, disbelief,uncertaintyandrelative atomicity
functionsof on .

Differenttypesof coarseningare possible. In simple
coarseningJgsang001)the belief, disbeliefand uncer
tainty functionson in areidenticalto thosein . The
simplerelative atomicity function on the otherhandpro-
ducesa syntheticrelative atomicity valuewhich doesnot
representherealrelative atomicityof on in general.
Howevertheprobabilityexpectatiorvalueof is equalin

and , asexpected.

In normal coarseningJgsang Grandison2003)the
relative atomicity function representghe actual relative
atomicityof on . Therelative cardinality of an ele-
mentin abinaryframeof discernmenwill alwaysbe0.5,
whereaghe normalrelative atomicityre ects thetruerel-
ative atomicityof anelementelative to theoriginal frame
of discernment.

An opinion  held by anindividual abouta propo-

sition is the orderedquadruple . Note
that , and mustall fall in the closedinter
val , and . For both simpleand

normal coarseningthe expectedprobability for  satis-

es . Althoughthe coarsened
frameof discernment is binary, anopinionabout
carriesinformationaboutthe statespacesizeof the origi-
nal frameof discernment throughtherelative atomicity
parameter .

The opinion spacecan be mappedinto the interior
of an equal-sidedriangle, where,for an opinion

, thethreeparameters , and deter

mine the positionof the pointin the trianglerepresenting
the opinion. Fig.1illustratesan examplewherethe opin-
ion abouta proposition from a binaryframeof discern-
menthasthevalue

The top vertex of the triangle representsuncertalnty
the bottom left vertex representslisbelief, and the bot-
tom right vertex representdelief. The parameter is
the value of a linear function on the trianglewhich takes

2Denotecby Bel  in (Shafer1976).

Uncerltainty

Example opinion:
wy=(0.7,0.1, 0.2, 0.

Projector

Probability axis

Figurel: Opiniontrianglewith exampleopinion

value 0 on the edgewhich joins the uncertaintyand dis-
belief verticesandtakesvalue 1 at the belief vertex. In
otherwords, is equalto the quotientwhenthe perpen-
dicular distancebetweenthe opinion point and the edge
joining theuncertaintyanddisbeliefverticesis divided by
the perpendiculadistancebetweenthe belief vertex and
thesameedge.Theparameters and aredetermined
similarly. The edgejoining the disbeliefand belief ver
ticesis calledthe probability axis. Therelative atomicity
is indicatedby a pointontheprobabilityaxis,andthepro-
jectorstartingfrom the opinionpointis parallelto theline
that joins the uncertaintyvertex andthe relative atomic-
ity point on the probability axis. The point at which the
projectormeetshe probabilityaxisdetermineshe expec-
tationvalueof the opinion,i.e. it coincideswith the point
correspondingo expectatiorvalue

Opinionscanbe orderedaccordingto probablllty ex-
pectationvalue,but additionalcriteriaareneededn case
of equalprobability expectationvalues. We will usethe
following rulesto determinethe orderof opinions(Jgsang
2001):

Let and betwo opinions. They canbe ordered
accordingo thefollowing rulesby priority:

1. Theopinionwith thegreatesprobabilityexpectation
is thegreatesbpinion.

2. Theopinionwith theleastuncertaintyis the greatest
opinion.

3. The opinion with the leastrelative atomicity is the
greatesbpinion.

Opinions can be expressedas beta pdfs (probability
densityfunctions)denotedby beta throughthefol-
lowing mapping:

)

beta —

This meangfor examplethat an opinionwith
and which mapsto beta is equivalentto a
uniform pdf. It alsomeansthata dogmaticopinion with
which mapsto beta where
is equivalentto a spike pdf with in nitesimal width and
in nite height. Dogmaticopinionscanthusbeinterpreted
asbeingbasednanin nite amountof evidence.

2.2 Reasoningwith Beliefs

Subjective logic de nesanumberof operators Someop-
eratorgepresengeneralisationsf binarylogic andprob-
ability calculuswhereasothersare uniqueare uniqueto
belieftheorybecaus¢hey dependon belief ownership.



Tablel: Belief operatorsn subjectve logic

Belief operator Opinionoperator | Logic operator| Logic operatomame

name symbol symbol

Multiplication AND

Division o UN-AND

Comultiplication OR

Codwision o o UN-OR

Complement - NOT

Discounting SERIAL TRANSITIVITY
Consensus PARALLEL COMBINATION
Conditionalinference - MODUS PONENS

Multiplication? is equivalentto multiplication of prob-
abilitiesin caseof dogmaticopinions,andto binarylogic
AND in caseof absoluteopinions(Jgsang2001, Jgsang
& McAnally 2004). Division is equivalentto division of
probabilitiesin caseof dogmaticopinions,andto binary
logic UN-AND in caseof absoluteopinions (Jgsang&
McAnally 2004).

Comultiplicatiort is equivalentto comultiplicationof
probabilitiesin caseof dogmatic opinions, and to bi-
narylogic OR in caseof absoluteopinions(Jgsand001,
Josang& McAnally 2004). Coduision is equivalentto
codiision of probabilitiesin caseof dogmaticopinions,
andto binary logic UN-OR in caseof absoluteopinions
(Jgsang McAnally 2004).

Complemert is equivalentto complemeniof proba-
bilities in caseof dogmaticopinions,andto binary logic
NOT in caseof absoluteopinions.

Discountingdoesnot have arny equivalentoperatorin
probability calculusor binarylogic. Discountingis used
to computetransitive trust, i.e. if Alice trustsBob, and
Bob trusts Clark, and Bob recommend<Clark to Alice,
thenAlice will discountherecommendatioasafunction
of hertrustin Bob. The effect of discountingin a transi-
tive chainis thatuncertaintyincreasegandnot disbelief)
(JgsangGray & Kinateder2003).

Consensuss equialentto Bayesianupdatein prob-
ability calculus. However thereis no correspondingi-
nary logic operator(Jgsan@002) becausehatwould be
the sameas trying to combinecontradictorystatements
suchasfor examplecombining with NOT . Thisisin
fact perfectly possiblein subjectve logic(JgsangPaniel
& Vannoorenbeghe2003).

The Subjectve Logic API (SL-API) is a Java imple-
mentationof theoperatorsn Tablel.

3 Risk Analysiswith CRAMM

The acrorym CRAMM(CCTA 1991) standsfor CCTA®
Risk Analysis and ManagementMethodology The
methodfor risk analysisusedoy CRAMM andmostother
methodologiesonsistsof evaluatingthe following three
factors:

thethreatsthatcanaffectthatassetand

thevulnerabilitiesthatcanbe exploited by athreat,

thecostin caseof impactonanasset

SCalled“propositionalconjunction”in (Jzsan@001).

“Called“propositionaldisjunction”in (Jgsan@001).

5Called“negation”in (Jgsang001).

50riginally, CCTA stood for Central Computer and Telecommunications
Agency Theactualnameis The GovernmenCenterfor InformationSystemslt is
abranchof the TreasuryDepartmentn the UK, andthey give adviceon computer
securityamongotherthings.

andfrom thisdeterminarisk level or establistsomemea-
sureof risk. Thisis conceptuallyillustratedin Fig.2.

Threats Vulnerabilities

e

Asset Impacts Impact Cos

Risk

Figure2: Conceptualllustration of risk analysis

Therisk analysidtself consistof ve parts:

1. Identify assetsthreatsand vulnerabilities.
Eachpotentially impactedassetmust be identi ed.
Lists of all imaginablethreats of all relevantvulner
abilities,andof all potentiallyaffectedassetsarees-
tablished.

2. ldentify potential assetimpacts.
A list of all combination®f threatanda vulnerabili-
tieswhich potentiallycancauseanimpactonanasset
areidenti ed. Thisis illustratedin Fig.3.

3. Value assetsand measutr thr eatsand vulnerabili-
ties.
Each potentially affected assetmust be valued ac-
cording to the costof loss or damageof the asset.
All valuesaretranscribednto a scalefrom 1 to 10.
Thestrengthof thethreatsandthelevel of thevulner
abilitiesmustbe quanti ed. Possiblevaluesfor both
threatandvulnerabilityarelow, mediumandhigh.

4. Calculate the risk.
A x ed3dimensionalookuptable(Tah2) wherethe
strengthof the threat, the level of the vulnerability
andthevalueof theassefreinput parametersgives
the nal securityrequiremeni(= risk) in therangel
through5.

5. Reviewthe results.
At this pointit is usefulto review the data. A bit of
commonsensanustbeusedto seeif theresultsseem
reasonableUsually, anadjustmenbf theinput data
is needed.

After the risk analysis,suitablecountermeasuresan
be selectedandthe risk analysiscan eventuallybe done
againwith the countermeasureaacluded,in orderto see
whethertherisk hasbeenreducedo anacceptabléevel.
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Threats

- external hackers b
<malicious system developet
' - malicious system operator
- operator error

| Vulnerabilities

_s=source code control
- executeable code contr0§
- - firewall access control |
3 - input consistency control§
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Asset Impacts

- - deleted files

! - breach of integrity

\_- breach of confidentiality '

|~ system unavailable !

Figure3: Potentialimpacts:Combinationf threat,vulnerabilityandimpact

Table2: CRAMM risk look-up matrix
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4 Risk Analysis using Subjective Logic

4.1 Informal Description

A CRAMM like methodologycanbe mademoregeneral
and e xible usingsubjectve logic. Opinionsaresuitable
to quantify threatsand vulnerabilitiesdue to the possi-
bility of including the ignorancewhich alwaysis present
whenmaking suchassessment®Opinionsregardingim-

pactscanbeobtainedoy combiningopinionsaboutthreats
andvulnerabilitiesby multiplication. Finally, the impact
costcanbeseenasafactorassociateavith eachasseim-

pactsothatarisk for eachasseimpactcanbe computed
asthe productof the probability expectationvalue of the
asseimpactandtheimpactcost. Theriskscanbeordered
and graphicallyrepresentedor exampleas betapdfsin

orderto provide avisualrepresentatioof risks.

4.2 Formalising Risk Analysis

Let thethreatsbe denotedoy =~ wheretheindex indi-
catesthethethreattype, let the vulnerabilitiesbe denoted
by  wheretheindex indicatesthe vulnerability type,
andlet theassetsmpactsbedenotecy wherethein-
dexed indicatesthe asseimpacttype. Eachvalid com-
binationof threat,vulnerability andassetmpactswill be
denotedy whereindex indicateshethepar
ticularvalid combination.

The opinion abouta valid T/V/Al combinationcan
thenbeexpresseds:

(8)

The mappingfrom opinionsto betapdfs de ned by
Eq.(7)allows the above opinionto be expressedisa beta
pdf denotedoy beta . We will usethebetapdfrep-
resentatiorin orderto visualisetherisk in a 3D diagram.
The SL-API” wasusedfor the belief computationsn the
examplebelow. Gnuplotwasusedto draw thegraphs.

7 Availableat: http://securitydstc.edu.au/spectrum/sl-api/

4.3 Numerical Example

Let the opinionsaboutthreatsand vulnerabilitiesbe de-
ned accordingto Table3 andTable4.

Table3: Exampleopinionsaboutthreats

T | Threat Opinion

1 | externalhacler (0.90, 0.05, 0.05,0.5)
2 | maliciousdeveloper| (0.08, 0.80, 0.12,0.5)
3 | maliciousoperator | (0.03, 0.90, 0.07,0.5)
4 | operatorerror (0.20, 0.75, 0.05,0.5)

In modern risk analysis methodologiesthe list of
threatscan contain several hundred different types of
threats,andin our examplewe have only includedfour
typesin thelist above. Similarly, thelist of vulnerabilities
cancontainseveral hundreddifferenttypes,andwe have
only includedfour typesin thelist below.

Table4: Exampleopinionsaboutvulnerabilities

V | Vulnerability Opinion

1 | sourcecodecontrol (0.60,0.35,0.05,0.5)
2 | executablecodecontrol | (0.05,0.90,0.05,0.5)
3 | rewall acceszontrol | (0.01,0.95,0.04,0.5)
4 | inputdatacontrol (0.10,0.80,0.10,0.5)

A combinationof threatandvulnerability canimpact
speci ¢ assetsandthelist of differentassetsanbe quite
large. For the purposeof this examplewe have only in-
cludedfour differentasseimpactsandtheir costsin Ta-
ble 5 below.

Table5: Exampleasseimpactsandcosts

Al | Assetimpact ImpactCost
1 | deletedles $ 1,000,000
2 | breachof integrity $200,000
3 | breachof con dentiality $ 100,000
4 | systemunavailable $500,000

We now de ne thevalid combinationf threats,vul-
nerabilitiesandasseimpactsfrom Tables3, 4 and5 and
computethe opinionsof the combinationsaccordingto
Eq.(8). We alsocorvert eachopinioninto a betapdf ac-
cordingto Eq.(7). A betapdf representshe probability
densityfunctionof thelik elihoodof anassetmpactto oc-
cur asa function of the relevantthreatand vulnerability
combination. Theseresultsare summarisedn Table 6.
Thelist of valid combinationds not supposedo beare-
alistic exhaustvelist of possibleéimpactcombinations.

We arethenableto illustratethe probabilitiesof valid
T/VIAI combinationsaasbetapdfs, seeFig.4.



Table6: Examplevalid combination®f threatsyulnerabilitiesandasseimpacts

TIVIAI OpinionaboutT/V/AI Betapdfof T/V/AI | ImpactCost
combination| T V Al combination combination
1 1 3 3 ](0.021,0.952,0.026,0.250) | beta(2.1,/4.7) $100,000
2 2 1 1 ](0.073,0.870,0.057,0.250) | beta(3.132.0) $ 1,000,000
3 2 1 3 ](0.073,0.870,0.057,0.250) | beta(3.132.0) $100,000
4 2 1 4 ](0.073,0.870,0.057,0.250) | beta(3.132.0) $500,000
5 3 4 2 ](0.006,0.980,0.014,0.250) | beta(1.4141.5) $200,000
6 3 4 3 ](0.006,0.980,0.014,0.250) | beta(1.4141.5) $100,000
7 4 4 1 |(0.025,0.940,0.035,0.250) | beta(1.955.2) $1,000,000
8 4 4 2 ](0.025,0.940,0.035,0.250) | beta(1.955.2) $200,000
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Figure4: Visualisationof asseimpactlikelihood

The probability densitiesover assetimpact probabili-
ties are concentrateatloseto zeroon the X-axis, so the
X-axis thereforeonly coversthe range[0.0, 0.2]. High
densitycloseto zero on the X-axis meansthat the like-
lihood (i.e. expectedprobability) of assetimpactis low.
Thelikelihoodof asseimpactincreasesvhenthe density
0 wsinto highervaluesonthe X-axis.

Some T/V/Al combinationshave identical pdfs be-
causethey resultfrom the sameT/V pair without taking
the Al costinto account. Fig.4 thusonly representshe
likelihoodof anasseimpactto occur, anddoesnot indi-
catetherisk involved.

In orderto illustrate how uncertainlevels of risk can
bederived,eachAl probabilitycanbe multiplied with the
correspondingmpactcost,so thatthe X-axis now repre-
sentsimpactcost. A pdf over impactcostscanbe inter-
pretedasrisk. The pdfs of impactcostswill be stretched
alongthe X-axis asafunctionof the nominalvalueof the
correspondingmpactcost. Thisis illustratedin Fig.5.
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Figure5: Visualisationof risk aspdfsoverimpactcost

The densitiesare concentratedclose towards zero
value on the X-axis, so that the X-axis only coversthe
range[$0, $200,000flthoughthe highestimpactcostac-
tually is $1,000,000. The densitiestowards $1,000,000
areonly in nitesimal sothatit would notbeinterestingto

illustratethem.

The closerto zerothe densityis concentratedthe less
therisk. The morethe densityis spreadout over higher
impact costs(towardsthe right side) thenthe higherthe
risk. In thisway it is easyto getanimpressiorof therisk
level for eachT/V/AlI combination. It canbe seenthat
T/VIAI combination2, 4 and 7 have their risk densities
morespreacdut thanthe othercombinations.

Theprobabilityexpectatiorvalueof eachT/V/Al com-
binationcanbe computedwith Eq.(6). Whenmultiplying
the probability expectationvaluewith theimpactcost,the
expectedrisk can be computed. Theseresultsare sum-
marisedn Table7 below.

Table 7: Expectationvaluesfor assetimpactprobability
andrisk

TIVIAI Assetlmpactprobability | Expected
combination expectation Risk
1 0.02750 $2,750

2 0.08725 $87,250

3 0.08725 $8,725

4 0.08725 $43,625

5 0.00950 $1,900

6 0.00950 $ 950

7 0.03375 $ 33,750

8 0.03375 $6,750

It canbeseenthatT/V/AlI combination2 hasthe high-
estexpectedisk, followedby T/V/Al combinationgt and
7, asalreadyindicatedby Fig.5.

Whenever the sameasseimpactis involvedin differ-
entT/V/Al combinationsthe correspondingisk for that
assetimpact could be computedby combiningall valid
combinationsof threatsand vulnerabilitiesthat can have
the sameasseimpact. This would translateénto comulti-
plicationof the opinionsaboutthosecombinationsothat
for examplethe opinion about (“deleted les”) could
be computedoy comultiplyingthe opinionsaboutT/V/Al
combination® and7 from Table6 as:

Al )

However, wheneer thereis dependenceetweendif-
ferentcombinationghis methodwill not give correctre-
sult. Thatis thereasorwhy we choseto computetherisk
of eachcombinationseparatelysothatthe sameasseim-
pactmayoccurin severalrowsin Table6.

5 Conclusion

Ignoranceis not properly accountedfor in traditional
mathematicateasoningrameworks suchasbinary logic
and probability calculus. Whenrisk analysisis basedon
suchcalculi, it will not be ableto re ect thatthe results
alsoare partly ignorant,andtherebygivesa falsepicture



of a systems securitystate. We have describechow risk

analysiscanbe implementedwith subjectve logic which

hasthe advantageof enablingignoranceinto to be taken

into considerationTheresultsof therisk analysisarethen
easyto interpretandclearly shav the degreeof ignorance
it contains.

The main dif culty when performinga risk analysis
is to properly determinethe input parametersyhich in
our model are the subjectve opinionsaboutthreatsand
vulnerabilitiesand the impact costs. If the evidenceat
handcanbe analysedstatistically Bayesianupdatingcan
be used. If on the other handthe evidencecan only be
analysedntuitively, we believe thatguidelinessanbeuse-
ful in orderto getasuniform and consistenbpinionsas
possible. The problemof de ning input parametersvill
neverthelessemainthe wealestpointin ary risk analysis
methodology
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