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Abstract

This paper considers the relational versions of the sur-
jective and multifunction weak pigeonhole principles
for PV, 3% and ©5-formulas. We show that the re-
lational surjective pigeonhole principle for ©5 formu-
las in S§ implies a circuit block-recognition principle
which in turn implies the surjective weak pigeonhole
principle for ¥¥ formulas. We introduce a class of
predicates corresponding to poly-log length iterates
of polynomial-time computable predicates and show
that over RZ, the multifunction pigeonhole principle
for such predicates is equivalent to an “iterative” cir-
cuit block-recognition principle. A consequence of
this is that if R3 proves this circuit iteration princi-
ple then RSA is vulnerable to quasi-polynomial time
attacks.

Keywords: Bounded arithemtic, circuit lower bounds,
pigeonhole principle, RSA, cryptography.

1 Introduction

The weak pigeonhole principle (WPHP) states that
given a function from a set of size n? into a set of size
n, there are two elements in the domain that map to
the same element in the range. This principle gives
one the ability to do a limited amount of counting
with regard to the function in question. The weak
pigeonhole principle has been used in the context of
propositional proof complexity to define sequences of
true formulas which do not have short resolution or
constant depth Frege proofs (Ajtai 1994, Beame, Im-
pagliazzo, Krajicek, Pitassi, Pudldk & Woods 1992).
It has also been well-studied in the context of first or-
der logic. Here one adds the principle for some class
of relations—for instance, the p-time computable re-
lations or the Ag relations—to a weak system of arith-
metic and considers what new results are provable
in the strengthened system. An early result of this
type is that TAg+WPHP(A,) proves there are in-
finitely many primes (Paris, Wilkie & Woods 1988).
The pigeonhole principles in both contexts are inti-
mately related via well known translations of first
order bounded arithmetics into sequences of propo-
sitional proofs (Paris & Wilkie 1985, Krajicek &
Pudldk 1990).
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Besides the traditional injective pigeonhole prin-
ciple described above, many other flavors have been
considered in the literature. These include the surjec-
tive pigeonhole principle which says that there is no
surjective function from a set of size n onto a set of
size 2n, the bijective pigeonhole principle which com-
bines the injective and surjective principles, and the
multifunction pigeonhole principle which is like the
injective principle but defined in terms of multifunc-
tions rather than just functions. In weak theories of
arithmetic it might not be provable that these pigeon-
hole notions coincide.

Recently, Jefdabek (2004, §3) has shown that the
surjective pigeonhole principle for p-time functions is
connected with circuit lower bounds. He shows that
in bounded arithmetic S5 the surjective weak pigeon-
hole principle for p-time functions is equivalent to the
statement that for each fixed k£ > 0 there is a string of
length 2n* which is hard for circuits of size n¥. Here
S4 is a theory which roughly has length induction for
NP predicates. Given this result it is natural to ask
whether the other forms of the pigeonhole principle
can be connected to circuit principles. Jefdabek’s re-
sult was for the pigeonhole principle expressed using
p-time functions so it is further natural to try to ex-
tend his results to the case where the surjection is
expressed as the graph of a function rather than by
a function symbol, thereby allowing consideration of
functions more complex than p-time.

Razborov (1995, App. C) has argued that Shan-
non’s counting argument cannot obviously be formal-
ized in S}. As a consequence, S5 cannot, at least in a
direct way, formalize Kannan’s result (Kannan 1982)
that there is a set in NEXPN" that is not in P/poly.
To a large degree, these statements are consequences
of Parikh’s Theorem which shows that S3 cannot de-
fine functions of super-polynomial growth. Neverthe-
less, it is open whether S} can prove a “weak Kan-
nan result”—the existence of sets A, which require
circuits of size greater than nF for each fixed k. It
is also still open whether, if for one fixed set A de-
fined by a bounded arithmetic formula, S} can prove
the sequence of statements: “A requires circuits of
size greater than n*”, for each fixed k& > 0. A pos-
itive answer to this latter question would imply S;
could prove P # NP, and so, of course, P # NP would
hold in the real world. Jefabek’s result to some ex-
tent gives an upper bound on the theory required to
prove a weak Kannan result, for once we know a hard
string exists, if we can obtain a least such string, we
can construct a fixed set which is hard for size-n* cir-
cuits. This kind of argument can be carried out in the
theory S3, where S is defined roughly as the theory



with length induction for the ith level of polynomial
hierarchy. This is because S3 can do the necessary
minimization and Paris et al. (1988) have shown that
S3 proves the weak pigeonhole principle for p-time
functions (see (Krajicek 1995) for an exposition). It is
interesting to ask whether one can make any progress
on showing a matching lower bound on the theory
required.

The intent of this paper is to show that to some ex-
tent all of the questions posed above can be answered.
For the remainder of this introduction, n = |z| for
some z. Let s WPHP(U) (resp. m WPHP(¥)) denote
the surjective (resp. multifunction) weak pigeonhole
principle for the relations in ¥. We show that over S3,
sWPHP(05) implies there is a string S of length 2n*
that is not block-recognized by any circuit (code) of
size n*. That is, there is no such circuit such that for
b < 2n*~!and s < 2", C(b, s) outputs 1 if and only if
s is the b-th length-n block of S. Here ©8 (sometimes
called ¥8(X%) in the literature) is a class of formu-
las that precisely defines the sets in PNP(log), sets
computable in polynomial time using at most loga-
rithmically many oracle queries to an NP set. On the
other hand, it is also shown that the existence of such
a hard string for each k implies s WPHP(X?). Here

the X2-formulas correspond to the NP-sets. The rea-
son for the slight gap is that specifying the uniqueness
of the block that is recognized slightly bumps up the
complexity of the pigeonhole principle needed to show
the circuit result, but it is not clear how to harness
this added complexity in the reverse direction. For
this direction, we adapt the proof of Jerabek’s result
to amplify a surjection f : 2" — 22" to a surjection
from 2" onto 227" by a circuit that iterates f, but
only “remembers” n bits of each computation.

For the multifunction case, let
ITER(PV,{|id||°V}) denote the class of rela-
tions which can be computed as poly-log length
iterations of a polynomial relation. The precise
statement of this requires that when x is in such a
set that is defined using a p-time relation, R, the
sequence of computation values R(x,y1), R(y1,v2),

., R(yt—1,y:) where t is O(log|z|), is uniquely
defined. Note that just because we can recognize
that R(x,y1) holds in p-time does not imply that
there is a p-time function which computes y; from z,
even if y; is polynomially bounded. This iteration
principle is similar to one considered by Krajicek in
the context of the propositional proof complexity of
the surjective pigeonhole principle (Krajicek 2004).
ITER(PV,{|]id||°M}) contains PV and like ©8 is
contained in the class ¥5. We show that over R2,
mWPHP(ITER(PV, {|]id||°M})) is equivalent to the
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existence of a string S < 22" that is not iteratively
block-recognized by any circuit of size n*. Hence,
this principle over R3 also implies m WPHP(PV).

The last statement can be used to say some-
thing either about the likelihood of proving circuit
lower bounds in weaker theories or about the secu-
rity of RSA against various kind of attacks attacks.
Krajicek and Pudldk (1998) (see also (Thapen 2002,
Lemma 3.15)) have shown that if there is an algorithm
witnessing the injective weak pigeonhole principle for
p-time functions (this is contained in ¢ WPHP(PV)
which allows p-time relations) from a class C sat-
isfying P¢ = C, then RSA is vulnerable to attacks
from C. Extending R} by a quasi-polynomial growth
rate function, #s, gives the theories R5. We apply
Krajicek and Pudlék’s result to conclude that if R3
proves our circuit principle then RSA is vulnerable to

quasi-polynomial time attacks. As R contains the
theories R3 and S3 the same result holds for them if
they can prove our circuit principle. One can some-
what strengthen the theory R3 and still obtain re-
sults which we believe are open. For example, if
R3 proves our circuit principle, then RSA is vulner-
able to attacks computed in the polynomial closure
of quasi-polynomial local search. All of these result
rely on the fact that m PHP(PV') implies i PHP(PV).
It is unknown over S3 whether sPHP(PV) implies
iPHP(PV), which is why an analogous result does
not follow immediately from Jefabek’s result. As far
as the authors know, it is open whether RSA is vul-
nerable to quasi-polynomial local search attacks; the
main problem with breaking RSA using such an algo-
rithm would be to find a neighborhood function which
could indicate when one was getting closer to the mes-
sage text. We make the observation here though that
Hanika (2004) extending work of Ferreira (1995) has
defined a generalized search class GLST which cap-
tures the Y2-definable multifunctions of S3. Given
that S3 proves m PHP(PV), and so also i PHP(PV),
it follows from Krajitek and Pudldk that RSA is vul-
nerable to attacks from the polynomial closure of
GLST. Tt also probably follows that there is some
generalization of our circuit iteration principle cor-
responding to these search classes for which S5 can
prove lower bounds. Therefore, showing RSA is vul-
nerable to a quasi-polynomial local search based at-
tack or showing lower bounds for our iteration prin-
ciple in Rj might not be much beyond current tech-
nology.

The format of the rest of this paper is as follows:
In the next section the notations and theories to be
discussed in the remainder of the paper will be in-
troduced. In the third section, results concerning the
weak pigeonhole principle are reviewed. The next two
sections prove the results for the surjective and then
the multifunction pigeonhole principle. Finally, the
last section has the RSA results.

2 Preliminaries

This paper assumes familiarity with Buss (1986)
or Krajicek (1995). For completeness, the basic no-
tations of bounded arithmetic are quickly reviewed.
The specific bootstrapping we are following is from
Pollett (1999), but yield equivalent theories to the
ones in the books just mentioned. The language
Lo contains the non-logical symbols: 0, S, +, -, =,
<, =, 3], |z|, MSP(z,%) and #. The symbols 0,
S(x) =+ 1, +, -, and < have the usual meaning.
The intended meaning of x — y is z minus y if this

is greater than zero and zero otherwise, || is z di-

vided by 2 rounded down, and |z| is [logy(z + 1)],
that is, the length of = in binary notation. MSP(z,z)
stands for ‘most significant part’ and is intended to
mean |x/2'|. Finally, z#y reads ‘x smash y’ and is
intended to mean 2/®/1¥],

Natural hierarchies of prenex formulas can be de-
fined in this language by counting alternations of
bounded quantifiers. A formula consisting of 7 + 1
alternations of bounded quantifiers, the outermost of
the form Jz <t (Va < t, respectively), followed by a
matrix of sharply-bounded formulas, is a X2-formula
(1‘[,5?-formulau7 respectively). Here sharply bounded
means bounded by a term of the form [¢|. The def-
inition of XP presented above is sometimes called

stricty? or XSE in the literature. For the theories of
this paper it is a provably equivalent class to what is



usually considered elsewhere such as in Buss (1986).
The theory BASIC' is axiomatized by all substitu-
tion instances of a finite set of quantifier-free axioms
for the non-logical symbols of Ly. The theories con-
sidered in this paper are obtained from BASIC by
adding various forms of the induction scheme

A(0) A (Va)(A(x) D A(Sz)) D (Vo) A(t(x)).

C-IND, -LIND (length induction), and -LLIND
(length-length induction) are obtained by taking A €
C and t¢(x) to be z, |z|, and ||z]||, respectively.

The term Bit(i,w) := SP(w,i) - 2 -
[MSP(w,4)/2] is the i-th bit of w. The axiom scheme
of Comprehension for A € C (C-COMP) is

(Fw < 2l9)(Vi < |a|)(A(i, a) < Bit(i,w) = 1).

Sequences can be defined as ordered pairs in which
the first component specifies a block size and the sec-
ond a concatenation of blocks. Then S¢Bd(a,b) :=
2(2a+#2b) is a bound on the value of any sequence
of length |b| 4+ 1, each of whose components is < a,
and 3(b, w) is defined to be the b-th element of the se-
quence w. [(b, w) can be defined as a term in our lan-
guage, and the basic properties of SqBd and 3(b, w)
can be proved using open length induction. With
these terms in hand, we can state the axiom scheme
of Replacement for A € C (C-REPL):

Vo <|a|Jy < bA(x,y) D
Jw < SqBd(b+1,a)Vi < |a|
Bli,w) <b A Az, B(i, w))).

The theories Rj, Si and T4 are obtained from
BASIC by adding respectively the XP-REPL+YP-
LLIND, Y°-LIND, or ¥°-IND axiom schema. The
definition of R} has ¥°-REPL added because we are
working with prenex versions of X2 (Pollett 1999).
It is known that Sit' D T4 D S§ D Ry D Si %,
if RET* D Ti then the polynomial hierarchy col-
lapses (Krajicek, Pudldk & Takeuti 1991, Pollett
1999), and that R (hence Si) proves X2-COMP.

Buss (1986, §3) shows that if one adds new func-
tion symbols to S5 for each polynomial-time function,
together with axioms saying how the functions are re-
cursively defined, one obtains a theory called S3(PV)
which is conservative over S3. For convenience, in this
paper it will be assumed that these functions symbols
are available in the language. We will use the nota-
tion F'P to denote the defining equational axioms for
these function symbols, and PV to denote the rela-
tions definable as open formulas involving these func-
tions symbols. Among such functions, we will use the
following “bit-extraction” functions frequently:

1. LSP(w, 1) is the |w| —i least significant bits of w,
and wla..b] = LSP(MSP(w, a), |w| — b) consists
of bits a through b inclusive of w.

2. B(b,n,w) = wbn..(b+1)n—1] is the b-th
length n block of bits of w.

Beyond the standard bounded arithmetic formula
classes, we next define a class which has appeared in
the literature under several different names:

Definition 1 The class O is the closure of ¥° under
Boolean connectives and sharply-bounded quantifica-
tion.

6% is sometimes called in the literature %§(X%) or
Y5 NTI5. Its sets corresponds to the complexity class
05 := PNP(log) (Buss & Hay 1991).

Definition 2 By 3!z < tA(x) we mean the usual ab-
breviation

Jr < tA(z) AV, o' <t((A(x) AN A(z") Do =2a).

We assume that the reader is familiar with
the usual definition of a circuit. The predicate
Circuit(C,n) is true if C' codes a circuit on n vari-
ables and Output(C,i) is the PV-function comput-
ing the output of C' on input i, where ¢ represents
a number in binary (assume some default value if
V= Circuit(C,n) or Circuit(C,n) but ¢ > 2™). These
are straightforward to formulate in S using the se-
quence coding available there and have appeared be-
fore in the literature (Buss 1997).

3 Pigeonhole principles

In this paper, the following variants of the weak pi-
geonhole principle will be considered:

iPHP(R)™():

n<mAVe <ndly <nR(z,y,Z) D
Jx1, 20 < mIy < n(
T 7é ) A R(-%'layvz) A R(.’L‘g,:l/,éj)

mPHP(R)7(2):

n<mAVr<mdy <nR(z,y,Z) D
Jx1, 20 < mIy < n(
x1 # 2 A R(21,y, ) A R(22,9, 7))

sPHP(R)(Z):

n<mAVr <niy<mR(z,y,Z) D
Jy < mVx < n—-R(z,y, 2)

where R is some predicate. While these principles are
often called the functional, onto, and basic principles
respectively, we will refer to them as the injective,
multifunction, and surjective principles, as we feel
these names better capture the nature of the map-
ping at hand. For any of these variants, the notation
PHP(R)? will be used when there are no param-
eter variables or when the parameter variables are
clear. The notation PHP(C)? will be used for the
class of formulas PHP(R)™ where R € C. The no-

tation WPHP(C) will be used for PHP(C)"’. When
we refer to the scheme v WPHP(R)™ for v = s, 4, or
m, we mean all instances of the corresponding sen-
tence in which terms are substituted for m and n.
When C = FP, we understand the parameter list to
have length 0, R to be a function symbol f € FP,
and R(x,y) to be f(x) = y. We now make a few
observations about the relations between the various
principles.

Proposition 1 BASIC proves the following equiva-
lences:

(a) mPHP(R)™ is equivalent to mPHP'(R)™ where

n

mPHP'(R)™ is

n

Vi, ze < m¥y < n(R(z1,y) A R(z2,y) D 21 = 22) D
—(n <m)V Iz <mVy < n-R(z,y) .



(b) sPHP(R) is equivalent to

Vy < ndz < mR(z,y) D mPHP'(R)".
(¢c) iPHP(R)™ is equivalent to

n

YV < mVy; < nVys < n(
R(z,y1) A R(z,y2) D yr = y2) D mPHP(R);;.

Proof. This argument will also hold if we had
written parameter variables. The statement (a) fol-
lows because mPHP'(R)™ is just the contrapositive
of mPHP(R)T. (b) follows because the condition
Yy < ndx < mR(x,y) says R is a total multifunction
from y < n to x < m and the premise of m PHP'(R)™
guarantees this multifunction is a function. Finally,
(c) follows since the condition

Ve < mVy; < nVys < n(R(z,y1) A R(x,y2) D y1 = y2)

says R is a partial function from x < m to y < n and
the premise of mPHP(R)" guarantees this function
is total. O

Corollary 2 BASIC proves mPHP(R)™
both sPHP(R)™ and i PHP(R)™.

n

implies

Proposition 3 For each pigeonhole variant v =
m, s,i, the theories T3(R) and S3(R) prove that

vPHP™ (R) > vPHP>"(R),

Proof. (Sketch) The T4 (R) results follows from
the SZ(R) results since the formulas in question are
boolean combinations of ¥5-formulas and S3(R) is
conservative over T3 (R) for such formulas. The basic
idea of the proof for S3(R) is to show —~vPHP*"(R) D
—\UPHPZ2 (R). To do this in each case one iterates |n|
times the 2n into n function or multifunction (or n
onto 2n function) violating fuPHPZ2 (R). O

It is unknown whether mPHP(X2)™ is equiv-

alent to vPHP(X®)™ over S} for v = s or
i. Paris et al. (1988) showed that Sy F
mWPHP(Ag), where Ay is the class of bounded for-
mulas. Krajicek (1995) has sharpened this to:

Lemma 4 T3(R) = mWPHP(R). Hence, T3 F
mWPHP(PV) and in particular T3 - s WPHP(PV).

4 Surjective pigeonhole principle and block-
recognition

Jefdbek (2004) shows in that over S3, the surjective
weak pigeonhole principle is equivalent to the claim
that there is a string hard string of length 2n* for
circuits of size n*. The following can be shown to be
equivalent to Jerdbek’s result; the main difference is
the notation, which here corresponds to the notation
we will use for our later results:

Theorem 5 (Jerdbek 2004, Lemma 3.2, Proposi-
tion 8.5) Let n = |z|. Over S, the scheme

5WPHP(FP)Z2 is equivalent to the scheme

35 < 22"vC < 27" 3i < 20k (
Clircuit(C, an’) D Output(C, i) # Bit(i,S))

fork=0,1,....

We begin by giving modified versions of Jetabek’s
results for relational versions of the surjective weak
pigeonhole principle. To simplify the notation a bit
in this section, we often abuse notation and write C(4)
to denote Output(C, 7).

Definition 3 Let C be a circuit on |[m/n]|+n input
variables. We say that C n-block-recognizes S < 2™
for all i < [m/n] and s < 2™, C(i,s) is true iff s =
/3(Z7 n7 S)'
The predicate Fits(C, S, m,n) says that C(,-) has
the right shape for n-block-recognizing S < 2™:
Circuit(C, |[m/n]| +n) A S < 2™.

Let BlockRec(C, S, m,n) be the formula that says
C n-block-recognizes S < 2™:

Fits(C, S, m,n) A
Vi < [m/n]3ls < 2"(C(i,s) A C(i, B(i,n, S))).

Proposition 6 Let n = |z|. For each k >
0, S3 + sWPHP(08) proves 35S < 227'yC <
on” —BlockRec(C, S, 2n*, n).

Proof. Reason in Sj. Existence of S in

VO < 27" 318 < 220" [
[Fits(C’, S, 2n% n) A
Vi < 2071 (3ls < 2"C (i, s) A C (i, B(i,n, 5)))] V
[(=Fits(C, S, 2n",n) v
3 < 20" 13s < 2°C (i, 8)) A S = 0]

is provable using PV-REPL as follows: Fix C < o,
If C' is not of the correct shape, then S will be 0 and
the result holds. So assume Circuit(C, 2nk_1‘ +n)
and Vi < 2nF~13ls < 2"C(i,s). Using X5-COMP,
one can show one can define any block of S bit-by-bit.
Then using ¥2- REPL one can define all the blocks in
a single string. Uniqueness of S follows by proving
length induction first on the bits in two strings in
a block and then by length induction on the blocks.
Since the predicate in brackets is ©%, one can apply

s WPHP(©5) to conclude that there is some S < 92n*

such that for all C' < 27" the predicate in brackets
fails. Then in particular, the first disjunct must fail,
which completes the proof of the Theorem. [

As a corollary to the proof, we have the following
result:

Proposition 7 Let n = |z|. For each k >
0, S3 + sWPHP(FP) proves 35 < 22n'yC <
Q”k—'BlockRec(C’, S, 2nk |nl).

Proof. The same argument applies, but now we note
that the condition on C is PV because the quanti-
fiers in the uniqueness criterion are sharply bounded,
so sWPHP(PYV) applies. But then this condition de-
fines a PV -function, so only the functional version of
s WPHP is needed. [J

Theorem 8 Let T be the theory obtained from Si by
adding the axiom

35 < 22""vC < 27" < BlockRec(C, S, 2n*, n)

for each n = |z| and k > 0.

sWPHP(X®).

Then T proves



Proof. It suffices to argue in Si that if there is
a YP-relation R(x,y) that is the graph of a surjec-
tion f from 2" onto 22" (where without loss of gen-
erality n = |z| for some z), then VS < 22" 30 <
on” BlockRec(C, S,2n*,n). Note that assuming the
existence of such a relation R does not allow us to as-
sume there is a function symbol in PV for f, since we
do not have that S proves that R is the graph of a
function. Say that R has the form 3z < on' Ro(z,y, 2)
where Ry is PV and let Cy be a circuit on vari-
ables g, ..., Tn-1,Y0,---sY2n—1,20,---,2q (¢ = n®)
that outputs 1 exactly when Ry(z,y,z) holds (here,
Bit(i,z) = x;, etc.). Furthermore, let ¢’ be such that
Cy has size O(n*"). We will use Co to construct cir-
cuits G;(u, x,y,w) where u < 2', z,y < 2", and w
is a sequence of length i, each of whose elements has
size bounded by 2n +q. G; is intended to represent a
surjection from 2™ onto 22'™ by repeatedly applying f
to x and taking the left- or right-half of the result ac-
cording to the bits of u. Our final circuit C' will be ob-

tained by fixing ¢ and “hard-coding” w. Specifically,
the predicate computed by G; is defined as follows:

GO(%%%“’) Z:(’LL = O) A (I‘ = y)
Gip1(u,z,y,w) :=u < 2771 A

G:(DMSB(u),
cond(MSB(u), w[n..2n — 1],
w[0..n — 1]),

y, MSP(w, 2n + q)) A
Co(z,w[0..2n — 1],
w[2n..2n + q — 1]).

where DMSB(u) = LSP(a,|a| — 1) is a with its
most significant bit deleted, MSB(a) = MSP(a, 1)
is the most significant bit of a, and cond(d, ¢, d) is
either ¢ or d as per whether b = 0 or b = 1. For-
mally, we are defining a function G(i), where G(3) is
the code of the circuit computing the predicate G;;

G(i+1) is defined recursively from the code returned

by G(i). Thus, when we write G;(u, z,y, w), we really

mean Output(G(i),u,z,y,w). Following Jefdbek, if

r = ||z|| for some z and ¢ < r, then G;(u,x,y,2) is
Y2-definable and we can prove

1. For any S < 22",

Je < SqBd(n, 2% 3w < SqBd(i(2n+q),22 )
Vu < 20 < 270Gy, (€)y, B(2v+u,n, S), (w),),
(X8-LIND on i < r). Since r = ||z|| and i < r,
this predicate is in fact 9. In particular, tak-
ing ¢ = r we have that

Je < 2"Fw < 2"ty < 27

Gr(u,e, Bu,n,S),w).

Vivu < 20H1ve < 27
Yy, y' < 22w, w' < 2°C3ntD)
(Gz(ua €Y, w) A Gl(uv €, y/7 w/)) o Y= y,]

(H?-L[ND on ).

3. The size of G, is O(in’+1).

Now suppose that S < 227" and let r = |2nk_1| =
(k — 1) |n| + 1, so that 2"n = 2n*. Then as we
just showed, there are (provably in S3) e and w such
that G, (-, e, -, w) n-block-recognizes S. Let C,.(i, s) =
G.(i,e,s,w). The size of C, is < c¢((k — 1) |n| +
l)nfl“‘1 < 'kn?*2 for some ¢ and ¢/. Furthermore,

any circuit of size m can be given a code of size
< 2m(|m|+1). Thus, if we take k large enough so that

nkF > 2¢ knt t2( c'kneurz’—i-l), then Cp_1)jnj4+1 < on”

is a circuit that n-block recognizes S. Since S was
chosen arbitrarily, this completes the proof. [J

Combining Proposition 6 with Theorems 5 and 8,
we have the following inclusions of theories, where
the block-recognition axiom schemes range over all
n=|z| and k > 0:

S} 4+ s WPHP(05) D
Sy +3S < 220" yC < 2”kﬁBlockRec(C, S,2n* n) D
Sy +sWPHP(X%) D Sy + sWPHP(PV) 2
Sy +sWPHP(FP) =
Sy +39 < 227" y(O < 2"kﬂ00mpute(0, S, 2n*) D
SL 438 < 22"YC < 2" = BlockRec(C, S, 2n¥ 1)

where Compute(C, S, m) holds if C'is a circuit on |m)|
variables, |S| = m, and for all i < m, Output(C,i) =
Bit(i,S). The last inclusion follows directly from the
fact that a 1-block recognizer for S can be converted
into a circuit that computes S by fixing the value
of the “guess” for the length-1 block to 1. Equiv-
alence between computing S and 1-block recogniz-
ing S is slightly more complex, as converting a circuit
that computes S into one that 1-block recognizes S
in the obvious way increases the circuit (code) size
by O(|n]). To state an equivalence, we would thus
change the circuit code size in the Compute theory to
be n* + O(|n|).

Taking the contrapositive, we have the following
curious corollary:

Corollary 9

SL VS < 22°3C < 27" BlockRec(C, S, 2n*, 1) D
S!+VS < 22"°3C < 2" BlockRec(C, S, 2n*, n).

where the block-recognition axiom schemes range over
alln =|z| and k > 0.

Note that the “obvious” approach to proving this
fails. Ome can construct an n-block-recognizer by
combining many copies of a 1-block-recognizer, each

of size n*; however, the resulting circuit (code) will

possibly have size greater than n*.

We conclude this section with a variant of
sWPHP. Let sWPHP(D, R)™ be the following prin-
ciple:

(n <m AVx <n(D(z) D3Ny < mR(x,y))) D
Jy < mVx < n(D(z) D ~R(z,y)).

In other words, R cannot be the graph of a sur-
jective function from D (a subset of {0,...,n})
onto {0,...,m}. sWPHP(D,C) is the set of prin-
ciples sWPHP(D,R)ZZ for D € D and R € C. This
bears some similarity to Thapen’s alternative version
of a multifunction pigeonhole principle which states



that a function cannot be a surjection from a subset
of n onto m (Thapen 2002, Definition 3.1(4)). There,
however, the complexity of the domain is left unspec-
ified, and it is not certain what the exact relationship
between the two principles is. The proof of the fol-
lowing is similar to that of Proposition 6:

Proposition 10 Let n = |z|. For each k > 0, S5 +
sWPHP(©5, PV) proves

35 < 22""v0 < 2”’kﬂBlockRec(C, S, 2n* n).

5 mWPHP and Iteration

The next definition will be used to state circuit prin-
ciples connected with m WPHP.

Definition 4 Given a class C of formulas and a set T
of terms, ITER(C, ) consists of formulas of the form

Iter(R,B,E,21,...,2n,8,1) :=
Jw < Squ(s,2min(t+1’|rl))00mp(R,B,E,w,Z,s,t)

where R(i,u,v,%) € C, r, B(Z) and E(Z) are terms,
and Comp(R, B, E,w, 7, s,t) is

Seq(w) A Len(w) =t +2 A
Vi < t(B(i,w) < s ARG, B0, w), B +1,w),2) A

Vo < s(R(i, B, w),v,2) D v = Bi + 1,w))) A
B(0,w) = B(2) A B(t + 1,w) = E(2).

It is permissible that R not depend on all of the vari-
ables Z; when this is a case for a specific R (such as
Out, in Definition 5), we will omit mention of the
unused variables. Formally we should declare the pa-
rameters upon which R depends and rewrite Comp
to list only those parameters, but we will instead in-
formally refer to R “depending” on z; or not (and
similarly for B and E).

The predicate Iter is related to a predicate in
Krajicek (2004) which was studied in the context of
propositional proof complexity. Where it is clear that
a suitable r can be found so that ¢t +1 < |r| then, we
will sometimes just write 2t+1 for 2min(t+LIrD) - The
latter form is introduced only because the exponential
function is not necessarily total in bounded arithmetic
theories. The intuition behind Iter(R, B, E, 7, s,t) is
that it verifies that there is a (¢ + 1)-stepped com-
putation from initial value B(Z) to final value E(Z%)
each step of which follows uniquely from the previous
according to R. The values at each step are bounded
by s. It should be observed that if s is of polyno-
mial length then the ability to verify in p-time that a
string for the (i+1)-st step follows from a string for i-
th step does not entail that there is a p-time function
computing the (i + 1)-st step from the i-th step.

Write {|]id||°M} for the set of terms of the form
[|¢]|™ for some term ¢ and some fixed number m in the
language. The following lemmas establish the basic
properties of ITER(C, 7).

Lemma 11

1. The theory Sy proves that \ITER(PV, {||id||°M})

contains the PV predicates.

2. For R(i,u,v,j,Z) € PV, any terms B(j,Z2)
and E(j,2), and any term h(Z), there is

R*(i,u,v,2) € PV and terms B*(Z) and E*(%)
such that R3 proves

Vj < |n(Z)| Iter(R, B, E, j, Z, s, |[t]|™) <
Iter(R*, B*, E*, 7, s(|h| + 1), [|t||™).

In other words, ITER(PV,{HidHO(l)}) is closed
under sharply bounded universal quantification.

Proof. (1) Suppose R(?) is a PV predicate. Consider
the predicate R*(i, a,b, 2) defined as

(t=iNa=0Ab=0A R(?)).

Then Iter(R*,0,0,Z,1,]|[t]|™) will compute the same
predicate as R(Z) (regardless of t).

(2) The left-hand-side says that for each j < |h|, R
“maps” B(j, %) to E(j,7) in ||t||™ steps. R* will map

the sequence (B(0,Z),...,B(|h|,Z)) to the sequence
(E(0,2),...,E(|h],Z)) in the same number of steps.
By %5-REPL the left-hand-side is equivalent to

Jw < SqBd(SgBd(s, 211" 1), 21"+ < ||
Comp(R, B, E, B(j, w), j, %, s, ||t]|™).

Let R*(i,u,v,Z) be the predicate

u < SqBd(s,2M) A v < SqBd(s, 2IM) A
Seq(u) A Seq(v) A
Vi < [h[ (R(, B(5; u), B(u, v), ], Z).

Let B* = (B(0,%),...,B(|h|,Z)) and E* =
(E(0,2),...,E(|h|,Z)). Then the sequence W defined
by B(i, W) = (B(0,5(i,w)), ..., B(|hl , B(i, w))) is a

witness to the right-hand-side; since W is computable
in polynomial-time from w, it is definable in R D Sj.

Lemma 12 R2 proves Uniq(||t||™) for fized m where
Uniq(a) is the formula

Comp(RaBaElvwlvgvs’a) A
Comp(R,B,Eg,wg,z_;,s,a) Dwiy =wy A E; = Fy

where z; = z; if R or B depends on z;.

Proof. First, note that Comp is equivalent to a IT%

formula so Unig(|x|) will be equivalent to a X% for-
mula. Also, given the definition of Comp uniqueness
of win Comp(R, B, E,w,Zz,s,a) guarantees unique-
ness of E. Let Comp’(R,B,w,Z,s,a) be the same
predicate as Comp except where the last conjunct
checking that the final value of the sequence is F has
been discarded. Let Uniqg'(a) be

Ywy, we < SqBd(s,2%)|
Comp' (R, B, w1, Z,s,a) A Comp' (R, B,ws, 7, s,a) D

w1 = wg}.

Given our discussion this will be a IT5-formula and
Uniq'(a) D Unig(a), so it suffices to prove Uniq’(|z|)
to complete the proof. The theory S3 proves Uniq’(0)
since any sequence satisfying the Comp’ expression
will in this case consist of only two elements, the first
elements must be z and the third conjunct in the def-

inition of Comp’ forces the uniqueness of the second



block. This third conjunct in the definition of Comyp’
can also be used to show Unig'(a) D Uniq'(Sa); the
relevant fact is that

Comp'(R, B,w, %, s,Sa) D
Comp' (R, B,FRONT (w), Z, s, a).
Here FRONT (w) is the p-time function that returns
all but the last element of w. The point is Uniq'(a)
guarantees the uniqueness of FRONT (w) since it has
size less than SqBd(s,2%), and the third conjunct will

guarantee the uniqueness of the element that is added
to FRONT (w) to obtain w. Hence, w will also be

unique. Thus using I15-LLIND and standard speed-
up of induction techniques (Pollett 1999), the theory

R3 proves Uniq'(||z||™) and hence Uniq(||x||™). O
Definition 5
1. Let Out(i,u,v,b,C) be the predicate that is true
when C is a circuit on |i|+ |u|+ |v|+ |b| variables
and C(i,u,v,b) is true.

2. Let IterBlockRec(C,S,c, x,t) be

vh <kt (
Iter(Out, c, B(b, 21z, 5),b,C,c, S, 2'6‘,t)>.

By Lemma 11, this is an iteration predicate.
Note that Out depends only on the parameters b
and C.

3. Let CompOutput(w,C,S,c,b,x,t) be
Comp(Out, c,ﬁA(b7 21z|,8),w,b,C,c,S, Q‘Cl,t)
so that IterBlockRec(C, S, c, x,t) is

Vb < n*13w < Squ(2|C‘,2t+1)(

CompOutput(w,C, S, ¢, b, x, t)) .

Theorem 13 Let n = | For
Eoo> 1, [t din {])id||]°D}, the theory
R34+mWPHP(ITER(PV , {||id||°V}))  proves the
principle

35 < 227"VC < 27 2 < 271
—IterBlockRec(C, S, ¢, x, ||t||7).

The use of two separate variables C and c is a nota-
tional convenience: we could replace them by a single

variable C' of size 27" and use MSP and LSP to ob-
tain values for these two variables.

Proof. Reason in R3, and suppose that

S < 221" 30 < 2230 < 22"[
Vb < n* 13w < Squ(22”72Ht”j+l)
Comp Output(w,C, S, ¢, b, z, HtHj)} .
Using Lemma 11, the expression in square brackets

is equivalent in R3 to an ITER(PV, {||id||°M}) pred-
icate. So by m WPHP(ITER(PV,{||id||°V})) there

are S; # Sy < 22"k, C < Q"k_Q", ¢ < 22" guch that

Vb < nF 13w < SqBd(2%", 2'““"“)(

CompOutput(w, S,C, ¢, b, x, HtHJ))

for i = 1,2 Fix any b < nfL By
Lemma 12, there is a unique pair (w,v) such that

COmp(OUty G, w, b7 Ca ¢, Si) 2|C|3 ||t| |j) for ¢ = 17 2
(note that Out does not depend on 5), and so we con-
clude that for each b < n*~1 we have 3(b,2n,S;) =

B(b,2n,S3). In other words, the b-th blocks of S;
and S are equal. Since b was chosen arbitrarily, all
blocks of S7 and Sy are the same. By induction on
the number of blocks, one shows that this implies that
S1 = S5, a contradiction. [

Theorem 14 Let n = |z|. Let T be the theory R3
extended by the axioms

38 < 220 < 27" 2y < 92n
—IterBlockRec(S, C, ¢, z, ||t|]?)
for each k > 1, |[t| in {|[id||°M}.

(a) T  proves mWPHP(PV) and (b)
proves m WPHP(ITER(PV, {|[id||°™M})).

Then
T

Proof. (a) Assume that R(x,y) is a PV-formula that

is the graph of an injective multifunction from 227
into 2™. Define AM P’'(S, ¢, j,x,w) to be the conjunc-
tion of the following statements:

1. §<2¥'n,
2. w is a sequence of length j + 1;
3. For 0 <i <7, B(i,w) is a sequence of length 2¢;
4. 125‘0r 0<i<gjand 0 </ <2 |B(48(1,w) <
n;
5. For0<i<jand 0< /<2,
R(B(2¢, 6(i + 1,w)), MSP(B(¢, B(i, w)), n));
6. For0<i<jand 0< /¢ <2,

R(B(20+ 1, B(i + 1, w)), LSP(B(L, B(i; w)), n));

7. (0, 8(0,w)) = ¢
8. For 0 < (<27, B4, B(j,w)) = B(¢,2n, S).

In other words, w is a “triangle” that consists of
j + 1 rows, where the i-th row has 2° blocks, and
each block is of length at most 2n; the 0-th row is ¢
and the (j + 1)-st row is S. The ¢-th row is formed
by using R to “compress” the blocks of the (i + 1)-
st row. Let AMP(S,c,j,r) be the predicate Jw <
SqBd(SqBd(2*",2% =1),2))AM P'(S, ¢, j, z,w). As
usual exponentials are ‘cut-off’, in this case by
a term of the form ||r|| for some r, so AMP
is (equivalent to) a X? formula over BASIC.
By I5-LLIND on j, one can show that VS <
22"'n3. < 22" AM P(S, ¢, j,x) and hence conclude
VS < 22"nge < 2*"AMP(S, ¢,k |n|,z). For the
induction step, given S < 22”2”, use R to compress

adjacent length-n blocks in pairs to get S’ < 92" 'n
and then apply the induction hypothesis to get ¢ such



that AMP(S', ¢, j,x). To show AMP(S,c,j,x), take
the sequence (triangle) w’ given by AMP(S’, ¢, j, x)
and add a new row consisting of the length-2n blocks
of S.

Now fix § < 22" and take c¢ such that
AMP(S,c,k|n|,z). Let C(i,u,v,b) be the circuit
that computes the predicate

R(v, cond (Bit((k — 1) |n| — i,b),
MSP (u, n), LSP(u, n))) A(i=0Du=c).

Take any b < n*~! (the number of length-2n blocks
in S). Let w be the sequence (triangle) given by
AMP(S,c,k|n|,z) and define a new sequence v by
B(i,v)) = BMSP(b,7),5(i,w)). In other words, v
consists of the blocks in w starting at ¢ and travers-
ing the triangle to end at the b-th block of S in the last
row. Then v is a sequence of k |n| starting at ¢, ending
at 5(b,2n,S) and for which C'(i, 8(i,v), B(i+1,v)) for
each #; this follows from AM P(S, ¢,k |n|,x). Unique-
ness of each step follows from the fact that R is in-
jective. As in the proof of Theorem 8, take k large

enough so that we can assume C < 2”k’2"; then by
chasing definitions, we see that we have proved

VS < 22730 < 27" 2 3e < 92n
IterBlockRec(C, S, c,z, k ||x]|]),

completing the proof of (a).

We now describe how to modify the proof
of (a) to obtain a proof of (b). Let @ :=
Iter(R, B, E, z,y, Z,s,||t||™) be a predicate such that
-mWPHP(Q). We are assuming that the injection
from 22" to 2" is on the variables z and y which
are among the parameter variables of R, B, and E.
We use the R in this Q to create a modified version
of AM P, essentially where we have inserted between
each step in the old AMP the iterations need to com-
pute @ . Let clen := ||t||™ + 3. The new version of
AM P’ asserts:

1§ <22
2. w is a sequence of length j - clen + 1;

3. For 0 < i < j, let ¢ := i - clen; then B(i',w)
is a sequence of length 2 and for 0 < £ < 27,
1B, B, w))| < 2n.

4. For 0 <7 < j,and i-clen <i' < (i+1) - clen,
B(i',w) is a sequence of length 271, and for 0 <

< 271 |B(L, B3, w))| < s, and R(i', B(¢, B(i" +
Lw)), B¢, B, w)));
5 For 0 < i < jand 0 < ¢ < 2%, let ;90 =

B(2¢,B((i +1) - clen, w)), Ly; ¢ = MSP(B(¢, B(i -
clen, 'LU)), Tl), bi,2£ = 6(267 ﬁ((l+ 1) 'Clen* 1) w))a
and e; 90 = [(20,6(i - clen + 1,w)). Then
bz 20 — Lyzf *B(xz 2@7Ly1 5% ) and €i 20 = LZ/M *
E($Z725, Ly, ¢, 7). Here, * denotes concatenation;
we need this extra data when we construct the
circuit that iteratively block-recognizes S.

6.For0§i<jand0<€<221et
Zioer1 = P20+ 1,68((i + 1) - clen,w)), Ry; ¢ ==
LSP(B(£, 8(i - clen,w)),n), biaer1 = B(2¢ +
LA + 1) - clen — 1,w)), and e; 9041 :=
B(2¢ + 1,8(i - clen + 1,w)). Then b1 =
Ry; ¢ * B(x; 2041, Ryi¢, Z) and e€;2011 = Ry; ¢ *
E(xi 2011, Ryi e, 2);

7. 8(0,5(0,w)) = ¢
8. For 0 <0< 29 B(L,B(j-clen,w)) = B(f, 2n, S).

So this formula asserts that w is a “triangle of grids”
that consists of T% + 1 grids. The i-th grid has 2°
columns and ||¢||"" +3 rows. The last row of each grid
corresponds to to a row of the triangle from the PV
case. The immediately prior row consists of blocks of
the form B(z,y), where z < 22" is the value in same
column and next row and y < 2" is the value x is
mapped to by @. Then within a column, one traverses
row-by-row by applying R. The new formula AM P is
defined from this AM P’ as before with a larger (but
still polynomial bound) for w. Given that the univer-
sals above will be sharply bounded in R3, this AM P

is still equivalent to a ¥P_formula. So one can prove
VS < 22"'n3c < MAMP(S, ¢, j,-||t||™, z) by induc-
tion on j in R? and hence conclude VS < 27" 3o <
2"AMP(S, c,k||z|| - ||¢]|™,z). The induction step is
handled by using the fact that since -m WPHP(Q),
there is some unique sequence that makes Q an an

injective map from 22" into 2”. So given S < 22 n
apply @ to the length-2n blocks of S to obtain length—

n blocks, and concatenate these to get S’ < 22 "'n
Apply the induction hypothems to find ¢ Such that
AMP(S',c,j||t||™,x). Let w’ be the sequence such
that AMP'(S",¢c,j||t||™,z,w") and now append the
clen-row by 2J+1—Column “grid” that has the length-
2n blocks of S as the last row, and the the computa-
tion sequence of R in each column.

Now given S < 22 we need a circuit C(i,u,v,b)
that recognizes a path through this “triangle of grids”
that starts at ¢ and ends at 3(b,2n,S). When i =
7' - clen, we are transitioning from the last row of a
grid (corresponding to the rows of the triangle from
the PV case); the circuit verifies that LSP(v,n) =
B(u, MSP(v,|v| — n)). This is why we need to keep
extra copies of the Ly’s and Ry’s in all the cells of
the grid; without them, we could not perform this
verification “locally.” When i = i’ - clen + 1, we are
transitioning from one grid to the next. The circuit
just verifies that left- or right-half of v is MSP(u,n)
according to the ((k — 1) |n| — i’)-th bit of b. Fi-
nally, if i = ¢’ - clen + ¢ with i > 1, we are tran-
sitioning according to R, so the circuit verifies that
R(i",LSP(v,n),LSP(u,n)). O

It would be interesting to know if m WPHP(PV)
implies m WPHP(ITER(PV, {||id||°M1)) over some
non-trivial theory. To show this would seem to involve
showing that from an iterated relation PV defining a
injective multifunction from n? to n, one could some-
how do away with the iteration and find a PV rela-
tion defining a injective multifunction from n? to n
relation. It is not clear how this could be done.

6 Iteration and RSA

In this section, the provability of

35 < 220 < 27" 2y < 921
—IterBlockRec(C, S, c, z, k)

in R3 and Rj is connected to the security of RSA. To
state our results, we define the class ¢PLS and recall
the definition of RSA.

The class PLS for polynomial search was defined by
Johnson, Papadimitriou, and Yannakakis (1988) and
was shown to contain several interesting optimization
problems. Buss and Krajicek (1994) showed that the



¥® provably total multifunctions of T can be char-
acterized as the composition of a projection function
with a PLS multifunction. By a quasi-polynomial,
we mean a function of the form 21°6™" for some k.
A natural generalization of PLS to quasi-polynomial
time can be defined as follows:

Definition 6 A qPLS problem consists of a quasi-
polynomial time cost function c, a quasi-polynomial
time mneighborhood function N, and a quasi-
polynomially bounded set of quasi-polynomial time so-
lutions, defined by a predicate F. For an input x, the
set {s : F(x,s)} is the set of feasible solutions, the
mapping s — c(x,s) assigns a cost to each solution,
and the mapping s — N(x, s) maps solutions to solu-
tions. The multifunction f defined by the qPLS prob-
lem is given by the relation f(z) =y iff F(z,y) and
c(z, N(z,y)) < c(z,y).

Define z#5y as 2/21#vl, Let R}, Sf,;?‘and T3 be
the theories obtained from Rj,S5, and T3 by adding
this symbol and its defining axiom. A straightfor-
ward generalization of Buss & Krajicek (1994) shows
that the X% provably total multifunctions of T3 can be
characterized as the composition of a projection func-
tion with a gPLS multifunction (see Pollett (1997) for
results of this type). A straightforward generalization
of Buss (1986) shows that the Y5-definable functions

of S are the quasi-polynomial time functions.
Recall what an instance of RSA is:

Definition 7 An instance of RSA consists of a mod-
ulus n = pq for two large primes p and q, exponents e
and d which are mutual inverse modulo (p—1)(q—1),
a message m < n, and a ciphertext ¢ < n such that
c=m°mod n and m = ¢ mod n. The RSA instance
is solved (hence, vulnerable) if given n, e, and ¢, one
can compute m.

We are now ready to present the main result of
this section.
Theorem 15 Let n = |z|. (a) If for any
k, R3 proves 35 < 2" yo < oty o
22" IterBlockRec(S, C, c,z, k) then RSA is vulnera-
ble to quasi-polynomial time based attacks. (b) If
for any k, R3 proves 3S < 22" yC < ont -2y <

22n—JterBlockRec(S,C,c,z, k) then RSA is vulnera-
ble to polynomial time in qPLS based attacks.

Proof. Both (a) and (b) are proved essentially the
same way. By Buss, Krajicek, and Takeuti (1993)
it is known that R3 is 38 conservative over S3, and
by Buss (1990), S is Y5-conservative over T4 . Sim-
ilarly, by Buss, Krajicek, and Takeuti (1993), R3
is ¥8-conservative over Si. Let T be either R3 or
R3. Then if T proves 35 < 22'VC < 2" =27y <

22"~ TterBlockRec(S, C, ¢, z, k), then by Theorem 14,
T proves m WPHP(PV') so by Proposition 1, it also
proves i WPHP(PV) and thus i WPHP (FP). The lat-
ter consists of formulas of the form:

3z <n?f(z,c) >nV
dxq, 29 < n2($1 # 22 A f(21,¢) = f(22,0))

which are ¥-formulas. Hence, by the previously
mentioned conservation results, one has in the case
of R% that Si proves i WPHP(FP) and in the case
of RS that Ty proves i WPHP(FP). Using the wit-
nessing arguments used to show the characterizations
of ¥%-definability in these latter theories one can say

the following: (a) for R3, there is a quasi-polynomial
time function g which when given inputs ¢, a such that
Vo < a®f(x,¢) < a outputs 1 < x3 < a? such that
f(x1,¢) = f(x2,c). (b) for RS, g can be computed as
a a projection of a qPLS problem. By Kraji¢ek and
Pudlék (1998) there is polynomial time algorithm us-
ing g as an oracle which solves RSA. O
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