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Abstract

This paper describes the extension and evaluation of Hussey’s
pattern language for safety-critical user interface development
[Hussey and Mahemoff, 1999]. The patterns were updated and
new patterns were added by examining existing medical sys-
tems. The new patterns were found by generating problem
definitions from perceived exemplary solutions. This method
of pattern development and its application is described. A
qualitative evaluation of the pattern language was performed
by designing a safety-critical user interface for a hypothetical
radiation therapy machine. Discussion of the design process
focuses on the usefulness of our patterns as a design tool for
safety-critical user interfaces.

1 Introduction

Most safety-critical systems require that a human
operator be involved in their operation. Controls
are needed within a system to prevent or inhibit
the hazardous effects introduced by human opera-
tors. Poorly designed user interfaces may lead to sit-
uations where a user’s action inadvertently has haz-
ardous consequences. Leveson [Leveson, 1995] dis-
cusses many occurrences of poor interface design lead-
ing to catastrophic incidents. We describe a pat-
tern language that enables designers to reduce the
occurence of accidents that are due to operator er-
ror. The pattern paradigm [Alexander et al., 1977,
Gamma et al., 1994] provides a useful method for
presenting solutions to problems identified during the
design phase of the software life cycle. This paper
focuses on the usefulness of design patterns when ap-
plied to safety-critical user interfaces, in particular
medical systems. The main aim of this paper is to
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demonstrate how safe user interfaces can be designed
by combining usability principles and safety.

Hussey’s pattern language (referred to as the
“initial” patterns or pattern language in this
paper)[Hussey and Mahemoff, 1999], was examined,
gauging its effectiveness and noting any inconsisten-
cies. A collection of exemplary safety-critical user in-
terfaces from the medical domain was gathered to ex-
tract “good” patterns from those solutions. By apply-
ing the initial patterns to these exemplary interfaces,
we were able to assess their utility and add patterns
that provided solutions to problems that were not ad-
dressed by the initial pattern language. This process
for generating new patterns was similar to reversal
of the intervention process from Human Reliability
Assessment (HRA) [Kirwan, 1990] and is discussed
in Section 3.2. We also replaced the examples used
within the initial language with these “good” exam-
ples to produce a pattern language for medical system
user interfaces.

Section 2 provides a brief overview of the relevant lit-
erature pertaining to patterns, usability, and safety-
critical issues. The justifications for using a pattern-
based approach to design rather than using guideline
documents is also provided in Section 2. Section 3
presents a detailed description of our modifications
and additions to the pattern language developed by
Hussey. Section 4 describes the safety-critical issues
related to the user interface for a hypothetical radia-
tion therapy machine. The design process described
provides a validation of our additions and modifica-
tions to Hussey’s pattern language, and a method of
ascertaining whether patterns prove useful for design-
ing safer interfaces. Section 5 summarises our findings
and conclusions.



2 Background

This section provides a brief introduction to safety-
critical usability principles and patterns (design and
usability). Safety-critical usability principles are out-
lined in Section 2.1, along with their relevance to
safety-critical user interfaces. Section 2.2 introduces
design patterns, and discusses why they are useful
tools in the design of user interfaces for safety-critical
system. Section 2.2 also introduces usability and
safety-critical usability patterns.

2.1 Safety-critical usability

Usability principles can be used to guide the design
of user interfaces for safety-critical computer systems.
However, when a designer considers these principles
in a safety-critical interface, there will be a differ-
ent focus than in a “normal” system. There are six
usability properties that an interface designer should
take into account [Hussey and Mahemoff, 1999] when
designing a user interface:

e Robustness: the likelihood of user error and the
ability to recover from errors.

e Task efficiency: a measure of how efficient the
interaction will be.

e Reusability of knowledge: an evaluation of how
the new interface relates to the user’s knowledge
base.

e Effectiveness of user-computer communication:
the level of understanding the user acquires from
the use of the interface.

e Flexibility: the ability of the interface to adapt
to new situations.

e Consistency: an evaluation of how consistent an
interface’s behaviour is.

In a safety-critical context, a designer will need to ap-
ply all of these properties; only the level of application
will differ. For example, a safety-critical system need
not be as efficient as a normal system, because mak-
ing a system efficient can lessen the user’s view of how
important the interactions are. In all situations the
main consideration of the designer will be the prop-
erty of robustness, due to the hazardous and complex
nature of safety-critical systems. If a user interface
is robust there is less likelihood of an operator error
causing a hazard state.

The flexibility and task efficiency properties will be
the two most likely to be traded off against robust-
ness. Flexibility is likely to be lessened because in a
safety-critical user interface, a user should not be able
to customise the interface to any large degree. This
is due to the confusion customisation could cause in
an emergency. Confusion is likely as a user is trained
for “disaster recovery” in a certain interface config-
uration and if a hazard arises when the interface is

configured differently to the expected manner, vital
time can be lost, and misdiagnosis of the problem
is more likely. In general, task efficiency is less im-
portant than robustness to safety-critical user inter-
faces where it is more important that a task be per-
formed correctly (possibly through repeated entries
of the same information) than efficiently. However,
in time-critical operations such as those encountered
in air-traffic control, efficiency is of equivalent impor-
tance to robustness.

Effective user-computer communication and reuse of
knowledge are important within an interface as they
aid in its robustness. For a user to maintain an ac-
curate mental model of the system state, the inter-
face should communicate all changes effectively and
quickly.

2.2 Patterns

Design patterns provide an intermediate level of prin-
ciples between universal guidelines and highly spe-
cific style guides. A style guide for user interfaces
[Open Software Foundation, 1993] is a document that
outlines how a system should look when it is com-
pleted; there is little guidance as to how the sys-
tem should be designed to achieve this. An user in-
terface standard [Apple Computer, 1987, IBM, 1992,
Microsoft, 1995, Sun Microsystems, 1989] is a docu-
ment that specifies the mechanics of how an interface
behaves; for example, it may specify that at each step
of a menu, it should be no more than 4 levels deep.

User interface style guides and standards have come
under criticism for several reasons:

e difficulty of guideline interpretation,

e too simplistic and unable to be used effectively
by people who are not human factors experts,
and

e excessive effort required to find relevant sections.

The result is that user interface guides and standards
often lead to poor and diverse interpretation, because
designers are often inexperienced in anticipating Hu-
man Factors issues. Even if guidelines are more spe-
cific, they are still open to interpretation by design-
ers. Additionally it is difficult for designers to decide
which guidelines to use in a specific context.

In their paper, “Principles for a Usability-Oriented
Pattern Language”, Mahemoff and Johnston
[Mahemoff and Johnston, 1998] state:

“An approach to usability based on design
patterns enables designers to learn how cer-
tain recurring problems can be solved ac-
cording to high-level principles. ”

Design patterns are a convenient way to help de-
velop abstract design rules in the context of concrete
projects.



Patterns were originally developed by Alexander
and presented in his book “A Pattern Language”
[Alexander et al., 1977]. Alexander proposed using
his patterns [Alexander, 1979] to solve town planning
and architectural (building) design problems. His
patterns covered recurring design problems and how
they were solved by analysing the forces to be re-
solved, and exposing a design solution that satisfac-
torily resolved them. Once a pattern has been ap-
plied, more complex forces will come into effect, and
thus more patterns will need to be applied. The set of
patterns used to solve all problems is called a pattern
language, which is formed when a collection of pat-
terns is arranged in a cohesive structure. In a pattern
language, higher-level patterns yield contexts that are
resolved by more detailed patterns.

The aim of a pattern language is to capture the pat-
terns of design solutions. By specifying the patterns
that a solution follows, a designer will be able to
extend a solution to apply to other systems. Pat-
tern languages do not provide immediate solutions to
problems. They do, however, accelerate a designer’s
knowledge acquisition, by demonstrating how design
problems may be solved.

Gamma later applied Alexander’s theories to
software design in the book “Design Patterns”
[Gamma et al., 1994]. Mahemoff and Johnston
[Mahemoff and Johnston, 1998] extended pattern-
based design to user interface usability. Hussey ap-
plied the concept of interface patterns to safety-
critical systems user interfaces.

Each pattern has certain attributes and Hussey’s pat-
terns have the following attributes: Name, Context,
Problem, Forces, Solution, FExamples, Design issues,
and Resulting context. The attributes, Forces and Ez-
amples, are introduced below. For detailed explana-
tion of these attributes, except Forces and Examples,
see Hussey [Hussey and Mahemoff, 1999].

Forces are principles that influence the decision-
making process when a designer is confronted with
the problem in the context associated with the pat-
tern. Forces may be contradictory. This means that
there may be no single solution to a design problem.
Pattern solutions aim to take into account as many
of these forces as possible.

Ezamples are real-life examples of successful system
features that embody the solution. Since considering
relevant examples from situations not directly con-
cerned with safety-usability can enhance the valid-
ity of the pattern, some pattern examples are from
non-safety-critical interfaces. However, each pattern
contains at least one example from a safety-critical
system.

2.2.1 Safety-critical usability patterns

Hussey [Hussey and Mahemoff, 1999] focused Ma-
hemoff’s wusability patterns onto safety-critical
user interfaces. The pattern language covers

safety-usability, in particular the effect of applying
robustness enhancing principles (detailed in Section
2.1) on the usability of a safety-critical system.
The main aim of producing this pattern language is
focused on making an interface as usable as possible,
whilst maintaining its inherent safety. Hussey and
Atchison [Hussey and Atchison, 2000] discuss user-
interface principles that are found in several major
safety standards [Commonwealth of Australia, 1998,
International Electrotechnical Commission, 1997].
The principles discussed are similar to those dealt
with in the patterns described in this paper. Refer-
ence to the safety standards could be combined with
the pattern solutions to provide a more complete
resource for designers.

Hussey separated the pattern language into four cat-
egories: Task management, Task execution, Informa-
tion and Machine control. The patterns were sep-
arated into the 4 categories to aid the designer in
choosing which patterns to apply in a given situa-
tion and to increase the ease with which a pattern is
found. Hussey provided fourteen patterns and these
are listed below in their categories.

These patterns aim to provide a start point for a de-
signer. It is envisaged that a designer will produce
their own patterns in time, modifying the existing
language (presented in Appendix A).

Task management The control flow of the human
computer interaction.

Includes the following patterns: Recover, Stepladder,
Task Conjunction, and Transaction.

Task execution The physical mechanisms through
which users perform tasks.

Includes the following patterns: Affordance, Separa-
tion, Distinct Interaction, Preview, and Behaviour Con-
straint.

Information The information that is presented to
users, and how it is presented.

Includes the following patterns: Reality Mapping, Ab-
stract Mapping, Redundant Information, Trend, Interro-
gation, and Memory Aid.

Machine control The provision of system level
functions that removes the responsibility for correct
system behaviour from the user, and places it onto
the system.

Includes the following patterns: Interlock, Automa-

tion, Shutdown, and Warning.

3 Extending the pattern language

Currently, extending pattern languages occurs on an
ad-hoc basis. In this paper a more methodical ap-
proach is taken as introduced in Section 3.2. One
aspect of this methodical approach is a reliance on
exemplary user interfaces; criteria for these are given



in Section 3.1. The new and modified patterns are
introduced in Section 3.3.

3.1 Example interface criteria

“There is no guarantee that showing some-
one how something was performed incor-
rectly means that they will be able to infer
how to do it correctly” [anon]

The criteria used for selecting example interfaces for
this paper were that they:

be safety critical systems,

be well documented,
e have documentable design solutions, and

have no documented failures within the chosen
portion of the user interface.

Only those example interfaces that were seen as ex-
emplary were chosen. Finding good example inter-
faces proved to be harder than first expected, as most
safety-critical systems literature focuses on the neg-
ative points of an interface. All of the chosen ex-
amples! were from the medical field due to the avail-
ability of positive documentation on medical systems.
An added benefit of all of the example interfaces be-
ing within the same field was increased consistency
when providing examples for each pattern.

3.2 Pattern discovery method

Testing an existing pattern language against a group
of exemplary user interfaces is a relatively straight-
forward task. However, discovering new patterns and
solving problems within existing patterns is a time
consuming and difficult task. The patterns in this
paper underwent multiple iterations before they were
complete. This section details how the initial patterns
were modified and how the new ones were synthesised.

The first step in the process involved collating a li-
brary of exemplary user interfaces that satisfied the
requirements described in Section 3.1. This library
was collated through a detailed review of the safety-
critical systems literature and through visits to medi-
cal institutions to view safety-critical user interfaces.
The set of exemplary interfaces was then examined
to see if they displayed the patterns contained in
Hussey’s initial language.

During this phase many minor problems and inconsis-
tencies within the initial pattern language were found
and corrected. These problems were generally im-
proper Force resolution. The Examples within the ini-
tial language were also replaced with examples from
the collected exemplary interfaces. This served to up-
date the Fxamples and to replace those that did not
adequately capture the solution.

1The chosen example interfaces are presented in Appendix
B of [Connelly et al., 2001].

The second step sought those facets of the interfaces
that had not been captured in the initial pattern lan-
guage. This involved looking at the documentation
for a safety-critical system and looking for possible
design interventions. These design interventions were
then assessed to ascertain the solution that a particu-
lar intervention was trying to represent. Assessment
of the problem a particular solution was focusing on
was the final aspect of this second step.

The process of pattern discovery involved performing
some steps similar to the intervention process from
HRA (Human Reliability Assessment [Kirwan, 1990])
in reverse. Starting from a solution (the exemplary
user interfaces) the nature of the problems that they
were solving was ascertained. Matching a problem
to a solution highlighted the context within which it
had been used. The most difficult part of creating
a pattern lies in defining the forces that affect the
solution.

The final phase of documenting a pattern is defining
the Resulting Context and noting any design issues
that may be associated with applying the pattern,
including problems that could arise from the applica-
tion of the pattern and related patterns. If there were
no existing patterns dealing with the resultant prob-
lems, a new pattern should be developed to solve the
problem. An overview of the patterns that resulted
from this analysis is presented in Section 3.3.

One major modification that was made to the
structure of the initial pattern language relative to
Hussey’s pattern language was the modification of the
categorical placement of the patterns within the lan-
guage. In Hussey’s language a pattern could only
fit into a single category and this overly constrained
the definition of the patterns. The new categorising
system allows a pattern to belong in more than one
category, if it contains elements of each. Related to
this changed categoricsl placement was a new method
of presenting the language. An index to the patterns
at the start of the language was provided, with the
patterns listed in their respective category/categories,
and to provide an alphabetical listing of the patterns
after the index?.

3.3 New and modified patterns

The group of new patterns synthesised via the method
outlined in Section 3.2 are detailed in Section 3.3.1.
The patterns that are modifications of existing pat-
terns are described in the Section (3.3.2). A descrip-
tion of these patterns is included in Appendix A.

3.3.1 New patterns

Accessibility When designing a system, the de-
signer must take into account the cultural and phys-
ical abilities of the entire set of intended users. The
Accessibility pattern is one of the more interesting

2As shown in Appendix A of [Connelly et al., 2001].



patterns that was synthesised due to its placeholder
nature. An entire sub-set of patterns would be re-
quired to solve the problems presented by the Acces-
sibility pattern.

Automation Feedback When an automated sys-
tem is running, it should provide feedback methods
that will allow users to maintain their mental model
of the system state.

Proximity When a system involves dangerous
components, there is the possibility that it may harm
a user. Where possible, a user should be physically
separated from these dangerous components.

Training There are two training patterns: Training
for uncontrolled environments, and Training for un-
controlled interfaces. Each provides similar solutions,
for slightly different contexts. The training patterns
suggest that if there are portions of a system that are
uncontrollable for the designer they should provide
methods for training users to reduce the risk of the
system. These methods should provide the users with
a high fidelity simulator of the system if the real sys-
tem cannot be removed from operation during train-

ing [Bainbridge, 1987].

It is important to note that these patterns are de-
signed for use when no other methods of risk mitiga-
tion are possible.

The difference between the two patterns is the con-
texts in which they are used. The uncontrolled envi-
ronment pattern is applied to a system when the risks
associated with the environments in which it will be
operated cannot be controlled. On the other hand,
the uncontrolled interface pattern deals with those
systems that have had the underlying functional be-
haviour changed, but the interface remains essentially
unchanged.

3.3.2 Modified patterns

Alert When the system enters into a hazard state
and the system cannot handle the exception through
Machine control, it becomes necessary to initiate an
Alert. The user’s attention should be directed to the
disturbed parameters within the system via noise and
graphical representations.

Notification All important changes of state within
a system be brought to the user’s attention via an
audible event and/or a corresponding display of the
state change.

4 Case study

The intention of this case study was to use the system
specifications provided in Section 4.1 and the patterns
developed from Hussey’s initial pattern language to
design a safe system. This system also needed to
satisfy the usability principles outlined in Section 2.
Safety considerations for the system are introduced

in Section 4.2. Through the production of this case
study (detailed in Section 4.3) we hoped to identify
any problems or inconsistencies within the modified
pattern language. The application of patterns in the
design of the system is outlined in Section 4.4. Fi-
nally, a brief summary of the case study is given in
Section 4.5.

4.1 Functional Requirements

The specification outlined below is taken from an ex-
periment run by Mahemoff [Mahemoff, 2000]. When
reading the requirements for this system it is impor-
tant to realise that they were not written by a medical
domain expert, and as such the system is provided as
an example specification from which to build an in-
terface.

The system is a radiation therapy application, de-
signed to deliver measured amounts of radiation into
a patient’s brain via two track-mounted lasers around
the patient’s head. The patient’s head is fixed in
a stationary position; the two lasers are then cali-
brated to intersect at the area within the patient’s
head requiring treatment. The intersection between
the lasers is the point of highest energy concentration,
and hence the area in which the radiation is power-
ful enough to treat the patient. Although each laser
alone is not strong enough to cause immediate effect,
prolonged exposure to a single beam could be harmful
to the patient.

The two lasers are mounted on a single track with
a rotation range of 360 degrees. The lasers can also
change the vertical angle at which they will point.
Information about each laser is entered as a set of
parameters:

6 (0-360 Degrees): the angle around the track.

v (0-360 Degrees): the angle indicating the di-
rection of the laser.

w (0.0-100.0pm): the beam width.

t (0.0-600.0s): the time period of the treatment.

The system also contains an optical motion sensor to
detect if the patient’s head moves during the treat-
ment. In addition to this motion sensor there is also
a heartbeat monitor attached to the patient, capa-
ble of sampling the patient’s heart rate at five-second
intervals.

4.2 Safety considerations for the system

There are many safety-critical issues that apply to
this system that may need to be considered in de-
signing the interface. These issues are listed below:

e Incorrect usage of the system could lead to severe
injury to the patient, for example, excess radia-
tion treatment may damage a patient’s brain.
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Figure 1: The initial screen of the user interface

e There is a chance that a patient’s head may move
during the treatment, which could cause injury
to the patient, as the treatment area has moved.

e The radiologist must be able to visually moni-
tor the patient during the procedure and moni-
tor their heart rate. There may be circumstances
where it would be considered inappropriate to
continue treatment.

e Radiologists aim beams that are short in distance
because the beam can affect all tissue along its
path, even though the beams are strongest at the
point of intersection.

e The beams meet at the intersection area, not the
intersection point. The beam widths can be ad-
justed to determine the area of intersection.

e The two lasers must start emitting at the same
time and finish at the same time.

The safety considerations for this system are con-
cerned with patient safety alone, as the safety of the
radiologist is assured by having them behind a radi-
ation proof barrier.

4.3 Interaction description

The design and operation of a subset of the user
interface for the radiation therapy machine is pre-
sented in this section. This subset contains the
three main interaction screens. The complete de-
scription of the interface can be found in Appendix C

of [Connelly et al., 2001]. The following section (Sec-
tion 4.4) details where the patterns were applied and
the justification for each. Like all design projects,
while performing this design scenario there were many
intermediate designs, which for one reason or another
were not pursued. Some of these “faulty” designs
and justifications for their removal will be provided
as supporting arguments during discussion of pattern
usage.

Input to the system (regardless of position within the
interaction) is via a combination of mouse, keyboard
and touch-screen interface. The fields must be filled
in with the keyboard, whereas the buttons and entry
fields may be selected using either the mouse or the
touch screen. A comprehensive session log is main-
tained by the system, for liability purposes and also
to ensure that there is a means of reviewing system
information.

The initial screen of the user interface is shown in Fig-
ure 1. For ease of description the various interaction
areas of the interface have been labelled. The three
areas are:

1. the preview panel,

2. the data entry panel, and

3. the system panel.
The preview panel contains an abstract representa-
tion of the beam’s position within the patient’s head.

This panel is included to provide a coarse method for
the user to check the input data. Large discrepancies



in the input data would be obvious and the radiologist
will be able to investigate these discrepancies further.

All data for the treatment is entered into the data
entry panel. Any interaction that occurs within this
panel affects the treatment. Additionally this panel
contains all of the functions related to treating the
patient.

The miscellaneous functions that deal with overall
system operation are located in the system panel.

Before treatment may commence the radiologist must
enter the data into every field within the data entry
panel. Once the data is entered into the fields, the ra-
diologist can press the accept data or reset fields but-
ton. If the fields are reset, the preview panel at the
top will remain clear, if a previous preview has been
performed the system will clear the preview panel. If
the accept button is pressed the preview panel will up-
date, showing the mapping of the lasers with the given
values. The accept button cannot be pressed unless
there is data in some of the fields. The radiologist may
now press the start button, the reset button, or edit
some or all of the fields. If the radiologist attempts to
press start without first accepting any changes made
since the last accept event, or if they attempt to start
with empty input fields, an error dialog, accompanied
by a error sound, will be shown.

Once the start button has been successfully pressed
(i.e., there are no erroneous conditions), the radiol-
ogist is shown the confirm screen given in Figure 2.
In this window all of the fields must be re-entered
to ensure the data has been entered correctly into
the initial interface. If the radiologist presses the ac-
cept button, and all fields are accurate, the machine
will begin beaming and present the beaming interface
screen to the radiologist (shown in Figure 3).

The beaming screen contains two information pan-
els and the emergency panel. The top panel, labelled
monitoring panel, contains all of the information that
was previously supplied by the interface, as well as the
monitoring information of which a radiologist must be
aware. The emergency panel contains a single but-
ton; this is the emergency stop button. This button
is not obscured by any error windows presented dur-
ing machine’s operation, and pressing this button at
any time will instantly cease beaming, regardless of
what mode the system is in. During operation the
radiologist will be unable to change the entry fields
contained in the data panel, as such the panel will be
“grayed out” to show the radiologist that the fields
are unmodifiable.

If the information entered in the confirm screen dif-
fers from that entered on the initial interface, the sys-
tem will display the initial screen of the user interface
again with all fields cleared, and an error dialog.

During operation a heart rate sensor will be con-
stantly sampling the patient’s heart rate. If the heart
rate is beginning to approach the preset maximum,
the user will be shown an error dialog informing them

that the patient’s maximum heart rate is being ap-
proached. This window will dismiss itself after twenty
seconds. Any event that occurs while this window is
present will take precedence, that is, this is the only
window that does not mode the system. The window
will be accompanied by an alarm that will be dis-
tinct and will inform the radiologist that the system
requires their attention. If the radiologist does not
see the screen during the 20 seconds then the alarm
will inform them that the patient’s heart rate is ap-
proaching dangerous levels. The system will continue
to alert the radiologist at a random interval that the
heart rate is near the maximum by re-issuing the error
window, until the patient’s heart rate drops, exceeds
the defined maximum or the system completes beam-
ing. The random interval must fall within a range
that is large enough to minimise sensory overload, yet
short enough to maintain awareness of the patient’s
high heart rate.

If an emergency stop occurs during the system’s op-
eration, a window informing the radiologist will be
displayed. This window (regardless of type of stop)
will contain the time elapsed and time remaining at
the instance of stopping. To ensure that there is a
record of how much radiation a patient has received
and if there is a need to resume the treatment the
radiologist must record the timing information be-
fore dismissing the window. The initial user interface
screen will then be displayed with all fields empty.
If the beaming operation completes successfully the
initial screen will be re-displayed with empty fields,
ready for the next treatment.

4.4 Pattern usage

This section discusses the patterns that were applied
in the synthesis of the user interface described in the
previous section (Section 4.3). The discussions here
will also serve as a justification for each patterns ap-
plication.

One of the fundamental patterns that was applied to
this user interface is the Transaction pattern. All of
the information is entered into the system prior to the
treatment. The radiologist must then commit this in-
formation before the treatment can begin thus allow-
ing all of the data to be checked and verified before
beaming is initiated. Combined with this Transaction
system is a powerful Task Conjunction. The confir-
mation window is included so that there can be no
confusion of the intended parameters. The radiolo-
gist should already have checked the validity of the
parameters via the Preview panel at the top of the
initial interface. However, this alone was not strong
enough due to the lack of detail in the Preview system.
Providing an exact Reality Mapping of the patient’s
head for the radiologist to examine would have been
extremely difficult (how would the image be projected
into the system?) and unnecessary. To provide the ra-
diologist with an Abstract Mapping makes more sense,
as it aids the radiologist in visualising the laser’s po-
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sition within the patient’s head. Enabling the radi-
ologist to view the parameters of both beams on the
initial interface represents a form of Memory Aid. By
allowing the radiologist to view all input fields on the
one screen, the design ensures that any empty fields
should be obvious to the radiologist.

The buttons within the interface have been laid out in
such a manner that they are separated (the Separation
pattern) from each other by enough screen real estate
that they are unlikely to be accidentally activated. In
the initial interface designs all of the action buttons
were located very close to each other; this increases
the chance of a “mis-click” and hence incorrect oper-
ation of the system.

The design of the emergency stop button Affords
pressing, as it resembles its real world counterpart.
Indeed the button may be physically pressed through
the use of the touch screen. It is important that this
button be easily identifiable and easy to operate as
in the event of an emergency the radiologist must act
quickly to prevent damage to the patient.

The inclusion of the Preview panel to the initial and
beaming interfaces follows the Redundant Information
pattern, as it is a redundant view of the parameter
fields. Additionally, providing a numeric and graph-
ical representation of the time remaining represents
another application of the Redundant Information pat-
tern.

The dialog boxes that are raised when a radiologist
performs an error are an application of Notification.
These notifications are multi-media signals as they are
combined with sound events. The two types of Noti-
fication implemented in the interface are the critical
stop and system event notifications.

Within the beaming interface the Alert pattern has
been applied to the emergency stop and heart rate
warning events. The application of this pattern helps
to ensure that a radiologist will react to the Alert
situation.

Behaviour Control has been used in the beaming inter-
face via greying out the input fields during operation,
this pattern has also been applied anywhere within
the interface that “grays put” actions. Behaviour Con-
trol was chosen over the Affordance pattern since the
introduction of moding into the system was justified.
The addition of moding is justified, since there will
never be a situation where a radiologist should be al-
lowed to modify the fields whilst the machine is beam-
ing.

The Interlock pattern is applied to the motion sens-
ing part of the system. If the patient is detected to
have moved significantly, beaming is halted immedi-
ately by powering down the beams. Additionally an
error window is raised that contains a record of the
time elapsed and time remaining when power down
occurred. The error window also requires the radi-
ologist to record the elapsed and remaining beaming
time, implementing the Training for Uncontrolled En-

vironments pattern. The training pattern was applied
to provide a physical record of the final system state.

In the Abstract Mapping of the heart rate the colours
used are blue for normal and red for abnormal heart
rate. The choice of these colours resulted from the
application of the Accessibility pattern (as discussed
in Section 3) and was used to lessen the possibility of
problems associated with red-green colour-blindness.

It could be argued that the Stepladder and Interro-
gation patterns are also implemented in this user in-
terface. The interaction of entering fields, pressing
accept and finally pressing start are in the form of
a Stepladder. This is because the actions must be
performed sequentially. However, the guidance as-
pect of the pattern is not strongly represented. As
the system maintains a log of error messages and ses-
sion information it could be said that a weak form of
Interrogation has been used. The radiologist can go
through the session log and obtain information about
previous runs of the system, but this is only a very
simple Interrogation.

4.5 Discussion

This section has presented a detailed outline of a user
interface for a radiology therapy machine specified by
Mahemoff. This case study provides a qualitative
validation of our additions to the pattern language.
By making the interaction flow smoothly and simply,
with few complex forks, the usability principles have
also been satisfied.

5 Summary and conclusions

This paper has provided mechanisms for capturing
the design characteristics of safety-critical user inter-
faces that reduce operator error. These design char-
acteristics have been expressed as patterns. The aim
of providing a design pattern language is not to pro-
vide something that a designer must use. Pattern
languages are intended as a tool that designers can
use as they see fit and change if they feel they have a
better solution.

Although we have made major additions to the initial
pattern language and modified the categorical place-
ment of the patterns, we do not consider the language
to be complete. In our opinion a pattern language
can never be considered to be complete because the
state-of-the-art keeps changing in the software world
and designers are encouraged to modify the patterns
within a language. Additionally, if a designer iden-
tifies a new problem and outlines a solution, it can
become a part of the language.

In Section 3, we presented in-depth information about
our modifications and additions to Hussey’s pattern
language. The new patterns were found by gener-
ating problem definitions from perceived exemplary
solutions. This approach is a reversal of the usual
intervention process applied as part of a Human Re-



liability Assessment. We outlined the pattern struc-
ture to provide a standard layout for ease of pattern
identification and understanding. The pattern struc-
ture used in this document is the same as that used
in the previous literature, since maintaining a stan-
dard layout aids in the integration of a pattern from
one language into another. This structure has been
explained in-depth so that future designers will have
little trouble synthesising their own patterns.

In Section 4, a test of the pattern language was per-
formed by synthesising a user interface for a hypo-
thetical radiation therapy machine. The case study
provided a qualitative check of the validity of our ad-
ditions to the initial pattern language, and demon-
strated that a system designed with our additions to
the pattern language would satisfy the basic usability
principles outlined in Section 2.

Possible future work would include performing a
safety analysis of the user interface developed to ac-
cess the residual risk associated with the user inter-
face and to determine its tolerability.

In this paper we have identified many problems with
safety-critical user interfaces. Throughout this paper
we have provided methods enabling designers to in-
crease the safety of user interfaces by controlling the
hazardous effect of utilising human operators. We
believe that a pattern-based approach to design is
extremely useful, and if the language were extended
to encompass the overall design of safety-critical sys-
tems, a greater number of safe systems would result.
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A The initial pattern language

The patterns described in this appendix are those
patterns from Hussey’s pattern language that were
not significantly modified. =~ They have been in-
cluded for completeness. The full text of the mod-
ified pattern language may be found as Appendix
A of [Connelly et al., 2001]. The unmodified pat-
tern language can be found in Appendix A of
[Hussey and Mahemoff, 1999].

A.1 Task management

Recover If a system enables users to place the sys-
tem in a hazard state, then there must be a facility
to recover.

Stepladder Systems that require operators to per-
form complex tasks split the tasks into a hierarchy of
discreet simple tasks.

Task conjunction To enable the system to check
for consistency. The system can check that a user’s
action matches their intention by requiring that they
repeat tasks.

Transaction The need for recovery facilities in a
system is lessened if related steps are bundled into
transactions, so that the effect of each step is not
realised until all the task steps are completed and the
user commits the transaction.

A.2 Task execution

Affordance User interface components should be
designed in a manner that indicates their operation.

Separation Components of the user interface that
are operated in a similar fashion, and for which incor-
rect operation could be hazardous, should be physi-
cally or logically separated.

Distinct interaction Components of an interface
that could be confused if they were to be operated
in a similar fashion should be operated by distinct
physical interactions.

Preview Where the consequences of an action
could be undesirable, the user should be able to ob-
tain a preview of the outcome of the action.

Behaviour constraint Users should be prevented
from requesting hazardous actions by anticipating
such actions and allowing only those that are safe.

A.3 Information

Reality mapping There should be a close repre-
sentation of the system’s components to facilitate user
understanding of the system state.

Abstract mapping Where reality mapping is too
complex or difficult to provide, the system should pro-
vide an abstract mapping of reality to aid in a user’s
awareness of system state.

Redundant information Where information pre-
sented to the user is complex or could be misinter-
preted, the system should provide multiple views so
that the likelihood of error is reduced.

Trend Humans are not good at monitoring, so
when the system state changes, the system should
compare and contrast the current state with previous
states.

Interrogation Presenting the entire system state
might confuse a user. To prevent this confusion, only
information that is immediately relevant to the sys-
tem state should be presented. To provide complete-
ness the user should be able to query the system for
more information, as required.

Memory aid If users have to perform interleaved
tasks, mechanisms should be provided for recording
information about the completion status of tasks.

A.4 Machine Control

Interlock Interlocks provide a hardware-based way
of detecting and blocking hazards, so that even if an
error occurs, its consequences will be averted.

Automation If a task is unsuitable for human per-
formance, it should be automated.

Shutdown The system should shut down immedi-
ately in the event of a hazard situation when shutting
down a system is simple and leads to a safe state.

Warning Warning devices should be provided that
are triggered by the state to ensure users will notice
hazardous system states when they have arisen.



