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Abstract

This paper considers a logical framework for modelling secu-
rity policies for information systems. Epistemic, deontic and
temporal logics can respectively be used to express what an
agent knows or believes, what an agent is permitted or forbid-
den to know or do, and the dynamic progress of a system over
time. In modelling a security policy for a practical system, one
may need to combine these logical notions to express state-
ments of the policy, so a combination of logics is considered.
We investigate the issues regarding techniques for combining
logics, approaches to formalizing security policies based on a
combined logic, and strategies applied for reasoning about the
security properties required to be satisfied by a policy. Several
possible future research directions under this logical framework
are discussed.

Keywords: security, security policy, policy languages,
logics, combining logics.

1 Introduction

The security policy for a given system specifies the
security measures that regulate how sensitive infor-
mation and other resources are managed, protected
and distributed within the system. Such a policy re-
flects the high-level security goals of the system and
it should imply them.

The ingredients for creating a security policy in-
clude the system to which the security policy applies,
and a language for the policy maker (PM) to express
the particular system security policy. In designing a
security policy, the PM needs to answer the question:

e What kind of a security policy is required for
protecting the system against any threat to its
security properties?

While designing a security policy language, the policy
language designer (PLD) needs to ask:

e What are the requirements of a policy language
in order that it is able to express such policy?

The PM (for a chosen domain) and the PLD must
work together if they are to correctly answer the later
point.

Natural language (or a subset of natural language)
is typically used for expressing security policies. The
freedom allowed in natural language means that am-
biguity and conflicts in policy often arise; the informal
nature of natural language also means that analysing
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policy for potential conflicts may be difficult. A more
formal security policy language is therefore needed.

Formal security policy for an organisation helps es-
tablish standards for IT resource protection by assign-
ing program management responsibilities and provid-
ing basic security rules, guidelines, and definitions for
everyone in the organisation. Such a policy should be
sufficiently clear and comprehensive to be accepted
and followed throughout the organisation. It could
serve as a basis for the enforcement of more detailed
rules and procedures, and help prevent inconsisten-
cies that can introduce risks.

This paper proposes a logical framework for a for-
mal security policy language that meets the following
set of criteria:

1. The language must be able to capture all required
concepts. This will require the PM and PLD to
extract the policy concepts while ignoring infor-
mation that is neither a definition nor a norma-
tive rule.

2. The language must allow reasoning about policy,
to highlight policy conflicts.

3. The language must be easy for the PM to work
with, and easy for users to understand.

Formal methods can be used in addressing the first
two criteria, with collaboration between PM and PLD
for the last two. The chosen environment for speci-
fying our policy language is a high security environ-
ment, for example, a defence environment. The de-
sign of such a language should be a collaborative pro-
cess involving experts from both policy creation and
formal methods.

As is well known, epistemic logic, deontic logic,
and temporal logic can respectively be used to ex-
press what an agent knows or believes, what an agent
is permitted or forbidden to know or do, and when
events happen and how states change over time. The
notions contained in these logics are fundamental to
the formal specification of security policies. Some of
the earliest work using deontic logic for the specifica-
tion of security policies can be found in (Glasgow &
Macewen et al. 1992). In (Cholvy & Cuppens 1997),
the standard deontic logic is used to represent secu-
rity policies with the aim of analysing conflicts in the
policy specification. Ortalo gives a language for spec-
ifying security policies (Ortalo 1998), which is also
based on deontic logic. Regarding temporal repre-
sentation, Peri (Peri 1996) proposes a temporal logic-
based language for specification and verification of
security policies. He develops a method to describe
the set of traces generated by the specification of a
policy and proposes a technique for getting a set of
rules to verify that the set of traces have the proper-
ties specified by the policy.

It is clear that any logical system modeling reac-
tive agents should be a combined system of logics of



knowledge, belief, time, and norms. For modelling
security policies, one may need to combine all the
epistemic notion, deontic notion and temporal notion
together to express statements of a policy. Hence
combinations of these logics must be considered in
the study of formal representations for security poli-
cies. In fact, there has been some work on the de-
velopment of new logical systems by combination for
specifying security policies, for example, in (Cuppens
& Saurel 1996) the authors combine a deontic logic to
model the concept of permission, obligation and pro-
hibition with a modal logic of action; and Cuppens
and Demolmore (Cuppens & Demolmore 1997) pro-
pose a modal logical framework that combines epis-
temic and deontic logics for specifying confidentiality
policies. However, there is still a lack of standard for-
malisation techniques applied for all purposes. We
believe that, in order to support the analysis process
of various security policies, it is necessary to system-
atically investigate formal representation techniques,
and provide more generic tools for the specification,
and reasoning about, such policies.

Our work is motivated first by the need to pro-
vide a general methodology to build an appropriate
logical basis for formally expressing security policies
for computer and information systems; secondly, our
purpose is to find sufficient conditions of security and
formalise them based on the logics developed for im-
plementing particular security policies in practice. In
this paper, we will focus on the issues regarding

e techniques for combining logics, which are par-
ticularly related to modelling security policies,

e approaches for formalizing security policies based
on a combined logic, and

e strategies for reasoning about the security prop-
erties that are specified by a policy.

In this paper, we do not attempt to deeply study
all these aspects, but we give some general ideas for
achieving our goals. We also identify possible future
research directions related to the logical framework
we propose. In the next section, we discuss why com-
bining modal logics must be considered for the formal-
ization of security policies. In section 3, we present
two techniques for combining logics with the aim of
providing some non-complex but strong enough com-
bined logics for use in the specification and analysis
of security policies. Section 4 discusses how to ex-
press security rules in our logical framework. Section
5 discusses reasoning techniques through an example.
Section 6 concludes the paper with a short discussion
on future work.

2 Security Policies and Modal Logics

A typical security policy is an access control policy
(ACP). Such policies are usually represented as rules
specifying the conditions under which subjects are
permitted to access some IT resources. An ACP may
be based on various security models, for example, the
DAC (Discretionary Access Control) model that re-
stricts access to objects based on subject, the MAC
(Mandatory Access Control) model (also called the
Bell-LaPadula model) which is based on fixed regu-
lations mandated by a central authority, and RBAC
(Role-Based Access Control) model in which permis-
sions are defined in terms of positions of users, etc.
There are many ways to classify security policies,
see, for example, (Dulany 2002). We simply clas-
sify security policies into two types: general policy
and issue-specific policy. A general policy, sometimes
called the meta-level policy, is intended to address

the broadest aspects of IT security and to establish
a security program. A meta-level policy should have
breadth of scope and be very general, for example:

- “The system should include an defined, consis-
tent and documented access control policy.”

An issue-specific policy is developed to address the
specific activities in a system, e.g., in a password pol-
icy, we may have

- “All user-level passwords must be changed ot least
every month.”

In studying security policies for computer and in-
formation systems, it is important to provide a funda-
mental methodology for precisely representing what
an agent (a user) knows or believes about a given
system, what he is permitted to know or do within
the system, and how the permissions, knowledge and
beliefs of agents change over time. We are therefore
interested in three classes of notions, which play an
essential role in the formalization of security policies,
as follows:

e epistemic notions that can be applied to repre-
sent knowledge and beliefs of agents,

e deontic notions that can be applied to represent
obligations, permissions for agents (users of a
system), and

e temporal notions that can describe the dynamics
of a system and can therefore be applied to repre-
sent how the knowledge, beliefs, permissions and
other attributes change over time.

These notions have been intensively studied by logi-
cians, and modal logics corresponding to these no-
tions have been extensively applied in the fields of
computer science and artificial intelligence (Fagin,
Halpern, Moses & Vardi 1995, Galton 1987, Meyer
& van der Hoek 1995, Meyer & Wieringa 1993).

To formalize epistemic notions, logicians use the
epistemic logic (EL), a logic including statements of
knowledge and belief. Assuming we have n agents,
say ai,...,an, this logic will involve two groups of
modal operators:

- K,,; standing for “agent a; knows that”, and

- B,, standing for “agent a; believes that”,

where i =1,...,n.

We may begin with an existing logic L, e.g., typ-
ically propositional logic or first-order logic, and ex-
tend it with a new formation rule: If ¢ is a well-
formed formula (wif), so are K,, ¢ and B,,; . Thus,
modal operators K,, and B,, in fact transform wifs
into wifs. For instance, suppose that has(john, k)
is a wif in EL standing for “John has the key k to
open the secure room”, then we can have the wif
Koy has(john, k) that stands for “Bob knows that
John has the key k to open the secure room” and the
Wit Byary (Kpor has(john, k)) that stands for “Mary
believes ?flat Bob knows that John has the key k to
open the secure room”

The axiomatisation for the EL, apart from those
axioms and rules of inference in the logic L, should
also include some axioms and rules related to the
modal operators in it (see appendix).

To formalize deontic notions, we use the deontic
logic (DL). The deontic logic has a basic operator,
denoted by O, which is used to represent “it is obliga-
tory that”. Two other operators, P and F are defined
by P ¢ =-0 =p and F ¢ = O —p respectively. P ¢



stands for “it is permitted that ¢” and F ¢ for “it is
forbidden that ¢”.

Like the EL, the DL can also be built upon a
given logic system, and the operators O, P and F will
transform wifs into wifs. Consider the same example
above, suppose that has(john, k) is a wif in DL, then
we may have the wifs O has(john, k), P has(john, k)
and F has(john, k) which stand for “it is obligatory
that John has the key & to open the secure room”,
“it is permitted that John has the key k to open the
secure room” and “it is forbidden that John has the
key k to open the secure room”, respectively.

To formalize temporal notions, we use temporal
logic (TL). Consider a simple linear-time temporal
logic, in which the collection of moments in time is the
set of natural numbers with its usual ordering relation
<. This temporal logic offers two operators, first and
next, which refer to the initial moment and the next
moment in time respectively (Liu & Orgun 1996).

Like epistemic and deontic modal operators, tem-
poral operators first and next also transform wifs
into wifs. Consider the same example, if has(john, k
is a wif in TL we may have the wif first has(john, k
that stands for “initially (i.e., at the initial moment
in time) John has the key & to open the secure room”
and the wif next —has(john, k) that stands for “at
the next moment in time, it is not the case that John
has that key k”.

The discussion above has shown that, to formalize
all these notions involved in security policies, modal
logics are implied. We need a single appropriate
modal logic that can be applied to deal not only with
the obligations of agents, but also with the tempo-
ral and epistemic aspects of agents. So we see that
combining modal logics is of particular relevance to
formalizing rich security policies.

3 Combining Logics

Combining logics is emerging as an active research
area in formal methods (Blackburn & de Rijke 1997).
In simple terms, the problem of combining logics is:
given two logics L; and L, how may we combine
them into a single logic L1 + Ly that extends the ex-
pressive power of each. Different choices (definitions)
of the combining operator (+) may give quite dif-
ferent logic systems. Several combination techniques
have been investigated, including fusion (Kracht &
Wolter 1991), fibring (Gabbay 1999), and product
(Gabbay & Shehtman 1998). In this paper, we outline
two techniques, called the hierarchy combination and
free-mizture combination, with the purpose of provid-
ing a suitable logical framework for modelling security
policies.

3.1 Hierarchy Combination

The hierarchy combination is based on a hierarchical
structure. We say that (S, —) is a hierarchical struc-
ture if the partial order relation — defined over the
set S satisfies the following properties:

e for any X € 9, (X, X) ¢— (antireflexive);

e forany X,Y € S,if (X,Y) €—, then (Y, X) ¢—
(antisymmetric); and

e for any XY, Z € S, if (X,Y) €— and
(Y,Z) €—, then (X, Z) €— (transitive).

We may write (X,Y) €é— as X — Y and read it as

“X leads up to Y” or “X is a succession of Y.
Given a hierarchical structure ({L1,...,Lp},—)

of modal logics L1, .. ., Ly, the hierarchy combination

of these logics based on the structure is informally
defined as a combination that satisfies the condition:

e For any L;,L; (1 <i,j <mn), if Ly —» L;j, then
the modal operators of L; can be within the scope
of the modal operators of L;, but the modal op-
erators of L; are never within the scope of the
modal operators of L;.

We denote the combination (the combined logic) by
(Ly+ ...+ Lyp).

Taking a simple case, we first consider two modal
logics L; and L, and show how to obtain the new
logic L = (L; 4 La){1,»1,} by the hierarchy combi-
nation technique.

Let L1, be the set of all formulae in the logic L;.

We partition L1, into two sets, Eﬁbl) and Ei":). A

formula ¢ € ££b1) is called a boolean combination iff it

is built up from other formulae by the use of one of the
boolean connectives = or A or any other connectives
defined only in terms of those; it is called a monolithic

formula, and belongs to EI(L”), otherwise. Thus, for
any formula ¢ € Ly,,, we must have ¢ € C(Lbl) or p €

E}f?, but not both.

The syntax of the combined logic L is recursively
defined as follows: Let L;, be the set of formulae in
L, then Ly, is the smallest set such that:

1) Ifae £(LT), then a € Ly;

(1)
(2) If a € Ly, then —a € Ly ;

(3) If a,8 € L, then (a A B) € Ly;
(4)

4) If a € Ly, then Q « € Ly, for any modal opera-

tor Q of Ls.

From this definition, we can see that the modal oper-
ators of Ly never appear within the scope of a modal
operator of L;.

For defining the semantics of the combined logic
L, the possible world semantics approach based on
Kripke structures (Kripke 1963) is adequate. Kripke
introduced Kripke structures as a formal model for a
possible-world semantics for the modal logic of neces-
sity and possibility. A Kripke structure for n agents
is a tuple M = (S,Ri,...,Rp,,m), where S is a set
of states or possible worlds, 7 is a function that is a
truth assignment to atomic formulae for each state
s € S, and R; is a binary relation on the states
of S, for i = 1,...,n. Any modal operator is as-
sumed to be associated with a particular relation R;.
We call (S,Ry,-..,R,) a Kripke framework. There-
fore, a model of a given modal logic consists of a
Kripke framework and an assignment function. Let
K1, K2 be a class of Kripke models for the logics L
and Lo, respectively. Consider a Kripke framework
(S,Ry,...,R,) of Ly and a function h : S — K,
mapping states in S to a model in ;. Then we de-
fine a model of L as a tuple (S, Ry,...,Rp,h), de-
noted by Mry,. Thus, the semantics of the logic L can
recursively be defined as follows:

- My, s Ea,a€ L iff h(s) = My, My, | a.
- My, s |E -« iff it is not the case that My, s [ a.
- Mp,sEaABiff Mp,s = aand Mp,s = 8.

- My,s E Qa iff Mp,t = a, for all (s,t) € R;,
where Q is associated with R;.



In order to obtain the proof system of L, we in-
troduce the notion of standard-monolithic boolean
combinations first. We say that a formula « is a

standard-monolithic boolean combination if o € ££"11)
or a = = where 8 is a standard-monolithic boolean
combination or @ = # Ay where both 8 and ~ are
standard-monolithic boolean combinations. Thus the
following assertion can inductively be proved based
on structures of formulae in Ly, .

e For any formula a € [Li,, there exists some
standard-monolithic boolean combination o,
such that o and o' are equivalent, i.e. « is valid
in Ly iff o' is valid in L;.

Note that it is not the case that any formula of L
is a formula of L, but it is easy to show that, for
any formula « of L1, the standard-monolithic boolean
combination o' equivalent to « is a formula of L.
Thus, the proof system of the combined logic L is
given by the following axioms and rules of inference:

1. The axioms of Lo;
2. The rules of inference for Ly;

3. For every formula « in Ly, if by, @ and o' is a
standard-monolithic boolean combination equiv-
alent to a, then Fy, o'.

where Fr, a means that a is a theorem of the sys-
tem L and b1, a means that « is a theorem of the
system L. The third item above is a new rule of infer-
ence that is applied to preserve the theoremhood of
formulae of the logic Ly ; we call it the rule of theorem-
hood preservation (TP). Therefore, simply, the proof
system of the combined logic L consists of all axioms
and inference rules of its component logic Lo together
with the rule TP, which guarantees that, if a formula
is a theorem of the other component logic L1, then a
standard-monolithic boolean combination equivalent
to that formula is a theorem of the combined logic.

Given two logics L; and Ly, the hierarchical rela-
tion over {Ly,La} can be {} (the empty set), {L; —
L2} or {LZ — L1} . Note that

(L1 +La)fr,»r0) # (L1 + L2)qr,-r,}s

there are therefore three different hierarchy combined
logics from the two logics:

(L1 + La) gy,
(L1 + La)fr, -0}, and (Ly + La)¢r, 1.}

The last two combined logics can be determined in
the same way shown above. While the first one,
(L1 + L2)y3, is the simplest combination of L; and
Lo; informally, we can view this combination as con-
sisting of all formulae in the two languages and the
boolean combinations of these formulae.

There are several advantages within the hierar-
chy combination technique. Fristly, this combination
technique allows us to handle the syntax and seman-
tics of combined logic systems easily. The process of
obtaining a combined logic with the hierarchy com-
bination technique has been standardised: we have a
standardised pattern for defining the syntax, includ-
ing four formation rules, which are suitable for any
modal logics; the semantics of the combined logic is
defined by the standard possible-world semantics ap-
proach with Kripke framework; and the proof system
given above can be applied for any combined logic ob-
tained from two logics by the hierarchy combination
technique without the need for changes.

In the following, we use examples to demonstrate
the features of the hierarchy combination technique.
All the examples are involved in the logics DL, EL,
and TL. A brief introduction to these logics is pro-
vided in the appendix of this paper.

Example — (TL + EL) g1, 11}

The hierarchy combination technique can be
viewed as a generalisation or an extension of the tem-
poralisation methodology (Finger& Gabbay 1992).
Therefore, the process of obtaining the logic system
(TL+EL){gL—TL} is a good example to demonstrate
how the hierarchy combination technique works. To
simplify our discussion, we denote (TL+EL){gr— 11}
by ETL. Similarly, we will denote (DL+EL)pr—,EL}
by DEL, (DL + EL){EL—)DL} by EDL, and so on.

Let £{™ be the set of all monolithic formulae in
EL, and %ETL be the set of formulae of the logic sys-
tem ETL. Then Lgrr, is the smallest set such that:

-Ifae ﬁgz), then a € LgTL;
- If &« € Lg7L, then ~a € LgTL;
- If a,8 € LgTL then (a A B) € LrTL;

- If a € LgTL, then first o € Lg1r, and next o €
LerL.

From the definition above, we can see that first and
next never appear within the scope of a modal oper-
ator K,; or B,,;.

Regarding the definition of the semantics of ETL,
let K be a class of (Kripke) models of EL. Consider
a time frame (C, <), where C = (to, t1,12,...), and
a function h : C — K, mapping moments in time
on the clock C to a model in the class K. Then we
define a model of ETL as a triple (C, <, h), denoted
by Mgtr. Thus, the semantics of the logic ETL is
recursively defined as follows:

- MgrL,ti F oo, a € £(Erf) iff h(t;) = Mg,
MEL IZ Q.

- Mg, ti E —a iff it is not the case that
METL, ti | a.

- METL;ti '= a A ﬂ iff METLatz' |= a and
Mg, t; =B

- MgrL, t; E first « iff Mg11,t F a.
- MgTL,t; |= next « iff ML, %11 |= .

We write K |= a if, for every model Mgy, in K and
the relevant clock C € C and for every time ¢t € C, it
is the case MgTL,t = a.

The proof system of ETL consists of the following
axioms and rules of inference:

- The axioms of TL;
- The rules of inference for TL;

- For every formula a in Lgr, if FEL @ and o' is a
standard-monolithic boolean combination equiv-
alent to a, then g7y, o (TP)

That is, the axiomatisation for ETL consists of all
axioms of temporal logic TL and 4 rules of inference,
i.e., US, MP, TG and TP (see also appendix).
From this example, we can see that, with the stan-
dardised process of obtaining a combined logic by the
hierarchy combination technique, we do nothing but



simple substitutions to replace those component log-
ics and modal operators in the standard patterns in
order to create the new logic ETL.

Another advantage of the hierarchy combination
technique is that a complex combination of multiple
modal logics can be obtained by the induction method
based on the hierarchy combination of two logics. In
fact, according to the above discussion, the syntax,
semantics, and the proof system for a hierarchy com-
bined logic of any two logics can easily be determined.
Then if, by the induction step, we have obtained a
combined system of n — 1 logics, Ly, ...,Ly,_1, by the
hierarchy technique, and assume L{("~1) is this com-

bined logic, we can combine logics L") and L, to
obtain a combination of n logics Ly, ..., Ly—1, L.

One of the most important problems in combining
logics is what kind of combination method is chosen to
obtain a desired logic system. The third advantage is
that combined logics obtained by the hierarchy com-
bination technique are generally strong enough for the
use in specifying, and the analysis of, security policies
for many different application domains. For example,
within DEL, we may have

(1) Kjonn (O keeps_secure(mary, k)).

(2) Bjonn ((F sees(bob,d)) A ~has(bob, k)).
(3) Bjohn (Vz(sees(z,d) — has(z,k))).

4) Bjonn sees(bob,d).

Formula (1) says that John knows that Mary must
keep the key k secure; formula (2) says that John
believes that Bob is forbidden to see document d and
does not have k; formula (3) means that John believes
that one sees d only if he has k; and (4) means that
John believes that bob sees document d. Such formal-
ization could be useful in analysing inconsistency re-
lated to a security policy set by the organisation. For
example, according to a contradiction derived from
these formulae, John may conclude that the security
policy (“Mary must keep the key k secure, and Bob
is forbidden to see document d”) has been violated.

3.2 Free-mixture Combination

As discussed above, for logics DL and EL, there are
three hierarchy combined logics from them: (DL +
EL)fy, DEL and EDL. (DL + EL)y; consists of all
formulae in both DL and EL and the boolean combi-
nations of these formulae. For example, assume O p
is a formula of DL and K, q is a formula of EL, both
O p and K,, ¢ and boolean combinations of these for-
mulae such as O p A K, ¢ are formulae in this com-
bined logic. However, in (DL+EL)(3, we do not have

formulae such as K,(O p) and O(K, ¢) in which
the modal operators of DL appear within the scope
of modal operators of EL or the modal operators of
EL appear within the scope of modal operators of DL.
The sort of formulae can however appear in DEL or
EDL, but neither DEL nor EDL can contain the for-
mula K, (O p) as well as the formula O(K, g).

We therefore introduce the free-mixture combina-
tion. In the free-mixture combination, formulae of
the combined logic can mix operators from the com-
ponent logics arbitrarily. Let Ly,..., L, be n logics,
we denote the combined logic gained from these logics
using the free-mixture combination by L; + ...+ L.
Thus, DL + EL is the free-mixture combination of
logics DL and EL. In this combined logic, we can of
course have both the formulae K, (O p) and O(K, q).
Due to space limitation, the detailed discussion about
the free-mixture combination is omitted.

Thus, with the logics DL and EL, we have ob-
tained four different combined logics. It is obvious

that we may have the following subset relations re-
garding these logics:

(DL +EL), C (DL +BL) 51y

(DL +EL), C (DL + BL) 5y ,p1y

DL + EL C DL + EL, and
{DL—EL}

(DL + EL) gy 1,y C DL +EL.

Similar discussion can be made for TL and DL, and
for TL and EL. For three logics TL, DL and EL, there
are more cases of hierarchy combinations.

It seems that the four combined logics originally
from DL and EL may form a lattice under the relation
C. An immediate question is: can all logics obtained
by combining any n logics with the hierarchy com-
bination and free-mixture combination form a lattice
under the relation C? If the answer is “yes”, it would
be helpful for discussing the properties of these com-
bined logics and their expressiveness and adaptability
in modelling security policies.

4 Expressing Security Policy Rules

In this section, we discuss how to express certain se-
curity policy rules in our logical framework. We begin
with defining terms relating to notions of obligation
and prohibition.

Several important keywords that often appear
in security policy documents have been recognised
by researches and developers, see, for example,
RFC 2119 (http://www.fags.org/rfcs/rfc2119.html)
proposed by the Network Working Group. These key-
words are listed below and to be interpreted as fol-
lows:

1. MUST: The use of this word means that the rel-
evant item is mandatory.

2. MUST NOT: The use of this phrase means that
the non-use of the relevant item is mandatory.

3. SHOULD: The use of this word means that valid
reasons may exist in particular circumstances to
ignore the relevant item, but the full implications
SHOULD be understood and carefully weighed
before not following this item.

4. SHOULD NOT: The use of this phrase means
that valid reasons may exist in particular circum-
stances when the relevant item is acceptable or
even useful, but the full implications SHOULD
be understood and the case carefully weighed be-
fore implementing the item.

5. MAY: The use of this word means that the rele-
vant item is optional.

For the formalization of security policy rules, we first
need to carefully map these words and phrases into
corresponding expressions in our logical framework.
However, it is not easy to identify which map is better
to express the meaning of a word or a phrase. We
propose the following definition:

MUST p def Op

MUST_NOT p ¥ 0 —p (= F p)

SHOULD p %' 0 p v SHOULD (GIVE_REASON_FOR —p)

SHOULD.NOT p ¥ 0 —p v
SHOULD (GIVE_REASON_FOR p)

MAYpd:ef -0 —p (=P p)

SHOULD p and SHOULD_NOT p are defined recur-
sively, and we are further involved in the definition of



GIVE_REASON_FOR p that may depend on a real
situation, see examples given below.

In order to show how the formal definition of key-
words would be helpful for the formalization of a cer-
tain security policy, we first introduce two basic pred-
icates:

T stops y at z, and
z parks y in z,

stop_at(x,y, z):
park_in(z,y, z):

where variables x, y, and z represent a person, a car,
and a location, respectively. Now let us consider the
following security policy rules:

- “Everyone must stop his car at (before) the
STOP sign”,

- “Everyone must not park his car in area A”,

- “One should stop his car at (before) the STOP
sign unless he is a police officer who is carrying
out an emergency task”,

- “One should not park his car in area A unless he
is a manager”, and

- “A customer may park his car in the visitor car
park area (v_park area)”.

With the formal definition of keywords, we have no
difficulty in transforming each of these rules into a
formula in the logic DL as follows:

(1) Vz (O stop-at(z,z's car, STOP)).

(2) Vz (O —park_in(x,z's car,area A)).

(3) O stop-at(x,z's car, STOP) V (is_pol_officer(z)
A emergency(e) A is_carrying_out(z,e)).

(4) O —park_in(z,z's car,area A) V is_manager(z).

(5) is_customer(z) — P park_in(x,z's car,v_park).

In formulae (3) and (4), we are in fact involved in
giving reason for why it is ‘p’ (or ‘not p’), according
to the real situation.

We have discussed the importance of the formal
definition of those keywords related to the deontic
notion. For formalizing a specific security policy, it
is also important to choose an appropriate combined
logic. For example, a confidentiality policy regarding
the problem of database access is given as follows:

P1. “A user may access data only if the user plays
the role r.”

We assume that the database, denoted by db, con-
sists of a consistent set of sentences of a language.
It is not assumed that all sentences in db are true in
the world. But db is a set of beliefs. In this view,
if p € db, we may write Bg, p. While “an agent
a knows that the database db believes p” would be
expressed by K,(Bg p), and “it is permitted that
the agent a knows that db believes p” is expressed by
P(K,(Bap p)). This indicates that, to express a confi-
dentiality policy specifying what part of the database
an agent is permitted to access, it is better to use the
logic EDL. We see r as the set of those who play the
role 7, then, the formula

P(K.(Ba ¢(z))) »a€r

would be regarded as the formal representation of P1,
where o(z) defines the part of db that the agent a is
permitted to access.

In the following, we consider some security policies
that may exist in a defence information environment.
The policy P2 regards the security of private keys.

P2. “The owner of a private key must keep it secure.
If a private key is compromised (someone other
than the owner of the key acquired it), it must
be cancelled. The owner must not use his/her
private key if it is cancelled.”

In order to formalize such policy, we first define the
following predicates:

z is the owner of the key k.
k is a private key.

z keeps the key k secure.

k is cancelled.

z acquired the key k.

x uses k.

is_owner(z, k):
private(k):
keeps_secure(z, k):
is_cancelled(k):
got(x, k):

uses(z, k):

We also need to clarify the practical meaning of the
policy. In P2, the first sentence means that, if one
holds a private key, then it is obligatory that he/she
keeps the key secure. For the second and third sen-
tences, we can also give similar explanations. Thus,
the policy P2 can be formalized by the following se-
curity rules: for any z and any k,

R1. is_owner(z, k) A private(k) —

O keeps_secure(z, k).
R2. is_owner(z, k) A private(k) —

(Ja got(a, k) Aa # x — O is_cancelled(k)).
R3. owner(z,k) Ais_cancelled(k) = O —uses(z, k).

In the formalisation of security policies, we do not
think that one must always follow the maps given
above regarding the meanings of keywords to trans-
form a rule into a formal expression. In many cases,
it is better to see the requirements of an agent role as
obligations. Let us consider a practical security rule
related to an IT administration function as follows:

P3. “An IT security adviser (ITSA) must be ap-
pointed to be responsible for the security of the
agent’s network.”

In our understanding, this policy means that an or-
ganisation with a network must appoint some person
as an I'TSA responsible for the security of the system.
The rule may therefore be formalized as:

R4. is_org(o) Ais_network(n) A possesses(o,n) —
O (3a (appoints(o,a, ITSA) Ais_resp(a,n))),

where is_org(o) and is_network(n) stand for “o is
an organisation” and “n is a network”, respectively;
possesses(o,n) means that o possesses the network n;
and appoints(o,a, ITSA) A is_resp(a,n) means that
o appoints a as an ITSA to be responsible for the
security of n.

In formalizing security policy rules in a specific ap-
plication domain, there are three research areas worth
further study:

e It is necessary to have an accepted mapping
scheme for transforming those keywords con-
tained in existing (informal and/or formal) se-
curity policy documents into a standard format
with various modal operators. This research may
include investigating which words should be cho-
sen as keywords and proposing a suitable trans-
form pattern for them. An uncompleted map-
ping scheme is presented in this paper for discus-
sion, and more work is needed.

e We are also looking for an essential method
(including some principles and techniques) for
choosing an appropriate combined logic applied
for any given application domain, such that we
can easily and conveniently handle the formal
representations of security rules in the specific
domain.



e The formalization also depends on a correct un-
derstanding of those informal security rules of
a security policy, which would benefit from the
standard mapping scheme techniques provided.

The policy formalization process is in fact a collabo-
rative process involving experts from both the design
and formal methods areas. Therefore, for the research
on the above mentioned fundamental work, coopera-
tion between the policy designer and researchers is
necessary.

5 Reasoning about Security Properties

The security policy P4 given below involves the secu-
rity level of each person and each controlled location
in an organisation. The policy fits the format of the
MAC policy model. The security level of a person
determines whether or not he/she is able to access
controlled rooms.

P4. “Any person whose security level is less than that
of a particular room must be kept out from this
room; and, if the person must be kept out from
the room, then he/she is forbidden to see any doc-
ument stored in 1t.”

We define a function, security_level(z), which gives
z’s security level where x is a room or a person. Then
this security policy can be formalized by the following
rules (rule schemata): For all agent a, room z and
document d,

R5.  securitylevel(a) < security level(z) —
O kept_out_from(a,x).

R6. O kept_out_from(a,z) A stored_in(d,z) —
F sees(a,d).

Suppose this policy is satisfied through a certain se-
curity mechanism provided (the discussion on what
kind of mechanism and how it guarantees that the
policy is satisfied are not in the scope of this paper),
then, based on R5 and R6, we are able to reason about
beliefs of agents concerning the security properties of
this policy. For example, assume we have

(1) Kjonn (securitylevel(mary) =11 A
security level(room10) = Iy Aly < 1y).
(2) Bjonn stored_in(f1,room10).

This indicates that John knows the security levels of
Mary and room 10 and he also believes that the file
f1is stored in the room 10. Then, for example, it is
easy to show that

(3) Bjonn (F sees(mary, f1)),

which means that John believes that Mary is forbid-
den to see the document f1. We outline the proof
procedure below.

Firstly, from (1) and by R5, we have
4) Kjonn (O kept_out_from(mary,rooml0)).
By EA3 (see appendix), from (4) we have
(5) Bjonn (O kept_out_from(mary,rooml0)).

Then from (2) and (5), and by R6, we obtain (3), that
is exactly what we want to show.

Reasoning about the security properties of a given
security policy usually involves:

e Choosing a (combined) modal logic appropriate
for the specific application (in the case above, we
use the logic DEL),

e Defining functions and predicates, and then for-
malizing the policy as a set of rules, denoted for
example by 0,

e Checking the consistency of ©, and

e Expressing the assumptions as a set of formulae,
denoted by T

Once all the preparations are ready, assuming that
a security property is expressed as ¢, then the rea-
soning procedure is to construct a proof in the logic
framework of the theorem

OUTF .

Note that checking the consistency of © is an im-
portant step. Given the soundness of our logic, if
we find that © is not consistent, there may be some-
thing wrong with the policy itself, and we (as the PM)
therefore need to consider how to correct this policy.

With reasoning, the designer of a security policy
is able to find vulnerabilities before the policy is re-
leased. The evaluator and/or the policy manager can
apply reasoning processes to detect conflicts and am-
biguities implied in a security policy and analyse ac-
cidents related to implementating such policies. As
an example, let us consider a case as follows: Assume
that, apart from rules R5 and R6 given above, a pol-
icy contains a rule

a€r—P(XK, By ¢(z)))

which means that, if agent a plays role r, then a is
permitted to know the database db believes p(z) to
be true. Suppose John, as an evaluator, has gained
a belief — believing that Mary is forbidden to see the
file f1 — through the reasoning process as above. We
also assume that John believes that Mary has seen f1.
This indicates that there is a conflict in this policy or
this policy has been violated. With reasoning, John
finally found the reason is that the policy (as a whole)
implies that mary € r and, therefore, it in fact implies
P(Kpmary(Bay () to be true, while (we assume) the
later implies that Mary can see the file f1. However,
according to R5 and R6, Mary is not allowed to see
the file f1.

We believe that conflict analysis and refinement
are key areas for further study on reasoning about
security policies. Therefore, it is important to gain
a formal approach to construct a theory specifying
a given security policy. Such an approach should be
very general, such that it can be applied for a vari-
ety of security policies with various combined logics.
Investigation of new reasoning techniques under our
logical framework is also an important research di-
rection. With the combination of the notations of
obligation, knowledge, beliefs, and time into a single
combined logic, we may need to combine various rea-
soning techniques, including non-monotonic reason-
ing techniques, temporal reasoning techniques etc.,
together to obtain new techniques for the specific use
of reasoning about security policies.

6 Conclusion

A logical framework for modelling security policies
has been discussed. This include methods for com-
bining modal logics expressing three classes of notions
involved in security policies; expressing security rules
using our combined modal logic; and techniques to
construct a theory for reasoning about security prop-
erties of a given security policy within this logical
framework.

Rather than considering complex combinations
when combining logics, we maintained simpler ways



for the practical use of modelling security policies.
The boolean connectives, = and A etc., in all com-
ponent logics of our new logic system have a unique
semantics interpretation; and the hierarchy combina-
tion technique allows us to handle the semantics of
combined logics easily. In this way, we can obtain a
logic that seems strong enough for formalizing secu-
rity policies in a specific domain.

The modal logical framework, proposed by
(Cuppens & Demolmore 1997), combines the epis-
temic and deontic logics to specify confidentiality
policies that regulate user’s knowledge. They define,
for each role, two modalities denoted by PKB, and
FKB,. Formulae of the form PKB, p (and FKB, p)
are to be read as “any agent who plays the role r
is permitted (and forbidden, respectively) to know
that the database believes p”. As shown in the pre-
vious sections, based on our logical framework, these
modalities can be expressed by a combination of deon-
tic and epistemic modal operators in the logic EDL. In
addition, our logical framework is more general and
flexible, it deals with not only the obligations and
knowledge of agents but also the temporal aspects.

Any logic system may have limitations. Recall-
ing the rules specifying the policy P2, it seems that
reasoning about security properties of a policy can
often be achieved in the logic DEL. However, this is
in general impossible. In fact, this policy involves
regulating the knowledge of agents: for the rule R1,
one may define that keeps_secure(z,k) if and only
if, for all a, a # ¢ — K, is_key(k). Thus, the
formula O keeps_secure(x,k) may be replaced by
O (a # ¢ —» —K, is_key(k)), which is not a for-
mula in DEL. This indicates that a simple combined
logic may be used for modelling the class of security
policy but it may not be suitable for other classes of
policy. Therefore, developing a technique for classi-
fying security policies and then identifying a suitable
combined modal logic based on the classification of a
particular security policy is a poosible future area of
research.

Future work should also include further investiga-
tion of the techniques for combining logics, the prop-
erties of combined logics related to the specific use
of modelling security policies, and the strategies for
reasoning. Implementing a security policy language
based on our logical framework is also an important
issue to consider.
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Appendix

A Epistemic Logic (EL)

Epistemic logic (EL) is a logic concerning statements
about knowledge and beliefs. It has been exten-
sively applied in computer science (Meyer & van der
Hoek 1995, Fagin, Halpern, Moses & Vardi 1995). We
consider the simple propositional epistemic logic. EL
has two group of modal operators:

K, intended to stand for “agent a; knows
that”, where ¢ = 1,...,n, and

B,, intended to stand for “agent a; believes
that”, wherei =1,...,n.

Here we assume that A = {ai,...,a,} is the set of
agents involved in a specific system throughout this
paper. Note that any of these modal operators cannot
be defined in terms of one another.

Let P be a denumerably infinite set of proposi-
tional symbols. We define that Lgr, as the set of for-
mulae in the EL is the smallest set such that:



-PC £EL;
- If A and B are in Lgy,, so are A and A A B;
- If Aisin Lgr, then K,, A and B,, A are in Lgr..

The last formation rule above make operators K,,
and B,; to transform a well-formed formula to an-
other well-formed formula.

In EL, other connectives V, — and < are derived
from the primitive connectives.

The definition of the semantics for the logic EL
would be referred as the possible-world semantics
(Kripke 1963). In such a definition, we have

M, s |E K, @ iff, for all ¢ such that (s,t) €
R;, M,t = .

which means that K, holds at s in the model M iff
© holds at ¢ in the model M, for all ¢ such that (s,t) €
R;, where R; is the possibility relation associated with
agent a;.

We omit the detailed discussion about the sem-
ntics of the logic EL, but give a minimal axiomatic
system for it below, which contains the following ax-
ioms (axiom schemata):

EAQ. all classical tautologies.

EAL. K,,(A— B) = (Ko, A—> K,, B).
EA2. B,,(A — B) - (B,, A — B,, B).
EA3. K,, A — B,, A.

EA4. K, A— A

The rules of inference are:

MP. From A and A — B infer B. (Modus Ponens)
EG. Fromt A infer - K,, A. (E-Generalisation)

By rule EG and axiom EA3, it is easy to show that, if
A is a theorem, then B,, A must also be a theorem.

B Deontic Logic (DL)

Deontic logic (DL) has been extensively applied in
computer science (Meyer & Wieringa 1993). This
logic has a basic operator, denoted by O, which is
used to represent “it is obligatory that”. We con-
sider a first-order deontic logic that simply extends
classical first-order logic with the special modal oper-
ator O. In the DL, terms and formulae are defined as
usual, but it has a particular formation rule related
to application of the operator O. Formally, let Lpr,
be the set of formulae of the logic DL, then Lpy, is
defined as the smallest set such that:

e All atoms of first-order logic are in Lpy;

e If p € Lp1, and ¢ € Lpr, then ¢ € Lp1, and
PNy € Lpi;

o If o(z) € Lp1r, where z is a free variable, then
Vzp(z) € LpL;

o If pisin Lpr, sois O ¢.

Other connectives, V, —, and <, and the qualifier 3
are defined based on the primitives =, A and V in the
usual manner. In addition, two other operators, P
and F are introduced based on the operator O:

Pyp=-0 —p, and
Fep=0 —p

Here P ¢ stands for “it is permitted that ¢” and F ¢
for “it is forbidden that ¢”.

In general, a formula with the operator O, P,
or F is about what is required, which is usually re-
lated to the use of those English auxiliary verbs, such
as ‘must’, ‘must not’, ‘ought to’, ‘have to’, ‘should’,
‘may’ etc in modal sentences. For example, we may
write Freads(john,d) and Preads(bob,d) to repre-
sent

(1) “John must not read the docment d”, and
(2) “Bob may read the docment d”,

respectively. The sort of formulae are with repect to
the actual world and given about what is required by a
certain law(s) or contract. Therefore, the definition of
the semantics for the logic DL would also be referred
to as the possible-world semantics.

The DL has the following axioms:

DAO. all axioms of the classical first-order logic.
DAL. O (¢ = 9) = (0O p — O Y).

DA2. Op =P .

DA3. Vz (O ¢(z)) « O (Vz p(z)).

The rules of inference for this logic include:

DR1. From ¢ and ¢ — ¢ infer ¢b. (Modus Ponens)
DR2. From Vz ¢(z) infer ¢(y). (V-Instantiation)
DR3. From ¢(z) infer Yz ¢(z). (V-Generalisation)
DR4. From I ¢ infer - O ¢. (O-Generalisation)

C Temporal Logic (TL)

We consider a very simple linear-time temporal logic,
in which the collection of moments in time is the set of
natural numbers (V) with its usual ordering relation
<. The syntax of this logic is defined as follows:

Let P be a denumerably infinite set of proposi-
tional symbols. We define that L1, as the set of tem-
poral propositional formulae is the smallest set such
that:

- PCﬁTL;

- If Aisin Lpr, then A, first A and next A are
in L7r; and

- If A and B arein L1, so A A B is, too.

Connectives V, — and ¢ are derived from the primi-
tive connectives as usual.

We define that the global clock is the increasing
sequence of natural numbers, i.e., (0,1,2,...), and a
local clock is an infinite subsequence of the global
clock. A time frame is denoted by (C, <), where C =
(to,t1,t2,...) is a local clock and < is the ordinary
binary relation over C. A model M is a triple {(C, <
,v), where (C,<) is a time frame and v is a total
function, called a valuation, from C to the power set
of P, that is, for any moment in time ¢; € C, v(t;) C
P. We write M,t; = A to mean that the formula
A holds over model M at time ¢;, and it is defined
recursively as follows:

- Mt l=p,pePiff p € u(ty).

- M, t; = —Aiff it is not the case that M, t; = A.
- M,t; = AABiff M,t; = A and M,t; = B.

- M, t; E first A iff M, ¢ = A.

- M, t; Enext Aiff M,t;41 E A.



A formula A is walid over a class C of clocks, in-
dicated by C = A, if for any model M = (C, <,v)
where C € C and for any ¢t € C, we have M,t = A.
If ¥ is a set of formulae, we write C |= ¥ to indicate
that C = A for every A € ¥. Therefore, for different
classes we may have different sets of valid formulae.

A minimal axiomatic system for the propositional
temporal logic over a class C contains the following
axioms (axiom schemata):

TAO.all classical tautologies.
TAl.v/(first A) + first A.
TA2.y7(—A) & (v A).
TA3.V(AAB) & (VA) A (v B).

where 7 stands for first or next in any axiom
schema. The rules of inference are:

US.  From F A(p) infer - A(p\B)
(Uniform Substitution)
MP. FromtF A and - A — B infer - B.
(Modus Ponens)
TG. From F A infer | first A and F next A.
(T-Generalisation)

In rule US, p is the propositional symbol and B is
any formula and A(p\B) is a formula resulting from
substituting all appearances of p in A by B.



