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A bstr act

We int roduce a novel method called constant en-
coding, which can be used to tamper-proof a soft-
ware watermark that is embedded in the dynamic
data st ructures of a program. Our novel tamper-
proo�n g method is based on transforming numeric
or non-numeric constant values in the text of the wa-
termarked program into function calls whose value
depends on the watermark data structure. Under
reasonable assumptions about the knowledge and re-
sourcesof an attacker, we argue that no attacker can
be certain that they have alt ered our tamperproofed
watermark unlessthey takea risk of a� ecting program
correctnessin someway that may be di�cult to de-
tect . In this paper we also present a novel schemefor
representing a numeric value as a Planted Plane Cu-
bic Tree, and we describe how to use this schemein a
part icularly- e� ective implementat ion of our constant
encoding tamperproo�n g method.

1 In tr oduct ion

Anyone who t ries to sell intellectual property in dig-
it al format will know (or quickly learn) of the ex-
istence of pirates who make unauthor ised copies of
digital objects for personal useor on-sale. There are
several lines of defenseagainst such pirates, for ex-
ample technological measures to prevent copying or
unauthorised use; legal measures (such as the Digi-
tal Milleniu m Copyright Act of the USA) to prevent
copying, unauthorised use, or on-sale; and social mea-
sures(such as advertising campaigns) to decrease the
motiv ation for piratical acts.

A related problem for a software producer is that
of reverseengineering, which is the processby which
a competit or may discover how to makea related soft-
ware product even though the design documentation
is not publically available. In an extremecase,the re-
verseengineermay take a copy of entir e subroutines
or even an entire executable,incorporating thesesub-
rout ines or executable into a competing product . In
many jurisdictions, such copying would be legally for-
bidden as a violation of the software producer's copy-
right ; however it can be di�cult for the vendor to
discover that this violation has occurred.

In this paper we focus our att ent ion on the tech-
nology of robust invisible software watermarks. The
robust property ensuresthat such watermarks are dif-
�cul t for a pirate or reverse engineerto remove. The
invisible property indicates that thesewatermarks are
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not designedto be apparent to the end-user. Instead,
the informat ion in the watermark is intended to be
revealedonly to a digital-r ights management (DRM)
system that prevents or dissuades unauthorised use.
In some cases, the DRM system must operate au-
tonomously, for example if its intent is to prevent
unauthorised copying or use on a desktop PC. In
other cases, the DRM system is highly mediated by
humans, for example when the evidencefrom a wa-
termark detector is presented by an expert witness
in courtro om proceedingswherea copyright violat ion
has beenalleged.

Our preferred name for robust invisible water-
marks is Prevention Marks, to emphasise their role in
prevent ing unauthor ised uses. There are three other
major categories of watermarks. Any robust visible
watermark is an Assert ion Mark, usedto make a pub-
lic claim to ownership or some other public assert ion.
The results in this paper have some applicabilit y to
Assertion Marks.

Fragile invisible marks, or Permission Marks,
should becomeill egible or invalid whenever the un-
derlying object is changed or copied. For example,
a DRM could use a Permission Mark to keep tr ack
of the number of authorised copies that can be made
of a contr olled object. The fourth and �n al class is
the A�r mation Mark, in which a visible fragile water-
mark serves as a seal of authenticit y. In prior writ ing
(Nagra, Thomborson & Collberg 2002), we identi�ed
these functi onal categories but gave them di�er ent
names. The tamperproo�ng techniques presented in
this paper will increase the robustness of watermarks;
hencethey have little or no applicabilit y to Permis-
sion Marks or A�rma t ion Marks.

1.1 Soft war e W atermar king .

The process of software watermarking may be for-
mally described as follows. Let P be the set of all
legal programs in Java or someother �xed representa-
tion. Weembeda robust watermark w into a program
P 2 P, using embedderprocessE to produceprogram
Pw 2 P such that w can be reliably located and ex-
tr acted from Pw , using extractor X even after Pw has
been subjected to code transformat ions such as ob-
fuscat ion, t ranslation and optimizatio n (Collb erg &
Thomborson 1999). In this paper we add a require-
ment of tamperproo�ng , so that the tamperproof ro-
bust watermark will also survive purposeful att acks
by a skilled reverseengineer.

Ideally, a Prevention Mark w should have a math-
emati cal property that allows us to argue that w did
not arise by chance, but instead was embedded de-
liberately in the program. As an example of such a
property, w may be an integer x = pq that is a prod-
uct of two very large primes p and q. The person
who created thi s x can use standard cryptographic
techniques (RSA Laboratories 2002) to demonstrate



their knowledge of its factors, whereas attackers will
be unable to supply this proof of ownership.

If the mark w lacks a mathematical property it
may be escrowed, and fully revealed only during
court room proceedings where the authorship of the
mark is contested.

Some watermarks are of the \ Easter Egg" variety:
they are only revealed when a speci�c input is pre-
sented to the program. To allow us to discusssuch
cases formally, we de�n e I as the set of all the input
sequencesfor programs in P. For examplein Java the
input sequencemay includekey st rokes,mousestrikes
and input from other inputs de�ned in Java and its
lib raries. We wil l extend this formalism in Section
2. In the remainder of this section we brie
y survey
technologies for software watermarking.

1.2 Stat ic and Dyna mic W atermar ks.

Software watermarks may be embeddedeither in the
static representatio n of the program, or in its dynamic
execution state. Static watermarks can be detected
wit hout running the program. This generally leads
to an inexpensive detection process. However static
watermarks are susceptibleto attack by anyoneof rea-
sonable skill in software analysis who gains accessto
the detection system{ this is typically a software pro-
gram. Such an attacker may be expected to analyse
the watermark detector to discover its operat ing prin-
ciples. Once theseprinciples are known, the attacker
will generally be able to tamper wit h the watermark,
either by rendering it unreadable or by modifying it
to any desired value.

Stat ic watermarks may be embedded in an
otherwise-unuseddata areaof a program. Such marks
are t rivially modi�ed by anyone who knows how the
embedder searches for the mark. A checksum could
be included in the watermark, as noted in claim 8
of Holmes'407 (Holmes 1994), and such appendage
would provide a modicum of tamperproo�ng. A
successful at tack on th is tamperproofed watermark
would require two steps: modifying the watermark,
and modifying the checksum. However the second
step is hardly more complex than the �rs t , and could
be t rivially accomplished by any attacker who knows
(or can discover) the checksum algorit hm. We note
in passing that a cryptographically secure checksum
algorit hm could be employed in Holmes' invention,
however then the secret key for the checksum must
be hidden somewhere. The search for this key (or
for a working implementation of the keyed checksum-
calculat ing algorit hm) becomesa third step for our
presumedattacker. If the watermark detector is dis-
t ribut ed to end-users, for example as part of a license
contr ol system, then a skilled adversary will gener-
ally be able to accessth is extraction software for in-
spection, analysis, and modi�ca t ion of its checksum
calculat ion routi nes.

Moskowitz and Cooperman (Moskowit z &
Cooperman 1998) have patented a more advanced
tamperproo�ng method for stati c software water-
marks. In their technique, some port ion of the
program code is encoded into a watermark that is
stored in someessential data areaof the program, for
example a digital image. The watermark also con-
tains licensing information. Any attacker who makes
random modi�cations to the data that obliterate or
modify the licensing information, will almost cer-
tainly make random modi� cations to the port ion of
the program code that is encoded in the watermark.
This will cause the att ack to fail if the encoded code
portion is carefully chosen to be essential to normal
operati on of the program. However, this method of
tamperproo�ng wil l not be resilient to an at tack by

an adversary who is capable of analysing the tam-
perproofed code su�cien tly to discover the encoded
portions of the code. For example, an adversary may
att ach a debugger to the tamperproofed code. With
a debugger, an adversary may generally observe
program behaviour and outputs, whenever it makes
referenceto speci�ed regions in it s static data areas.
An adversary may also observe any call to code
that is constructed on-the-
y by a decoding process;
once such a call is detected, the adversary may then
modify the tamperproofed program so that its code
region contains a static (unencoded) version of the
formerly encoded portion. Then the adversary may
freely distort the image containing the watermark
until the watermark is unreadable, without fear of
int roducing \ bugs" in program operation.

1.3 Dy nami c W ate r marks.

Collb erg and Thomborson proposed a method of wa-
termarking software called dynamic data structure
watermarks (Collberg & Thomborson 1999). Such
watermarked programs build a special, recognisable,
data structur e representing a part icular graph w that
servesas a watermark. This watermark may be of the
Easter Egg variety, that is, it may be revealed by a
special input sequencek.

In this paper we will make many references to
the set of possible watermark graphs G available
to a dynamic data structure watermarking scheme.
The watermark w must be chosen from this set.
As noted by Collb erg and Thomborson (Collberg &
Thomborson 1999), a good choice for G is the set of
planted planar cubic t reesof a given size, say those
with 1000 leaf nodes.

A planted planar cubic tree (PPCT tree) has the
following properties:

1. The t ree is embeddedin the plane.

2. All vertices are either monovalent or t rivalent.

3. A single vertex is distinguished as the root of the
tr ee.

4. The root is monovalent.

Whatever the speci�c choice of G, a fundamental
requirement on this set of graphs is that it be ef-
�cien t ly enumerable, in the following sense:G must
have a associated pair of encoding and decoding func-
tions (e; d), where the encoder function e of the codec
maps a set of integers NjGj onto the set G. The de-
coder d is the inverse of e, mapping elements of G
onto the the set NjGj . Here Nn denotes the set [0; n)
and n 2 N is an integer. The pair (e; d) is referred to
as a \ graph codec".

The watermark embedderE usesthe encoder func-
tion e to compute the graph w = e(x) encoding some
desired integer x, such as the x = pq example dis-
cussed above. A data-structur e representation r (w)
of w is embedded by E into the program P. Th is
data-st ructure r (w) might be created fully only when
a speci�c keyed input k 2 I is presented to the pro-
gram P.

We now have developed enough formalism to de-
scribe the main featuresof our new technology and it s
predecessors. In Section 2 of thi s paper, we wil l com-
plete our formalisation of the watermarking processes
of embedding and extraction.

In our constant encoding method for tamper-
proo�ng watermarks, described fully in Section 3,
we intr oduce randomly-chosendependenciesbetween
the semantically- important operations of the water-
marked program and the representation of the water-
mark graph in the dynamic data structures built by



the program at runtime. Speci�cally, the int roduced
dependenciesare on the values of constants which, in
the original (untamperproofed) program are merely
loaded as integers (or other base type) from some
statically- de�n ed area (such as the constant pool in
Java, or the constant-�elds of individual instructions).
In the tamperproofed program, these constants are
decoded from the dynamic data structuresof the pro-
gram. Theareasbeingdecoded into constantsmay be
part of the watermark w itself, in which casewe have
intro duced a true dependency on the watermarked
data st ructure r (w). We also introduce false depen-
dencieswhich are di� cult for the at tacker to distin-
guish from true dependencies,becausethe data struc-
turesr 0 which are decoded into constants will closely
resemble the watermark r (w), or because these de-
pendenciesare embeddedin \dead code" guarded by
opaquely falsepredicates.

Palsberg (Palsberg, Kr ishnaswami, Kwon, Ma,
Shao & Zhang 2001) describes a somewhat related
tamperproo�ng method for dynamic data st ructure
watermarks. We discuss this method at the end of
Section 3.

In Section 4 we argue that reasonably-limited at-
tackerscan only remove our tamperproof watermarks
if they risk making undiagnosablechangesto program
correctness{ unlessthe code being watermarked is so
simple as to be completely testable by the attackers.
However code that is simple enough to be completely
testable by the at tackers could, presumably, be com-
pletely redeveloped in a \ clean room" by these at-
tackers at reasonable cost. We note that watermark
protection would be of litt le practical importance in
such a case,and indeed it is unrealisti c to expect to be
able to embed a tamperproof watermark on software
wit h a simple (and public, or easily discoverable) I/O
behaviour.

In Section5 we conclude our paper with somesug-
gest ions for fut ure developments and enhancements.

2 N ota ti on

As noted in the previous section, P is the set of all
legal programs in Java or some other �xed represen-
tation, and I is the set of all the input sequences for
programs in P. In a dynamic data structure water-
marking scheme, the watermark w must be chosen
from a set G of graphs. A pair of functions (e;d) is
referred to as a \g raph codec", where the encoder e
maps integers NjGj onto the set G, and decoder d is
the inverse of e. Here Nn denotes the set [0; n) and
n 2 N is an integer.

The watermark embedderE usesthe encoder func-
t ion e to compute the graph w = e(x) which corre-
sponds to some desired watermark integer x. This
graph is then embedded into the program P. More
precisely, what is embedded in the program is some
representatio n r (w) of the graphical watermark w,
where r is a function r : G ! S that maps graphs
in set G onto the set S of data structures that may be
usedby programs in P. This mapping and its inverse
r � 1 : S ! G must be e�cien t ly computable.

A suitable representation of graphs as members
of S makes use of the pointer-type data structur es
that are commonly encountered in computer pro-
grams writt en in Java, C or C++ . In numerical pro-
grams, one could represent a graph by an array of
integers, where the rows of the array represent the
nodes of the graph, and the columns of the array
represent the arcs of the graph. Many other repre-
sentatio ns could be quickly devised and described by
anyone conversant with graph algorit hms.

Werequire, of our graph representations, that they
specify some total order on the outgoing arcs at each

node. That is, there must be a \ �rst" (according to
the total order) outgoing arc at each node that has
at least one out-arc. Th is constraint is easily satis-
�ed by most common methodsfor representing graphs
in data st ructures. For example, in the pointer-type
data structure representation, the total order on the
outgoing arcs is de�ned by the order in which the
corresponding pointer referencesappear in computer
memory.

From this point forward in this paper, the term
graph refers to a directed graph, possibly discon-
nected, wit h a total ordering on the outgoing arcs
at each node.

We can now de�ne the embedding function E used
in a data structure watermarking algorithm as fol-
lows:

E : P � NjGj � I ! P (1)

This embedding function E(P; w; k) takes a pro-
gram P, a watermark integer w 2 NjGj and a secret
key input sequence k and produces a Program Pw ,
such that , when Pw is run on the key input k, it pro-
ducesa data structure Sw such that d(r � 1(Sw )) = w.

The corresponding extractor function

X : P � I ! G (2)

takesa watermarked program Pw , runs it on a given
input i 2 I and \de-r epresents" the data structure Sw
built by Pw , returning the graph r � 1(Sw ). When the
ext ractor is run on Pw and the special input k, the
watermark is revealed: d(X (Pw ; k)) = w.

A degree of invisibilit y can be imposedby requir-
ing that, for at least some k0 6= k, d(X (Pw ; k0)) 6= w.
In some applications such extreme invisibilit y is ir rel-
evant or unimportant, indeed it may be desirable to
build thewatermark w before any input is received, in
which casethe special input k is the (easily guessed)
null input sequence�.

An extreme degree of invisibilit y can be imposed
by using a watermark that has a Boolean-valued
recognition function X 0 but no e�cien t extractor
function X . Such recognit ion functions X 0(P; k0; w0)
return the value true (signifying recognit ion) only
when the watermark speci�ed in their third argument
w0 matches the watermark found when program P
is run on input k0. Watermarks lacking e�cien t ex-
tr actor functions are somet imes called private water-
marks. They generally su� er from the problem that
their robustnessdepends on the recognition value w
being a closely-held secret. For example, DRM sys-
tems basedon private watermarks should not be re-
leasedinto any environment where an attacker might
discover the secret w by reverse-engineering, and then
use this knowledge (in a subtractive attack) to create
a pirated derivative product that does not bear the
watermark w.

The primary constraints on any tamperproof-
ing process are that it must not be too expen-
sive either in time or in space; and the recognit ion
properties (cost of recognition, visibilit y/in visibilit y,
fragilit y/r obustness) of the watermark must not be
a� ected by tamperproo�ng. The goal of tamperproof-
ing a watermark is to make it economically infeasible
for a skilled reverseengineerto remove or modify the
watermark, where such removal or modi�ca ti on must
be guaranteed to preserve program correctness.

3 Tamperpro o� ng

The main idea behind constant encoding is to replace
constants used in programs with a function f whose
value is dependent on the valuesof pointer variables



in the dynamic data structure S that contains the
watermark. We take special care to ensure that any
portion of S that will a�ect the value of our f , will
be properly initialised before any call is made to f .

We implement our constant encoding method with
an algorithm T : P � Z ! P having the following
propert ies. Implementation notes on this algorithm
are presented later in this section.

1. The inputs to T are a watermarked program Pw
and an integer c.

2. The output of T is a modi�ed program P 0
w with

the same watermarking behavior: for all inputs
i 2 I

d(X (P 0
w ; i )) = d(X (Pw ; i )) (3)

3. Semantic Equivalence. The observable behavior
of P0

w does not di� er from Pw in any important
manner, that is, T preservesthe semantics of the
program Pw wit hout great ly changing its runtime
or consumption of system resources.

4. The algorith m T may be executed repeatedly,
unt il a desired amount of tamperproo�n g is
acheived.

5. The algorit hm T selects a statement pc in Pw ,
wherepc is chosen uniformly at random from the
set of all statements using as c a constant.

6. The program P 0
w constructed by T di�er s from

Pw at the statement pc, the constant -loading
portion of which is replaced by a function call
f (a1; a2; :::; an ).

7. The arguments (a1; a2; :::; an ) and the function
f are chosen appropriately by algorithm T , to
ensure that the result value of the function call
f (a1; a2; :::; an ) is invariant over all execution
paths leading to this call. This guarantees the
semantic equivalenceof P 0

w and Pw , as required
by property (3) above.

8. Dependency property. One or more of the ar-
guments (a1; a2; :::; an ) should be pointers into
the data structure S built by P 0w. These ar-
guments may referenceareas of the data struc-
ture in which the watermark is embedded. The
desired property of the pointer arguments is to
provide tamperproo� ng of the watermark, in the
following sense: if the data st ructure is alt ered
indiscriminately by an att acker, in an att empt
to remove its watermark, then f () may evalu-
ate incorrectly and the program semantics may
change.

9. Many-to-one property. Randomisation (or other
means unpredictable to the potential at tacker)
should be used in the selection of f , and of
the value of each its arguments (a1; a2; :::; an ).
Thi s random select ion should be made over an
extremely large range of possible variants that
would evaluate to the sameconstant c; in math-
ematical terminology, the function f should be
many-to-one. The desired property of this ran-
domised selection processis to prevent any re-
verseengineer from building a small but compre-
hensive catalog, or other compact description, of
all f (a1; a2; :::; an ) that may appear in a tamper-
proofed program.

10. Oneor moreof the arguments (a1; a2; :::; an ) may
be integer constants.

11. Resistance to protocol attack. The decoding func-
tion d used by the extractor function X should
be functionally present in the tamperproof wa-
termarked program, so that the watermark is re-
sistant to the protocol attack analyzed in Section
4.6.

12. Stealth and invariance propertiesof watermarked
data structures and decoys. The algorithm T
may, in an initial step, modify theprogram Pw so
that the modi�ed program P 0

w builds a modi�ed
data structure S0 with the desirable propert ies
of stealth and invariance, described brie
 y be-
low. The data typesand operations used to cre-
ate new regions of, or to modify exist ing regions
of, the data structure S of the original program
Pw should closely resemble the data types and
operat ions used to create the watermarked data
st ructure(s) in Pw . This stealthi ness or close re-
semblancewill make it di�cult for an at tacker to
distinguish the modi�ed regions from the water-
marked regions. The desired invariance property
of S0 is that algorithm T , in any of its (possibly
repeated) applications, will have e� cient means
of discovering (or recalling, by table lookup or
other means of memorisation) pointers or refer-
ences into S0 that have desirable values as ar-
guments of f , where these desirable values are
invariant over all execution paths leading to func-
tion call f .

13. Invariance property of f . The function f should
have a desirable invariance property such that al-
gorit hm T , in any of its (possibly repeated) ap-
plicat ions, will have e�cien t meansof discover-
ing (or recalling, by table lookup or other means
of memorisat ion) pointers or referencesinto S0

whosevariation, over all execution paths leading
to function call f , can not a�ect the value of f .
For example a function f would have the desir-
able invariance property if its value were unaf-
fected by the structur e of the right -child descen-
dants (if any) of it s �r st argument , where th is
�r st argument is a referenceto a representat ion
of node in a binary t ree. Thi s would be a desir-
able function for the tamperproo� ng of a region
of data structure S0 representing a node of a wa-
termark tree wit h a known (invariant) structur e
in its left-child.

14. Variable dependency. The algorit hm T should
have the capacity to modify the program Pw so
that the modi� ed program P 0

w has a program
variable whose presenceis necessary for correct
operat ion, with the property that the current
value of this variable is decoded by a function
call f of the form described above. Alt erna-
tiv ely, th is modi�ca tion to Pw may be done by
a human operator of T . The desired property
of this int roduction of variable dependencyis to
prevent an at tacker from mounting a possible
\ pattern-matching" attack on the tamperproof
watermarked program, as discussed in Section4.
As an example of an intr oduced instance, a pro-
gram loop may beunrolled once,allowing a varia-
tion in program coding such that even-numbered
iterations of the loop require a \T rue" value of
a newly-intro duced Boolean variable for correct -
ness, while odd-numbered iterations of the loop
require a \F alse" value for correctness.

15. Dead code property. The algorit hm T should
have the capacity to modify the program Pw so
that the modi� ed program P0

w has function calls
f of the form describ ed above in \dead code"



that will never be executed. This is another de-
fenseagainst a pat tern-matching attack.

3.1 Exampl e

Consider the following trivia l program that builds a
watermark w encoding the value 7.
publ i c c l ass A {

PPCT w; / / w i s our wat er m ar k
publ i c voi d pr i nt ( ) {

w = bui l d_PPCT_wat er mar k ( 7 ) ;
i nt a = 2;
Syst em. out . pr i nt l n ( a ) ;

}
publ i c s t at i c voi d mai n ( St r i ng [ ] ar gs ) {

new A( ) . pr i nt ( ) ;
}

}

If the constant \2 " were chosen for tamperproof-
ing, this tr ivial program might be revisedas follows.
publ i c c l ass A{

PPCT w;
PPCT a1, a2 , a3 ; / / po i n t er s i n t o w
publ i c voi d pr i nt ( ) {

PPCT s ; / / a su bt r ee of g
w = bui l d_PPCT_wat er mar k ( 7, a1, a2 , a3) ;
/ / a1 , a2 , a3 ar e p o i n t er s i n t o w
s = t ( a1 , a2 , a3) ; / / subgr aph o f w
a = d( s ) ; / / decode 2 f r om s
Syst em. out . pr i nt l n ( a) ;

}
publ i c s t at i c voi d mai n ( St r i ng [ ] ar gs ) {

new A( ) . pr i nt ( ) ;
}

}

The revised program usespointers a1, a2, and a3
into the watermark graph w as arguments to a func-
t ion t whose implementation wil l be discussed later
in th is sect ion. The value of t(a1; a2; a3) is a PPCT
s with the property that d(s) = 2, where d is the de-
coding function of the watermark codec. In terms of
thegeneralised properti es listed above for the tamper-
proo�n g algorithm, we have implemented the func-
t ion f (a1; a2; :::; an ) asthe composition of thedecoder
d and the PPCT-valued function t.

3.2 Impl ementation Notes

The �rs t step in the implementation is to perform
an interprocedural 
o w analysis on Pw , to discover
one or more code segments (\ dominators") that are
guaranteed to execute prior to the execution of the
constant -loading statement pc. The next step is to in-
sert newprogram statements into oneor more of these
dominating code segments, where thesenew program
statements have the e�ect of allocating new objects
in the program's dynamic data structure, and set-
t ing the pointer �eld s ai of theseobjects so that they
represent any desired graph as required to get the
appropriate constant value c as the result of evalu-
ating d(t(a1; a2; :::; an )) . Someof these pointer �elds
may refer to components of the watermark w that are
known to be constant over the entire program run. A
full set of such invariants on w would be di�cult to
discover by any stati c analysis of Pw , however these
invariants could be recorded during the watermark-
ing processand transmitt ed as ancillary information
to the tamperproo�ng process.

For example, the watermark w may bein theshape
of a t ree,in which casethe ancillary information may
report that the subtr eerooted at somenode x will re-
main unchanged after the �rst execution of program
statement y. In this casethe node x, or any of its
descendants, may be used as a constant-valued argu-
ment for an introduced function f that replacesthe
constant -loading portion of any program statement
dominated by statement y.

The selection of an appropriate function f , and of
an appropriate set of arguments (a1, a2, :::, an ), may
be deferred unt il the runtime of the tamperproofed
program P 0

w . For example the constant -loading part
of a single program statement pc in the watermarked
program Pw may be replaced by a conditional pro-
gram statement, in which the second alternativ e is
executedin caseswherean executionof the �r st alter-
nati ve would not yield in a calculation of the desired
constant result c. A convenient \ switch" to contro l
such case statements could be obtained by adapt ing
the path pro�ling algorithm of Ball and Larus (Ball
& Larus 1996). This, or some similar technique in
which a program may gather information about it s
own path of execution, would allow the newly int ro-
duced program variable(s) to cont rol the evaluat ion
of f as well as to invoke any required init ializations
of the data structure(s) referencedby its arguments.

The preservation of the watermark, and of all ob-
servable behaviour of Pw , can be guaranteed by us-
ing only semantics-preserving program transforma-
tions during the tamperproo�ng process, along with a
normal level of care for program e�ciency so that the
tamperproo�n g doesnot result in an easily-observable
slowdown of program operations. A normal level of
care for program e� ciency would generally include
the following measures if a program 
o w analysis re-
veals that pc may be executedmultiple times.

1. The evaluation of f , in code replacing the
constant- loading port ion of pc, may be hoisted
to some dominating program segment that is ex-
ecuted at most once.

2. The evaluation of f , in code replacing the
constant- loading portion of pc, may be guarded
by a predicate (initially true) dependent on one
or more newly introduced program variables.
The value of one or more of these newly int ro-
duced program variables may be adjusted dur-
ing the �rst execution of the code replacing pc,
so that any subsequent executions of the code
replacing pc may reuse the result of an earlier
evaluation of f . Occasional re-evaluations of f
may occur (instead of a reuse of a stored con-
stant value) without not iceable impact on pro-
gram performance.

3.3 Possible inclus ion of non-consta nt func -
tio n evaluati ons f

Any program variable whose value is rarely updated
may be treated as a constant during the periods in
which it is unchanged. All evaluations of such a non-
constant variable may be replacedby an evaluat ion
of a function f as described above, if the data struc-
tur e referencedby the arguments of this function is
modi�ed every time the non-constant variable is up-
dated. For example, an evaluat ion pv of a variable
whose value is init ially false, and whose value is set
to true after somepoint y in program execution, may
be replacedby a function evaluation on one or more
non-constant arguments whose values are varied by
newly-intro duced program statements at point y in
the tamperproofed program.

3.4 Av oiding a Chic ken-and -Egg Con undr um

As noted in the int roduction, our tamperproo�ng
method bears some similarity to a method of ob-
fuscat ing and tamperproo�ng a watermark, which
was proposed several years ago by Palsberg et
al. (Palsberg et al. 2001). In Palsberg's method, a
graph w0 is chosenfrom the same set G as the water-
mark w. A data structure representi ng the graph w0



is built at the very beginning of the execution of the
watermarked program; the code that builds this data
structure is addedby Palsberg's obfuscat ing and tam-
perproo�ng process. This data structure w0 is analo-
gous to our modi�ed program data structure S0.

Palsberg's method also inserts opaque predi-
cates (Collberg, Thomborson & Low 1998) of the
form x==y or x! =y, where x and y are pointers into
w0. Opaque predicatesthat evaluate to the constant
value tr ue are used to guard semantically-imp ortant
regions of the watermarked code; and opaque predi-
cates that evaluate to the constant value f als e are
used to guard spurious code, inserted during Pals-
berg's method, that if executed would damage the
correctnessof the watermarked code.

Webelieve that Palsberg's tamperproo�ng is e� ec-
t ive against t ransformativ e att acks by a limit ed ad-
versary, however an expert adversary who is able to
dist inguish w from w0 may be able to (in Palsberg's
words) \ unravel the whole construction."

Our constant-encoding method can be seenas a
greatly extended variant of Palsberg's chicken-and-
eggmethod. Palsberg's method encodes only the log-
ical constants tr ue and f als e, and this encoding uses
only a simple function f that consists of an equalit y
test on two pointer variables. Our method encodes
any integervalue, using much more complex funct ions
f of many variables.

Our method is sharply dist inguished from Pals-
berg's method, in that weare replacing constants that
occur in the watermarked code. By contrast, Pals-
berg int roducesBoolean constants asguards (opaque
predicates) to the watermarked code.

Finally, and perhaps most importantly , our
method is sharply distinguished from Palsberg's
method because (in one of the alternativesdescribed
above) the value of our constant-encoding function
f may depend on portions of the watermark w tr ee
that are built unconditionally by code segments that
dominate the constant-loading statement pc. Th is is
a solut ion to Palsberg's chicken-and-egg conundrum,
for in our method a (constant port ion of) a watermark
w may be used to defend the code that modi�es or
builds other portions of w.

3.5 Tr ee-Valued Funct ions

Our simplest tr ee-valued function has a single argu-
ment : t(ai ) is theset of all data st ructurenodesreach-
able from ai wit h a depth-�rs t search. Note that we
usethe total ordering on the outgoing arcs from each
node to unambiguously de�ne the depth � rst search.
Also, note that t(ai ) is a sub-graph of theentire graph
represented by the data structure S built by Pw .

We de�ne the intersection of two trees, t1 ^ t2, in
the natural way. If either tree is null then the inter-
section is null . In general, if the root of t1 has j 1
children and the root of t2 has j 2 childr en, then the
root of t1 ^ t2 has min( j 1; j 2) children. The st ructure
of the subtreesrooted at each of these childr en is de-
�n ed analogously, in a recursive fashion; for example
if min( j 1; j 2) > 1 then the leftmost child of t1 ^ t2 has
min( j 11; j 21) children if the leftmost child of t1 hasj 11
children and the leftmost child of t2 has j 21 child ren.

Theseideasare ill ust rated in Figure 1. Part (a) of
this �gur e shows a graph whosenodesare labelled by
a depth-�r st search beginning at the node labeled 0
referenced by pointer a3. Part (b) of this �g ure shows
the tree t(a1). Part (c) shows the tr eet(a2), and part
(c) shows the intersection t1 ^ t2.

3.5.1 Masking Func tio ns

Our simplest two-argument tr ee-valued function is
the \masking functi on" tm (a1; a2) de�ned as the in-

tersection of t(a1) and t(a2). We call tm () a mask-
ing function becausethe tree represented by its sec-
ond argument is used to \mask" (or �lt er) the nodes
in the tree represented by the �rst argument . We
note that generally t has the desired many-to-one
property for a large tree, which typically has many
subtr eeswhose intersection is a desired t ree such as
the one in Figure 1. For example in this �gur e,
tm (a1; a2) = tm (a1; a3).

Note that the value of a masking function is gen-
erally insensitive to small variations in one or more
of it s arguments. For example the value of tm (a;b)
is una� ected by any changes to the right-hand sub-
tr ee(if any) of its second argument b if its �r st argu-
ment a hasno right-hand subtr ee. Thus this function,
with argument a known to have no right-hand sub-
tr ee, would be suitable for the tamperproo�ng of a
region of data st ructure S0 representing a node b of a
watermark tr ee wit h an invariant left subtree and a
variable right subtree.

Extension 1. Any argument ai in a masking func-
tion may be replaced by an integer encoding a bi-
nary tree as a totally balanced sequence(seeExten-
sion 4 below). Thus many di�er ent argument lists
(a1; a2; :::; an ) will generate the same constant c, in-
creasing the di�cult y of pattern-matching att acks.

Extension 2. We de�ne the union of two trees
analogous to the intersectionoperation, but replacing
min() by max() in the recursive de�n ition. A mask-
ing function may then be any t ree valued function
obtained by union and intersection. For example we
could de�ne a three argument tm 3 as

tm 3(a1; a2; a3) := (t(a1) ^ t(a2)) _ t(a3) (4)

3.5.2 Boundar y Func ti ons

Our boundary functi on tb(r; a1; a2; :::; an ) has a �r st
argument r de�ning a sub-tree t(r ) using a depth-
�r st search. The remaining arguments (a1; a2; :::; an )
de�ne nodesacting as \Bo undaries" that cut o� por-
tions of t(r ) by the following algorithm.

1. Perform a depth �rst search to discover the nodes
of t(r ), terminating the search whenever any
node in (a1; a2; :::; an ) is encountered.

2. Return a tree composedof all nodesencountered
in the search, excluding the terminat ing nodes.

See Figure 2 for an example, showing
tb(a1; 3; 4; 6; 11).
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The tree t(a1 ; 3; 4; 6; 11)

Figure 2: The tree t(a1; 3; 4; 6; 11) derived from the
data st ructure of Figure 1a.

Note that the list (a1; a2; :::; an ) may contain nodes
that are not found in the search of t(r ) and hencetb
is a many-to-one function. For example the t ree in
Figure 2 can be encoded as tb(a1; 3; 4; 6; 11; 8). The
desired invariance propert y is also present in tb be-
cause one or more of the boundaries may be arbi-
tr ary references to watermarked portions of the data
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structure with arbitrary labels. b. The tree t(a1) c. The tree t(a2)
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Figure 1: Illustra t ing depth �rst search treesand their intersection.

structure, in any context where algorit hm T has de-
termined that subtree t(r ) is disjoint from the water-
marked porti ons of the data structure.

3.6 Enco ding and Deco di ng Funct ions

We use well-known techniques from combinator ial
graph theory to design codecs that convert integers
into t reesand vice versa. Two implementations of
these techniqueswill be describ ed very brie
y below.
Both implementations are basedon PPCT trees.

It is easilyshown (Kr eher& Stinson 1999, Palsberg
et al. 2001) that PPCT graphsare enumerated by the
Catalan numbers Cn where

Cn =

�
2n � 2
n � 1

�

n
(5)

We de�n e the set of all PPCTs with n leaves to
be Gn . Where the context is clear we suppress the
subscript n and write G instead of Gn . Also let Gn =
G1 [ G2 [ ::: [ Gn .

3.6.1 Co dec 1

The codec (d1; e1) was implemented by Yong He (He
2002), who corrected an erroneous term in the recur-
sive formulas of Palsberg et al. (Palsberg et al. 2001).
It ranks left-balancedtreeshigher than right-balanced
t rees. The decoder d1 : Gn ! NjGn j is de�ned recur-
sively as follows:

d1(G) =

8
><

>:

0 if jGj = 1

d1(G:L ) � CR + d1(G:R)
+

P L � 1
i =1 CL � i � CR+ i

if jGj > 1

(6)
Here G:L and G:R are the left and right sub-trees

of G, with L = jG:Lj and R = jG:Rj .
Extension 3. In th is extension, the decoder func-

t ion d0
1 is de�ned as d0

1 : G ! NjGj . This de�nition

allows the PPCTs to havea variable number of leaves.
Curiously, the same recursive algorithm is used for d0

1
as for d1, becausethere is no dependenceon the num-
ber of leavesn in the recurrencespresented above for
d1.

The recurrence relations above are rather t ime-
consuming to calculate for trees with hundreds or
thousands of leaves, becausethe arithmetic must be
performed to hundreds or thousands of bits of pre-
cision. Almost two bits of precision are required
for each leaf in a PPCT; for example, there are
C200 � 2388 PPCTs with 200 leaves, so 388 bits of
arithmeti c precision are required in the calculations
made by any codec for such t rees. The calculat ion
d1(G:L ) � CR in the recurrence above requires one
high-precision mult iplicat ion per node in the tree.
Many addit ional high-precision multip lications are re-
quired to compute the summation in the third term
for d1(G).

Extension 4. PPCT graphs,and all other Catalan-
enumerable combinator ial objects, are in a 1-1 re-
lationship with the \ totally balanced binary se-
quences", for which a multipli cation-fr ee codec was
developed by Kr eher (Kr eher & Stinson 1999). Th is
codecbuilds up a two-dimensional table of dimension
n by n, using a Pascal-tr iangle recurrence involving
a single additio n for each cell in the table, to encode
or decode an n-element sequence.The functi ons d1()
and e1() on n-leaf t reesmay be evaluated wit h O(n)
addit ion operations per function evaluation, after th is
table is precomputedin O(n2) additio n operations.

It would be reasonably straight forward to adapt
Kreher's codec to operate direct ly on PPCT graphs,
alth ough it seems somewhat easier to write linear-
time tr anslat ion algorit hms to convert a PPCT graph
into a totall y balanced binary sequenceand vice
versa. Indeed, such translation algorit hms were de-
rived in Charles (Yong) He's recent Master's the-
sis on tamperproof software watermarks(He 2002),
even though Charles was not aware of Kr eher's
multiplicatio n-freecodec.



3.6.2 Co dec 2

We have done someexperimentation wit h an alterna-
t ive codec (d2; e2) in which the PPCTs are enumer-
ated in order of increasing depth.

3.7 Choi ce of Argume nts

We have conducted a series of Monte Carlo exper-
iments and proven various lemmas, of the sort de-
scribed brie
 y below, to verify that each integer con-
stant commonly occurring in a computer program
may be decoded (by the decoding functions described
in the previous subsection) from an ext remely wide
range of arguments, for any of of the masking or
boundary functions described earlier in this paper.

For example if we choose a random integer x,
where x is uniformly distributed over the range [0,
C200 � 1], then the PPCT watermark w = e1(x) en-
coding th is integer will have 201 leaves when Codec
1 is employed. If two nodes a and b are chosenuni-
formly at random from among the nodesof this ran-
domly chosen watermark t ree, then the integer de-
coded from the simplest 2-input masking function
tm (a;b) will have a probabilit y greater than 75%
of being either a 0 or a 1. This is easily veri�ed
as a consequenceof the following facts: there are
4002 = 160000 di�eren t ways of selectingtwo nodesa
and b from a tree with 201 leaves; there are more than
120000 di� erent ways to select two nodesa and b such
that at least one of thesetwo nodesis either a leaf or
a node at distance one from a leaf; and d1(tm (a; b))
will be a 0-1 integer whenever tm (a; b) is a tr ee with
one or two leaves.

Thus our simplest 2-input masking function
strongly exhibits the desired \ many-to-one" property
for the commonly encountered constants zero and
one. Furthermore, because a zero is always decoded
by this function if one of it s two arguments is a leaf
node, this function has the desired invariance prop-
erty.

Constants larger than \0 " or \1" may be decoded
from trees as well, even though our Monte Carlo
experimentation shows that the many-to-one prop-
erty of the simplest 2-input masking function falls o�
sharply with the sizeof the integer constant. For ex-
ample, with probabilit y in excess of 90%, all integers
in the range0 to 63can be decodedby d1(tm (a; b)) for
at least one selection of a and b, where arguments a
and b are taken from the nodesof a randomly-chosen
201-leaf watermark tree w. Our alternative codec
(d2; e2) givessomewhat higher probabilities, alt hough
the di�erences are generally not dramatic. Increasing
the size of the randomly-chosen t ree w can greatly
increasethe probabilities. Our resultscan be roughly
characterised as indicat ing that a randomly chosen
PPCT with n leaves can encode a randomly chosen
integer in the range0 to n=3, with probabilit y in ex-
cessof 90%. Integersencoded asunbalancedt reesare
(unsurprisingly) less likely to be encodable than in-
tegers encoded as balanced tr ees,so our Codec 2 can
handle a slight ly larger range of integers than Codec
1, for a PPCT of �xed size.

To decode large constants, with the desired many-
to-one property, the more complex masking and
boundary funct ions describ ed in this art icle may be
employed. Alternativ ely, the well-known technique
of bit -string concatenat ion may be employed, for ex-
ample a 2-bit constant may be constructed by con-
catenating two 1-bit constants that are decoded indi-
vidually from trees referencedby simple masking or
boundary functions.

4 Securit y analysis

In order to facilitate a discussion of the strengths and
weaknessesof our tamper-proo�ng technique, we in-
tr oduce a more formal de�nition of an \ attack".

Let A : P ! P be an \a t tack set": a collection
of program transformations that an att acker has se-
lected for possible use against a watermarked pro-
gram. Any competent attacker will select a set con-
taining only transforms that are extremely likely to
preserve program correctness. Thi s means the tr ans-
formed program a(Pw ) should not di�er in any obvi-
ous behavioural way from the original program Pw .
The rat ional at tacker will also attempt to selectonly
tr ansforms that are ext remely likely to modify the
watermark, that is, d(X (a(Pw ); k)) 6= d(X (Pw ; k)).

We say that an attack is successful,if it modi�es
the watermark and preservesprogram correctness.

The expert reader may note that our not ion
of an att ack set A is general enough to encom-
passany semanti cs-preserving transformat ive attack,
subtr active attack, or additiv e attack (Collberg &
Thomborson 1999).

As noted in the previous section, users of our
tamper-proo�ng method should take reasonablesteps
to prevent the attacker from learning our key input
k, our extractor funct ion X , or our watermark inte-
ger w. This lack of knowledge wil l prevent the at -
tacker from being able to determine, wit h high con-
�dence, whether or not an attack was successful. An
opti mal strategy for such knowledge-limit ed att ack-
ers is to examine the watermarked program Pw to
the best of their skill, wit hin their time and resource
constraints. The goal of this examinat ion is to allow
the attacker to const ruct an at tack set A for Pw that
maximizes the likelihood of a successful at tack, if an
att ack is chosenprobabilisti cally from thi s set. Note
that an at tacker who lacks knowledge of k may not
be able to construct a set containing a single attack
that will be successful against any k. Furthermore a
probabilist ic choice on the part of an attacker is an
opti mal strategy, according to an elementary game-
theoretic analysis, against a defenderwho may choose
a suitable watermarking schemein partial knowledge
of the at tacker's eventual strategy. A similar analysis
shows that the defender should make a probabilis-
tic choice of their watermark, for any deterministic
choicewill have little secrecy against to a knowledge-
able at tacker.

We would expect any competent attacker to con-
duct a sequential att ack, in which the attack sequence
consistsof the selectionof any available version of the
watermarked program, the de�nit ion (or rede�nition)
of an attack set appropriate for the selected version,
the random selection of an attack from theset, theap-
plicat ion of the selectedatt ack thereby creat ing a new
version of the watermarked program, an evaluation of
the successof the current attack, and a decision on
whether or not to continuethe attack by repeatin g the
sequence. The continuation decision will depend on
the resources(tim e and computational budget) avail-
able to the attacker, and upon the attacker's estimate
of the likelihood that they can correctly identif y a de-
watermarked version of the program.

4.1 A ttac ks

There are several techniques that an attacker may
choose to use to remove a watermark embedded in
a program. One classof techniques involves altering
the embedded watermark graph itself. In order to
achieve this it is necessary to:

1. Replace all calls to f () by the constant value re-
turned by f ().



2. Modify/ remove the watermarked data st ructure
S.

Without our tamper-proo�n g, an attacker who
guessed or deducedthe location of S and altered S in-
discriminately, could do so without endangering pro-
gram correctness. However an attacker who is faced
wit h a tamper-proofedprogram must �nd and remove
all functi ons f () that depend on the dynamic data
structure of the watermark; only then can the wa-
termark safely be changed. In terms of our model,
this means that a successful attack set can be con-
structed only aft er an att acker analyzes the program
su�cien tly deeply to (reasonably accurately) list all
calls to f (). This analysis may be stati c, interpreta-
t ive, or dynamic; it may also involve pattern match-
ing.

4.2 Stat ic An alysis

One possibleatt ack on a tamper-proofed P 0
w involves

a static analysis of the program to �nd the result
of a call to function f (). Such a \ static analysis"
attack is unlikely to be feasible, because the value
returned by our function f () depends on the values
of pointers stored in dynamically-allocated objects,
and such functions are very di� cult to analyze stati-
cally (Collb erg et al. 1998, Palsberg et al. 2001).

4.3 Dyna mic Ana lysis

A more powerful method of at tacking the program is
available if the at tacker is willing to execute a pro-
gram. If the att acker is able to recognize our tamper-
proo�n g function calls f () in the tamper-proofed pro-
gram P 0

w , they may then observe the result computed
by this call to f () during a program run. We call this
a \ dynamic at tack" because it presumesthat the at-
tacker is able and willing to executeand observe the
tamper-proofedcode in its dynamic environment. Af-
ter successfully identifying the functi on return point,
and after accurately observing the constant result, the
attacker may replace the function call by a load of a
constant . The at tacker must iterate this attack as
many times as we have iterated our tamper-proo�n g
method T , before all referencesto our modi�ed data
structure S0 will be removed from the tamper-proofed
code P 0

w . After all these references are removed, it
may be safe for the attacker to remove all code that
references or allocatesobjects of the same data type
as S0. This will successfully remove the watermark
w with out damaging the semantics of Pw , so long as
the dynamic data st ructure watermark w is not built
from objects of some data type that already existed
in the unwatermarked program P.

Recall that our goal in tamper-proo� ng is to in-
creasethe att acker's uncertain ty as to whether or not
they have successfullyremoved the watermark.

An expert and determined at tacker could succeed
in a dynamic attack, if the watermark w and some
constant st ructure w0 in the modi�ed data st ructure
S0 are the only structures that usea parti cular data
type that is recognizable to the attacker. Such at-
tacks could be frustrated by an additional process
step, prior to the iterat ive application of our tamper-
proo�n g method T . Our recommended processstep
is the iterated use of an obfuscater to add many in-
stances of spurious code, guarded by an opaquely-
falsepredicate,before tamper-proo�ng. The dynamic
attacker, even after running such code under many
imaginable input s and for a long time, will never gain
complete con�dence that their att ack set is likely to
remove all \ li ve" references to objects of the data
type used for w and w0. Here we are relying on the
theoretically-sound not ion of theundecidability of the

halt ing problem, and the practically-unsolved prob-
lem of creati ng a covering set of test inputs for any
reasonably-complex pieceof real-world code.

4.4 In terpreta ti ve analysi s

A closely-related possibilit y is an interpret ive attack,
in which attacker seeks to discover the result of a
speci�c call to funct ion f () by interpreting the state-
ments in f () on a virtual machine. Here we are distin-
guishing an interpretation on a virtual machine from
a dynamical execution of thesesamestatements in an
actual run-time environment of Pw . In general, inter-
pretation takes much more t ime per statement than
a dynamic execution; however an interpretive envi-
ronment gives the att acker much more observational
and analyt ic access to the executionstateand history.
The slower speedof the interpretat ion is a great liabil-
it y to an at tacker, whenever the tamper-proofer con-
fusesthe att acker (i.e. by opaquely-false predicates as
noted in the previous paragraph) about the liveness
of a code segment. We are not aware of any interpre-
tiv e environment that would give much assistance to
an att acker who wishes to visualize and analyze the
graphs (such as planted plane cubic trees) that may
be represented by a segment of a dynamic data struc-
tur e. The e� ort required to const ruct and maintain
such an environment is, we tentativ ely assert, a sig-
ni�ca nt barrier to a successful interpretive attack on
our tamper-proofedwatermark. Our tamper-proo�ng
is modest ly potent even against such expert and well-
resourced att ackers, becauseour tamper-proo�ng in-
tr oducesa data structur e that closely resembles the
watermark w.

4.5 Pattern-Matc hing A tta cks

Any of the attacks listed above may involve some pat -
tern matching on the static representation of the pro-
gram, in which an at tacker hypothesizes (and even-
tually discovers) a patt ern or other distincti ve signa-
tur e of all function calls f () inserted by the tamper-
proo�ng .

Pat tern-matching on the stat ic representation of
a program may be employed in conjunction with a
dynamic or interpretative analysis, in which the at -
tacker observes the operati on of the program using
a debugger or other means, to discover the value re-
tur ned by every f () that is recognised by the current
patt ern-matching hypothesis. Any hypothesized f ()
which returns a non-constant value, over all observa-
tions, is evidenceagainst the current hypothesis. The
hypothesismay then beadjustedto beconsistent with
all observations to date. At any point, the attacker
may choose to test the hypothesis by replacing all
f () with a best-guess constant value. If the modi-
�ed program seems to work accurately, the attacker
may subsequently modify the watermark wit hout any
immediately-obvious damageto program correctness.

To counter th is pat tern matching at tack, the func-
tion f should be a many-to-one function, so that dif-
ferent occurrencesof the same constant c may be re-
placed by calls to function f wit h di�eren t parame-
ter li sts. Another defense,noted in point 14 of Sec-
tion 3, is the intro duction of calls to f () that produce
non-constant values during program runs. For exam-
ple, when a constant 0 is required in the program,
this may be computed as the sum f (y) + f 0(y) where
these two calls to f () produce di�eren t valuesx and
� x on di�er ent program runs. Such non-constant f ()
would complicate a patt ern-matching att ack, for an
att acker must recognisea source code sequencecom-
puting f (y)+ f 0(y), for any y, asa pat tern that always
producesa 0. This idea may be extendedinde�nitely ,



in an \ arms race" where the defenderint roducespat-
terns with z > 1 variables to counter an attacker who
can recognize pat terns wit h at most z variables. This
armsraceis moderatedby the commonly-encountered
t radeo� betweensecurit y and performance.

If the runt ime complexity of the constant -loading
functions were doubled, for example by using f (y) +
f (y0) instead of f (y) to compute a constant, then
only half as many of our watermark \ guard" func-
t ions could be executed in any program run. At
present , our technique is so novel that no attacker
is likely to recognize a complex pat tern. Thus we be-
lieve that early applications of our technique should
guard watermarks with as many simple guards as
possible without unacceptable performance degrada-
t ion. More complex guards should be employed when
patt ern-matching at tack toolshavebecomeeasier and
more attra ctive to build, that is, after many programs
have beenprotected by our method.

4.6 Proto col A ttac ks

We close our securit y analysis by considering a \ pro-
tocol attack" on the unmodi� ed program Pw . The
goal of this at tack is to thwart a de�nitiv e (court-
room) identi�ca t ion of the embeddedwatermark, by
construct ing a false decoder d0 6= d, and perhaps a
false input k0 6= k, such that the watermarked pro-
gram Pw seemsto bear a spurious watermark w0 6= w
claimed by the attacker.

A novel feature of our tamper-proo� ng technique
is that it embedsthe watermark-decoding functi on d
into the watermarked program. This will enable a de-
fender's expert wit ness to persuasively argue that d
is the appropriate decoder for the watermark in Pw .
An att acker cannot plausibly lay claim to an arbit rary
decoder d0, although they might successfully make a
spurious claim to some d0 that is a subrout ine of our
d. Thus the protocol att acker must �nd a d0 very sim-
ilar to the true decoder d, and an input sequencek0,
wit h the propert y that d0(X (Pw ; k0)) = w0 = p0q0 6= w
for large primes p0 and q0. The probabilit y of success
in this endeavour is exceedingly remote, unless the
attacker has very detailed knowledge of how water-
marks are built dynamically by Pw . Even with this
knowledge, the at tack is very unlikely. Thus, unless
a defender is foolish or careless enough to reveal the
secret primes p and q usedto construct watermark w,
they can be con�den t of surviving a protocol attack
on Pw in the court room.

5 Conc lusion

In this paper we have formally de� ned the problem
of tamperproo�ng a software watermark. We have
described an implementat ion of our \ constant encod-
ing" solution to this problem. We have brie
 y de-
scribed the results of our feasibilit y study (consisting
of extensive Monte Carlo experimentation and some
lemma-proving), showing that commonly occurring
constants in computer programs can indeed be re-
placed automat ically, by a random selection from a
very wide range of possible function calls and argu-
ments. Our security analysis indicates that our solu-
t ion would indeed be tamperproof to a reverse engi-
neerwho can perform only a static analysis; and that
a long series of dynamic analyses would be required
to safely remove the watermark. We have argued,
somewhat less convincingly, that our solution would
alsobe resistant to pattern-matching att acks. We ex-
pect to be able to mount a more convincing argument
after we have completed a prototype full implemen-
tation. Then we can tamperproof a few sample wa-
termarked programs, and we can ask some talented

reverse engineers to t ry to remove or modify these
watermarks with out damage to program correctness.
We believe that such human-factor experiments are
required to properly evaluate the securit y of any real
system; theoretical arguments in favour of security
are always limited by ad hoc assumptions about the
skill, knowledgeand resourcesof the at tacker.
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