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Abstract 

The per-method access control lists of standard middleware
technologies allow only simple forms of access control to be
expressed and enforced. Given the increasing use of web-
based appli cations involving sensitive data, the increased
threat and the stringent requirements of privacy laws, a more
flexible and secure approach is needed. In this paper we
present a three-step approach to access control involving
object-oriented encapsulation, middleware based on a new,
more secure access control mechanism and the high-level
specification of method-oriented views. We demonstrate the
use of the approach in a simple web-based E-commerce
environment to provide secure electronic cheques.

Keywords: access control, web-based systems, object-oriented
systems

1 Introduction
With the development of middleware technology, it has
become standard practice to construct software systems
as collections of heterogeneous distributed components.
Such systems are increasingly used for database
integration, decision support systems, electronic
commerce and many other applications. In general, the
information stored within the components of these
systems is sensitive and requires some form of access
control. This is particularly important as the internet is
increasingly used as the basis for distributed systems
and as the threat from hackers and malicious software
continues to grow. As well as protecting a system from
these external threats, privacy laws require that the
access control mechanism also ensures that each
principal with access to the system only uses the
information exactly as required for their role within an
organization. Privacy laws also require that an
individual have access to the information stored about
him/her by an organization.

Despite the sensitivity of the data and the growing
threat, access constraints in middleware technology
remain fairly inflexible. OMG’s Corba (Blakely, 2000),
Microsoft’s COM+ (Eddon, 1999) and Sun’s EJB (Sun,
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1999) all include a form of access control list (ACL)
but these are add-on features which support only simple
role-based access control. Much attention has been
given to encryption techniques but, while encryption is
certainly very important, it protects only the
communication and authentication in the system. It
provides only the basis for a secure access control
mechanism.

In this paper we describe a three-step approach to
providing more secure and more flexible access control.
These involve encapsulating the data as persistent
objects, using a flexible capabilit y-based approach to
restrictions on method invocations and supporting the
new concept of method-based view specifications.
These view specifications combine the advantages of a
strict object-oriented encapsulation with the traditional
concept of views from database systems.

We begin in the next section by discussing the
advantages of an object-oriented approach to access
control and the need for extending the framework of
access control criteria to enforce a true 'need-to-know'
approach. In the following section we review the
concept of bracket capabil ities as a more powerful and
flexible access control mechanism for distributed
systems than is offered by standard middleware. In
section 4 we describe the new method for the
specification of views to a persistent object and the
transformation of these views to a capabilit y
implementation as reali sed in the Opsis system. We
demonstrate the usefulness of this approach by defining
a simple form of secure electronic cheque. Finally, in
section 5, we give an overview of and comparison with
related research.

2 Semantic access control

2.1 Object-oriented access
The data stored by an organization is typically stored in
databases, usually relational databases and more
recently also object-oriented databases. In both cases,
the data is characterised by entities with attributes.
Access to the data can be specified in terms of views,
which essentially grant the right to read and/or write
certain attributes of the entities. This read/write
approach, typical also of traditional file systems, is a
fairly low-level and course-grained form of access
control.

Alternatively, the components of a distributed system



can be viewed as persistent objects, with each object
containing persistent data hidden by encapsulation and
accessible via interface methods. A major advantage of
this strict form of object-orientation is that the security
can be based on the interface methods of an object. This
provides a fine-grained semantic access control
(Evered, 2000) in contrast to the course-grained
read/write protection of databases. If the methods are
appropriately chosen, the access rights can be based on
meaningful, high-level operations associated with the
object in the real world. So, for example, we may
define a persistent object which implements a set of
bank accounts with methods for creating a new account,
depositing some amount in one of the accounts,
checking the balance in one of the accounts etc. (Fig.
1).

            Fig 1: A bank accounts object

This corresponds to the Java interface definition:

 interface Accounts {
  Key new(String name, String address);
  void deposit(Key key, Currency amount);
  void withdraw(Key key, Currency amount)
    throws insufficientFunds;
  Currency balance(Key key);
  String getName(Key key);
  void setInterest(Percent rate);
  void transfer(Key key, Key toKey,
                Currency amount)
    throws insufficientFunds;
}

The access rights can then be granted on the basis of the
roles of the principals within the organization. A bank
teller may have access to the deposit and withdraw
methods whereas the bank manager may also have
access to the methods for adding a new account and
setting the interest rate. The first step, then, in providing
better access control is to organise the data as persistent
objects with application-level interface methods. Of
course, this does not mean that the data cannot be
stored in traditional databases - the persistent object
may in fact simply be implemented as a wrapper object
or façade around a traditional form of storage.

This idea of method-based restrictions goes back as far
as Jones’ and Liskov’s (1978) suggestion of a static
type-based constraint mechanism and has been adopted
in some contemporary middleware mechanisms. Sun’s
EJB can be used in conjunction with a configuration
file describing the mapping from users to roles and
from roles to methods and Corba (Blakely, 2000) has a
similar mechanism. The COM+ security mechanism

supports ‘per-method access control lists’ which record,
for each method, a li st of users allowed to invoke that
method (Eddon, 1999).

An alternative to a protection mechanism based on
access control lists is an object-based capabil ity
protection mechanism. A capability for an object is
simultaneously an identifier for the object and a li st of
allowed methods. The possession of the capability
represents the right to call those methods on that object.
This has the added security advantage that the naming
of objects is unified with the protection mechanism so
that someone who has no access to an object does not
even know of the object’s existence. Capabil ities have
therefore long been recognised (Wilkes and Needham,
1979) as providing a greater degree of security in the
need-to-know sense than ACLs. Among the
disadvantages of capabili ties, however, are that they are
held by the user and not with the object and so must
themselves be protected in some way from forgery and
tampering. The Monads system (Rosenberg and
Abramson, 1985) supports object-based capabiliti es for
distributed systems but assumes a homogeneous
network and a special operating system kernel. The
authors have proposed a middleware technology based
on a form of sparse capabil ities (Anderson et al., 1986).

2.2 Extending access control
The access control mechanisms described in the
previous section all limit the access to an object by
returning an error message if certain methods are
invoked. However, this is not the only kind of access
restriction which is possible or useful in controlling
access to a persistent object.

In fact, even in terms of per-method access control, the
above mechanisms are not ideal. With each of these
mechanisms, all the methods of the object are still
known to all the principals even if they cannot be
called. Ideally, in a need-to-know security environment,
someone who is not allowed to invoke a method should
not know of the existence of that method, just as
someone without a capabilit y does not even know of
the existence of the object1. So, for example, if a bank
teller is not allowed access to the new and
setInterest methods of an Accounts object, then
the software running on behalf of the teller should
ideally see the object as if it had the type:

interface TellerAccess {
  void deposit(Key key, Currency amount);
  void withdraw(Key key, Currency amount)
    throws insufficientFunds;
  Currency balance(Key key);
  String getName(Key key);
  void transfer(Key key, Key toKey,
                Currency amount)
    throws insufficientFunds;
}

instead of the type Accounts. This type effectively
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defines the view that the software has of the underlying
object. In contrast to database views, however, this
view is defined in terms of methods rather than
attributes.

Privacy laws go beyond the access to be granted to
members within the organization holding the data. They
also demand that the individual whose data is being
stored has full access to his/her own data. In our
banking example this is particularly relevant. An
account owner can be given access to the information
not just to check its accuracy but also for the purpose of
home banking. So, what view of the Accounts object
should be given to the owner of an individual account?
As well as restricting access to the methods balance,
getName and transfer, we must also ensure that
only the right account is being accessed. This means
that the Key parameter of balance and getName
and the first Key parameter of transfer must be
restricted to a particular value.

This requires a mechanism which grants access rights to
the user in such a way that an error is returned if the
wrong account number is specified in the call. Or,
better still, in terms of views, we would li ke the account
owner to view the object as if it had the type:

interface Account {
  Currency balance();
  String getName();
  void transfer(Key toKey,
                Currency amount)
    throws insufficientFunds;
}

where it is implicit that the appropriate account is to be
accessed.

A number of further kinds of access control are also
useful for flexibly specifying the security constraints
associated with different roles in a system. In (Evered,
2001), the author has described a formalism in which
five basic type operators are used in combination to
specify security constraints in terms of a view type. The
operators modify the methods, parameters and
semantics of the type through which a user accesses the
underlying persistent object. The operators provide for:

• specifying that some methods should return an
access violation error

• specifying that an access violation error should
be returned for parameter values other than a
specified value

• restricting the view type to exactly the allowed
methods and parameters

• enhancing the semantics of the object type with
logging of accesses and access attempts

• specifying a state-dependent rule such as ‘access
only at specified times’ or ‘access allowed only
once’

The view type effectively gives the user the illusion of
accessing an object of that type when in fact it is just a

representation of a restricted access to an object of the
original type. So, for example, the type Account
would appear to be the type of an individual bank
account object but a call to this object would actually be
a call to an Accounts object with the account number
automaticall y inserted. The Account object can be
seen as a virtual object2.

This extended concept of security constraints requires a
more flexible access control mechanism to be
incorporated into the middleware of distributed
applications.

3 A Flexible Access Control Mechanism
The second step in our approach is to enforce a strict
access control mechanism for checking invocations of
the methods of a persistent object. As our underlying
access control mechanism we use bracket capabilities.
This mechanism has been presented more full y
elsewhere (Evered, 2002a, Evered, 2002b). The
mechanism is based on object capabil ities rather than
ACLs because capabili ties enhance and simpli fy
security by unifying object naming with the protection
mechanism (Wilkes and Needham, 1979). A number of
possible alternatives have been suggested for
implementing capabil ities. These include special
architectures (Rosenberg and Abramson, 1985),
encryption (Mullender and Tanenbaum, 1986) and
sparse (or password) capabili ties (Anderson et al.,
1986). We base our mechanism on sparse capabilities
since these require no special architecture or costly
encryption algorithms and also because they alleviate
the revocation problem. A sparse capability generall y
consists of an object identifier (for locating the object)
together with a large (un-guessable) random number
(the password). The access rights associated with the
capabil ity (that is, with that particular random number)
are not stored in the capability itself but with the object
being accessed, so can easil y be modified or revoked
without access to the capabil ity.

Our capabili ties differ from traditional sparse
capabil ities in that they contain not an object identifier,
but an identifier for a (capability) server that knows the
location of the object. This indirection allows for object
migration as well as flexibil ity in the communication
mechanism. These are both particularly important for
mobile applications. When a persistent object is
created, a capabil ity for the object is created and
registered with a capabil ity server.

The main distinguishing characteristic of bracket
capabil ities is seen in the process of refinement, that is,
when the possessor of a capabilit y wishes to grant a
more restricted view of the object to other principals in
the system.  This is done by a call to the refine
method. Each persistent object, as well as implementing
an interface such as Accounts also implements a
number of administrative methods such as
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deleteObject , deleteCapabilit y and
refine . The refin e method in a bracket capability
system has the form:

 r ef Cap = x. r ef i ne( i nt er f aceName,
                   par amet er ,
                   comment );

where interfaceName  denotes the type with which
the persistent object ‘x ’ is to be viewed when used via
the capability refCap  and interfaceNam e+
”Bracket”  denotes the class of an object through
which calls to the persistent object will pass when
invoked via refCap . The result of the refine  call is
depicted in Fig. 2.

        Fig 2: The result of the ' refine' operation

It can be seen that calls using the capabil ity refCap
are directed through a kind of proxy or bracketing
object. This bracketing object is stored together with
the persistent object in the same way that access rights
are stored with the object for traditional sparse
capabil ities. The paramete r  parameter in the
refine  call is passed to the bracketing object to
initiali se it and the comment parameter is simply a text
describing the purpose of this new restricted view.

A copy of refCap  can be given to the principals who
are to have this kind of access. Traditional object-based
capabil ities or ACLs in which access is restricted to
particular methods can easily be simulated with this
mechanism while other bracket classes can be used to
implement the full range of security constraints
described in section 2.2, including restrictions on
parameters, logging of method call s and constraints
based on time, number of accesses etc.

So, for example, given a capability c1  to an
Accounts  object, we can generate a new capability
c2  to give to the owner of account 12345 as follows:

 accs = c 1. open( );
 Capabi l i t y c 2 = accs. r ef i ne( “ Account ” ,
     “ 12345” , “ Access t o a ccount 1 2345” ) ;

where the interface Account  is defined as in section
2.2 and a class AccountBracket  has been defined to
be used for a bracketing object. The
AccountBracket  object will im plement the
Account  interface and wil l pass call s on to the
original Account s object after adding the account
number parameter 12345.

A bracketing class may have more methods than those
available in the view given by the interface type. These
extra methods can be used by the creator of the
capabil ity for monitoring or altering the bracketing such
as to inspect logging information or to revoke or alter
access constraints. The bracket capability mechanism
allows arbitrary bracketing classes but, in a particular
security environment, we may want to limit the set of
classes that can be used as brackets. While still
allowing users to create more restricted views, we may
want to specify what kind of restriction they can
impose. This is possible since the bracketing is part of
the security mechanism. In fact, since the refin e call
is itself just a method call to the persistent object, we
can use the mechanism itself to specify that, for some
user, it can only be invoked with certain values for the
interfaceName  parameter.

4 Specification of access rules

4.1 View definitions
The bracket capabilit y mechanism described in the
previous section is a very flexible and powerful access
control mechanism but it is not convenient to use at the
application level. The programming of bracketing
classes can involve much repetition, be error-prone and,
in some cases, be quite complex. The specification of
access control restrictions should not need to involve
low-level programming. For this reason, the third step
in our approach is to allow access control to be
specified via high-level method-oriented view
descriptions and then automatically generate the bracket
classes used for the creation of bracket capabil ities.

In the Opsis system developed by the authors, the
middleware for distributed Java applications is based on
bracket capabil ities and tools exist for the generation
and distribution of capabili ties based on view
specification files. A view specification file generall y
consists of a set of interface , defin e and gran t
constructs. An interfac e construct is an extension
of the Java interface type definition and is used to
specify a restricted view type to an underlying object
type or to a previously defined view type. A defin e
construct is used to generate a new capabilit y to a
persistent object based on an interface specification. A
grant  construct makes such a capabil ity available to
the software running on behalf of some principal in the
system.

So, for example, given an Accounts  object and an
initial capability accountsInfo  for that object, we
can grant the use of that capability (and therefore full
access to the object) to some principal who may be the
bank manager:

 gr ant  account sI nf o t o t om. pi per sen;

For the tellers of the bank, we can define a view which
does not include the new and setInteres t
methods:

Bracketing
ObjectInterface

Object

orig. capabili ty
c

refcap



i nt er f ace Tel l er t o Account s {
  / / ! A ccount s a ccess f or t el l er s
  voi d d eposi t ( Key key, C ur r ency a mount ) ;
  voi d w i t hdr aw( Key key, C ur r ency a mount )
    t hr ows i nsuf f i c i ent Funds;
  Cur r ency bal ance( Key key);
  St r i ng get Name( Key key);
  voi d t r ansf er ( Key key, K ey t oKey,
                Cur r ency a mount)
    t hr ows i nsuf f i c i ent Funds;
}

and use this to provide access as:

 def i ne t el l er Access as
   Tel l er f or  account sI nf o;

 gr ant  t el l er Access t o j ack. b. neembol;
 gr ant t el l er Access t o geor ge. e. pawj i;

The syntax ‘ //!’  in the interface definition indicates a
comment which will be used as the comment
parameter in the refin e operation to indicate the
purpose of the restricted view. A further construct,
revoke , can be used at a later time to revoke access
rights. So, for example:

 r evoke t el l er Access;

invalidates the capabilit y tellerAccess  and all
other capabil ities which may have been derived from it.
This is done by a call to the deleteCapabilit y
method.

In general, an interface specification may also include a
li st of preconditions. In this case the access is only
allowed if all of the preconditions are fulfill ed. So, for
example, we might want to restrict the amounts of
money a teller can transfer without approval by the
manager. This can be expressed in a modified Teller
specification:

i nt er f ace Tel l er t o Account s {
  / / ! A ccount s a ccess f or t el l er s
  voi d d eposi t ( Key key, C ur r ency a mount ) ;
  voi d w i t hdr aw( Key key, C ur r ency a mount )
    t hr ows i nsuf f i c i ent Funds;
  Cur r ency bal ance( Key key);
  St r i ng get Name( Key key);
  voi d t r ansf er ( Key key, K ey t oKey,
                Cur r ency a mount)
    t hr ows i nsuf f i c i ent Funds;
wher e
  amount <10000;
  bal ance( key) <100000;
}

This specifies that a method invocation involving an
amount  parameter will only be allowed to proceed if
the amount  parameter is less than 10000 and that a
method invocation involving a ke y parameter wil l only
be allowed to proceed if the balance  method returns
a value less than 100000 for that ke y parameter. This
kind of restriction can be used to specify parameterised

role-based access control conditions (Covington et al.,
2000).

As well as calls to the methods of the underlying object
or view, the conditions can contain call s to a system
object giving the time, date, etc. A special built -in
condition onceOnl y specifies that a capabilit y based
on this view is to be automaticall y invalidated after the
first method call for which it is used.

Finally, view specifications can be parameterised. This
corresponds to the paramete r  parameter which is
passed to the refin e operation. A parameterised view
specification for account owners can be expressed as:

i nt er f ace Account [ key] t o Account s {
  / / ! A ccess t o a ccount # key
  Cur r ency bal ance( ) ;
  St r i ng get Name( ) ;
  voi d t r ansf er ( Key t oKey,
                Cur r ency a mount)
    t hr ows i nsuf f i c i ent Funds;
}

and instantiated and distributed to the account owner as:

def i ne account 12345 as
  Account [ 12345] f or  account sI nf o;
gr ant  account 12345 t o j ack. nj i hl ;

The above define  specification is implemented as:

Capabi l i t y c 1 =
  Capabi l i t y. l oad( “ account sI nf o” );
accs = c 1. open( ) ;
Capabi l i t y c 2 = accs. r ef i ne( “ Account ”,
     ” 12345” , “ Access t o a ccount 1 2345” ) ;
c2. save( “ account 12345” );

where a class AccountBracket  has been generated
from the Accoun t  view as:

cl ass Account Br acket i mpl ement s A ccount {
  pr i vat e A ccount s u nder l yi ng;
  pr i vat e K ey k ey;

  publ i c Account Br acket ( Account s a cc,
                        St r i ng par am) {
    under l y i ng=acc;
    key=Key. par seKey( par am);
  }

  publ i c C ur r ency b al ance( ) {
    r et ur n under l yi ng. bal ance( key) ;
  }

  publ i c S t r i ng get Name( ) {
    r et ur n under l yi ng. get Name( key) ;
  }

  publ i c v oi d t r ansf er ( Key t oKey,
                       Cur r ency a mount )
      t hr ows i nsuf f i c i ent Funds {
    under l y i ng. t r ansf er ( key, t oKey,
                        amount );
  }
}



4.2 Example: Secure Electronic Cheques for
E-Commerce

We now extend the examples of the previous section to
provide an example of a simple system using Opsis
view specifications for access control in electronic
funds management. At the centre of the system is an
object of the type Accounts  as described above. After
creating this object, we have a capabil ity
accountsInfo  for unrestricted access.

Next we can create a capability for an individual bank
account holder. For account number 12345, this can be
achieved as described in the previous section with:

def i ne account 12345 as
  Account [ 12345] f or  account sI nf o;
gr ant  account 12345 t o j ack. nj i hl ;

The account owner may then wish to provide a
restricted access to his account so that another account
owner can transfer a certain amount, say $20, out of the
account as a payment. This wil l then be a restricted
view of the account owner’s restricted view. The
capabil ity for such an access is in fact a secure
electronic cheque (see Fig. 3).

Fig 3: An electronic cheque represented by a view of
a view

As well as fixing the amount, we must ensure that this
capabil ity can only be used once. We can achieve this
by the specifications:

i nt er f ace Cheque[ amount , p ur pose] to
    Account {
  / / ! P ayment o f $ #amount f or # pur pose
  voi d t r ansf er ( Key t oKey)
    t hr ows i nsuf f i c i ent Funds;
wher e
  onceOnl y;
}

def i ne cheque1234 as
  Cheque[ 20, “ one w ool l en b eani e”]
  f or  account 12345;
gr ant  cheque1234 t o mar y. haddal am;

The above define  construct is implemented as:

Capabi l i t y c 1 =
  Capabi l i t y. l oad( “ account 12345” );
acc = c 1. open( );
Capabi l i t y c 2 = acc. r ef i ne( “ Cheque” , ” 20” ,
“ Payment o f $ 20 f or o ne w ool l en b eani e” ) ;
c2. save( “ cheque1234” );

where the class ChequeBracke t  has been generated
from the Cheque view as:

cl ass ChequeBr acket i mpl ement s C heque {
  pr i vat e A ccount u nder l y i ng;
  pr i vat e C ur r ency a mount;

  publ i c ChequeBr acket ( Account a cc,
                       St r i ng par am) {
    under l y i ng=acc;
    amount =Cur r ency. par seCur r ency( par am) ;
  }

  publ i c v oi d t r ansf er ( Key t oKey)
      t hr ows i nsuf f i c i ent Funds {
    under l y i ng. t r ansf er ( t oKey, a mount ) ;
    under l y i ng. del et eCapabi l i t y( );
  }
}

The electronic cheque can be deposited in an account,
say account 23456, by the code:

Capabi l i t y c 1 =
  Capabi l i t y. l oad( “ cheque1234” );
Cheque c = ( Cheque) c1. open( );
c . t r ansf er ( 23456);

Clearly, the destination account could also be fixed if
desired, or, with appropriate methods and conditions, an
access specification could be formulated for regular
transfers rather than a once-off payment.

5 Related Work
Formal approaches to security specification have
generally concentrated either on lattice-based
information flow (Bryce, 1997) or on cryptographic
protocols (Roscoe, 1995). The idea of defining access
via method-oriented view types and operators on those
types appears to be new. Sandhu' s Typed Access Matrix
model (1992), an extension of the HRU access matrix
model (Harrison et al., 1976) in which both subjects
and objects are strongly typed, aims at using static types
for the resolution of decidabilit y issues rather than
using types for defining role-based views of an object.

As mentioned above, Corba, EJB and COM+ all
include the possibilit y of a per-method, role-based
access control list for limiting the access of users to
objects. In some cases, fixed forms of rule-based

Cheque Interface

accountscap. for cheque

Outer bracketing object
provides amount and
ensures ‘ once only’

Inner bracketing object
provides account number
from which amount comes



access, such as access at certain times of day, are
supported. These correspond only to simple, special
cases of access control. No direct equivalent of the
complex restrictions as required for the above E-
commerce example are supported. No direct equivalent
of a restricted view type is supported for hiding the
existence of unallowed methods and parameters from
the users. In both of these middleware technologies, the
use of ACLs instead of capabiliti es makes the security
mechanism an add-on feature rather than fundamental
and detracts from the security.

Object capabili ties have been used in a number of
research systems, most notably the Monads system
(Rosenberg and Abramson, 1985) but these capabil ities
require architectural support (or at least a special
operating system kernel) and so are not appropriate for
heterogeneous networks. In a previous project, the
author has developed a capability-based mechanism for
heterogeneous distributed applications (Evered, 2000).
Like the Monads system and the ACL approaches of
Corba, EJB and COM+, however, this supported only
simple per-method access control.

The concept of ‘bracketing’ for applying access
constraints has been suggested both as a programming
language construct (Keedy et al., 2000) and as a form of
‘design pattern’ (Gamma, 1995). The suggested
programming language approach is interesting in
supporting the reuse of the bracketing code but it does
not allow modification of the interface to the underlying
object and, being integrated into the type system of the
language, it is a static mechanism.

One use of the proxy design pattern is as a protection
(or access) proxy. In this case, the interface is identical
to the underlying object. The proxy decides whether the
access can proceed and returns an error if it should not.
Simple per-method access control can be realised by
this kind of protection proxy. Bracketing objects which
modify the interface offered to a client cannot be seen
as strict proxies. They can be seen as special cases of
the adapter pattern but whereas an adapter is usually
used to provide the view the client would like to have of
the underlying object, in these cases the adapter is
providing the view the client is allowed to have.

The concept of providing a user with a restricted view
of persistent data is reminiscent of database systems.
Traditional database views are attribute-oriented and
not method-oriented, however, and therefore cannot
support the flexible kinds of access control
demonstrated in our example. This attribute-orientation
is true even for most object-oriented databases (Mishra
and Eich, 1994). Notable exceptions are the method-
based model of Fernandez, Larrondo-Petrie and Gudes
(1993) and the CACL system of Richardson, Schwarz
and Cabrera (1992). The former provides an ‘Execute’
access right for invoking a method of a persistent
object. This is similar to the per-method access control
of contemporary middleware systems. The latter
supports the concept of an ‘authorization type’ as a
restricted view of an object but does not allow
parameter constraints or state-dependent constraints to
be specified as part of the view.

Brose (1999) describes a ‘view-based’ mechanism for
Corba but this is again simply a form of language-based
per-method access control.

6 Conclusion
The mechanisms for object-oriented access control in
contemporary middleware are inadequate in view of the
sensitivity of data stored on the internet and the
growing threat from hackers and malicious software.
They are also inadequate in terms of the complex
requirements of privacy laws. These security
mechanisms are not integrated at a fundamental level
and are capable of enforcing only simple kinds of
access control. The access control in a distributed
object system should ideally enforce a strict need-to-
know view of the data and should support more
complex forms of security restriction including
restrictions on parameter values and restrictions
involving the time of access or the number of accesses.

In this paper we have described a three-step approach to
improving access control in distributed applications.
The first step is not new. It is to organise the data as a
set of persistent objects in which the data is
encapsulated by enterprise-level access methods. This
allows the formulation of finer-grained role-based
access constraints than are possible with the attribute-
oriented read/write access of database systems.

The second step is to use middleware which enforces a
strict need-to-know view of the persistent objects and
which is flexible enough to allow a wide range of
access restrictions. In contrast to the access control
mechanisms of standard middleware, we have
demonstrated that the concept of bracket capabili ties
can be used for this purpose.

The third step in the approach is to provide an
environment in which high-level access specifications
can be formulated in terms of method-based views of
the persistent objects. These are then translated
automaticall y into the appropriate interfaces and
bracketing classes to use for the bracket capabilities.
Rights are defined in terms of interfaces which may be
parameterised and may specify preconditions. The
concepts have been implemented in the Opsis system
which supports view specification files for describing
the access rights of principals for distributed Java
applications.

Finally, we have demonstrated the power and simplicity
of the approach in controlling the access within an
example E-commerce application including the
definition of a simple form of secure electronic cheque.
Work is currently underway to design and implement a
reali stic application for data management in an aged-
care facility. Object-oriented views will be used for
controlling access to personal, health-care and detailed
medical data of the residents, for managing electronic
payments, for ensuring compliance with privacy laws
and for the representation of electronic signatures.
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