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Abstract

The per-method access contral lists of standard middleware
technologies alow only simple forms of access control to be
expressed and enforced. Given the increasing use of web-
based applicaions involving sensitive data, the increased
threat and the stringent requirements of privacy laws, a more
flexible axd secure gproach is needed. In this paper we
present a threestep approach to access control involving
object-oriented encapsulation, middleware based on a new,
more secure acess control mechanism and the high-level
specification of method-oriented views. We demonstrate the
use of the approach in a smple web-based E-commerce
environment to provide secure electronic cheques.

Keywords: accesscontrol, web-based systems, object-oriented
systems

1 Introduction

With the development of middleware technology, it has
become standard practice to construct software systems
as coll edions of heterogeneous distributed components.
Such systems are increasingly used for database
integration, dedsion support systems, eledronic
commerce and many other applicaions. In genera, the
information stored within the @mponents of these
systems is engitive and requires me form of access
control. Thisis particularly important as the internet is
increasingly used as the basis for distributed systems
and as the threat from hackers and malicious ®ftware
continues to grow. Aswell as proteding a system from
these eternal threds, privacy laws require that the
access control mechanism aso ensures that each
principal with access to the system only uses the
information exactly as reguired for their role within an
organization. Privacy laws aso require that an
individual have accessto the information stored about
him/her by an organization.

Despite the sendtivity of the data and the growing
threat, access constraints in middleware technology
remain fairly inflexible. OMG’s Corba (Blakely, 2000,
Microsoft’s COM+ (Eddon, 1999) and Sun’s EJB (Sun,
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1999 dl include a form of access control list (ACL)
but these ae add-on features which support only smple
role-based access control. Much attention has been
given to encryption techniques but, while encryption is
cetainly very important, it proteds only the
communication and authentication in the system. It
provides only the basis for a seaire access control
medhanism.

In this paper we describe a threestep approach to
providing more seaure and more flexible accesscontrol.
These involve encapsulating the data & persistent
objeds, using a flexible @pahility-based approach to
restrictions on method invocations and supporting the
new concept of method-based view spedfications.
These view spedfications combine the advantages of a
strict object-oriented encgpsulation with the traditional
concept of views from database systems.

We begin in the next sedion by discussng the
advantages of an object-oriented approach to access
control and the need for extending the framework of
access control criteria to enforce a true 'need-to-know'
approach. In the following sedion we review the
concept of bracket capabilities as a more powerful and
flexible access control mechanism for distributed
systems than is offered by standard middleware. In
sedion 4 we describe the new method for the
spedfication of views to a persigent objed and the
transformation of these views to a capability
implementation as redised in the Opsis system. We
demonstrate the usefulnessof this approach by defining
a smple form of seaure dedronic chegque. Findly, in
sedion 5, we give an overview of and comparison with
related reseach.

2  Semantic access control

2.1 Object-oriented access

The data stored by an organization istypically stored in
databases, usudly relational databases and more
recently also objed-oriented databases. In bath cases,
the data is characterised by entities with attributes.
Accessto the data can be spedfied in terms of views,
which esentially grant the right to read and/or write
cetain attributes of the entities. This read/write
approach, typical also of traditiona file systems, is a
fairly low-level and course-grained form of access
control.

Alternatively, the components of a distributed system



can be viewed as persistent objeds, with each objea
containing persistent data hidden by encapsulation and
accesshle via interface methods. A major advantage of
this dtrict form of objed-orientation is that the searity
can be based on the interface methods of an ohjed. This
provides a fine-graned semantic access control
(Evered, 2000 in contrast to the @urse-grained
read/write protedion of databases. If the methods are
appropriately chosen, the accessrights can be based on
meaningful, high-level operations associated with the
objed in the real world. So, for example, we may
define a persistent object which implements a set of
bank accounts with methods for creating a new acoount,
depositing some anount in one of the acoounts,
cheding the balance in one of the acoounts etc. (Fig.
1).
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Fig 1: A bank accounts object

This corresponds to the Java interface definition:

interface Accounts {
Key new(String name, String address);
voi d deposit(Key key, Currency anount);

voi d w t hdram Key key, Currency anount)
t hrows insufficientFunds;

Currency bal ance(Key key);
String get Nane(Key key);
voi d setlnterest(Percent rate);

voi d transfer(Key key, Key toKey,
Currency anount)
t hrows insufficientFunds;

}

The accessrights can then be granted on the basis of the
roles of the principals within the organization. A bank
teller may have access to the deposit and withdraw
methods whereas the bank manager may also have
access to the methods for adding a new acoount and
setting the interest rate. Thefirgt step, then, in providing
better accesscontrol isto arganise the data as persistent
objeds with application-level interface methods. Of
course, this does not mean that the data canot be
stored in traditional databases - the persstent object
may in fact smply be implemented as a wrapper objea
or facade around atraditional form of storage.

Thisideaof method-based restrictions goes back as far
as Jones and Liskov's (1978 suggestion of a datic
type-based constraint mechanism and has been adopted
in some @ntemporary middleware mechanisms. Sun’s
EJB can be used in conjunction with a configuration
file describing the mapping from users to roles and
from roles to methods and Corba (Blakely, 2000) has a
similar mechanism. The COM+ seaurity mechanism

supports ‘ per-method accesscontral lists which record,
for each method, a lig of users allowed to invoke that
method (Eddon, 1999).

An dternative to a protedion medcanism based on
access control lists is an objed-based capahility
protedion medianism. A capability for an objed is
simultaneoudly an identifier for the objed and aligt of
alowed methods. The possesson of the caability
representsthe right to call those methods on that objed.
This has the added seaurity advantage that the naming
of objeds is unified with the protedion mechanism so
that someone who has no accessto an objed does not
even know of the object’s existence Capabilities have
therefore long been recognised (Wilkes and Needham,
1979 as providing a greder degree of security in the
neal-to-know sense than ACLs. Among the
disadvantages of capabili ties, however, are that they are
held by the user and not with the object and so must
themselves be proteded in some way from forgery and
tampering. The Monads gstem (Rosenberg and
Abramson, 1985 supports object-based capabiliti es for
distributed systems but assumes a homogeneous
network and a spedal operating system kernd. The
authors have proposed a middleware technology based
on aform of sparse capabilities (Anderson et al., 1986).

2.2 Extending access contr ol

The access control mecdanisms described in the
previous fdion al limit the access to an objeda by
returning an eror message if cetain methods are
invoked. However, this is not the only kind o access
restriction which is possble or useful in controlling
accessto a persistent object.

In fact, even in terms of per-method access control, the
above mechanisms are not ided. With each of these
medanisms, all the methods of the oheda are dill
known to all the principals even if they cannot be
called. Ideadlly, in a need-to-know searity environment,
someone who is not allowed to invoke a method should
not know of the eistence of that method, just as
someone without a cpability does not even know of
the existence of the objed®. So, for example, if a bank
tedler is not alowed access to the new and
set | nt er est methods of an Account s objed, then
the software running on behaf of the teller should
ideally seethe object asiif it had the type:

interface TellerAccess {
voi d deposit(Key key, Currency anount);

voi d w t hdrawm Key key, Currency anount)
t hrows insufficientFunds;

Currency bal ance(Key key);
String get Nane(Key key);
voi d transfer(Key key, Key toKey,

Currency anount)
t hrows insufficientFunds;

instead o the type Account s. This type effectively

1 As well as increasing security, it dso simplifies the use of
the object by the user if only the relevant methods are visible.



defines the view that the software has of the underlying
objed. In contrast to database views, however, this
view is defined in terms of methods rather than
attributes.

Privacy laws go beyond the access to be granted to
members within the organization holding the data. They
also demand that the individual whose data is being
stored has full access to higher own data. In our
banking example this is particularly relevant. An
acoount owner can be given access to the information
not just to ched its accuracy but also for the purpose of
home banking. So, what view of the Account s object
should be given to the owner of an individual account?
Aswell as redtricting accessto the methods bal ance,
get Nane and tr ansf er, we must aso ensure that
only the right account is being accessed. This means
that the Key parameter of bal ance and get Nane
and the first Key parameter of transfer mus be
restricted to a particular value.

Thisrequires amechanism which grants accessrightsto
the user in such a way that an error is returned if the
wrong acoount number is gedfied in the cdl. Or,
better till, in terms of views, we would li ke the acoount
owner to view the objed asiif it had the type:

i nterface Account {
Currency bal ance();
String getName();

voi d transfer(Key toKey,
Currency anount)
t hrows insufficient Funds;

}

where it isimplicit that the gpropriate account isto be
accessed.

A number of further kinds of access control are aso
useful for flexibly spedfying the seaurity constraints
asciated with different roles in a system. In (Evered,
2001), the author has described a formalism in which
five basic type operators are used in combination to
spedfy security constraintsin terms of a view type. The
operators modify the methods, parameters and
semantics of the type through which a user accesss the
underlying persistent ohjed. The operators provide for:

» gpedfying that some methods should return an
accessviolation error

» gpedfying that an access violation error should
be returned for parameter values other than a
spedfied value

e restricting the view type to exactly the allowed
methods and parameters

» enhancing the semantics of the oljed type with
logging of accesses and accessattempts

» gpedfying a state-dependent rule such as ‘access
only at spedfied times or ‘accessallowed only
once

The view type effectively gives the user the illusion of
accessng an object of that type when in fact it isjust a

representation of a restricted accessto an objed of the
origina type. So, for example, the type Account

would appea to be the type of an individual bank
acoount objed but a cdl to this object would actually be
acdl to an Account s object with the acoount number
automaticdly inserted. The Account object cen be
seen asavirtual object®.

This extended concept of security constraints requires a

more flexible access control medanism to be
incorporated into the middleware of distributed
applications.

3 A Flexible Access Control M echanism

The second step in our approach is to enforce a strict
access control mechanism for cheding invocations of
the methods of a persistent objed. As our underlying
access control mechanism we use bracket capabilities.
This mechanisn has been presented more fully
elsewhere (Evered, 20(Ra, Evered, 2002b). The
medanism is based on ohject capabilities rather than
ACLs because apabilities enhance ad simplify
seaurity by unifying objea naming with the protedion
medanism (Wilkes and Neadham, 1979. A number of
possble alternatives have been suggested for
implementing capabilities. These include speda
architedures (Rosenberg and Abramson, 1985,
encryption (Mullender and Tanenbaum, 1986 and
sparse (or passwvord) capabilities (Anderson et al.,
1986. We base our mechanism on sparse @pabilities
since these require no spedal architedure or costly
encryption algorithms and also because they alleviate
the revocation problem. A sparse @pability generally
consists of an objed identifier (for locating the object)
together with a large (un-guessable) random number
(the password). The access rights asciated with the
capability (that is, with that particular random number)
are not stored in the capability itself but with the objea
being accessed, so can easily be modified or revoked
without accessto the caabil ity.

Our capabilities differ from traditional sparse
capabilities in that they contain not an object identifier,
but an identifier for a (capability) server that knows the
location of the ohjed. Thisindredion alows for objea
migration as well as flexibility in the communication
medanism. These ae bath particularly important for
mohile applications. When a persistent objed is
created, a apability for the objed is creaed and
registered with a cpability server.

The main distingushing characteristic of bracket
capabilities is seen in the processof refinement, that is,
when the possessor of a capability wishes to gant a
more restricted view of the objed to aher principasin
the system. This is done by a call to the refi ne
method. Each persistent object, aswell asimplementing
an interface such as Account s dso implements a
number of administrative methods auch as

2 such an dbject may actually exist within the Accounts object
or it may not exist if, for example, the Accounts object is just
an object-oriented fagade aoundarelationa database.



deleteObject deleteCapabilit y and
refine . Therefin e method in a bracket capahility
system has the form:

refCap= x.refine(interfaceNane,

par aneter,
comment );

where interfaceName  denotes the type with which
the persgstent object ‘x’ is to be viewed when used via
the a@pability refCap and interfaceNam e+
"Bracket” denotes the dass of an objea through
which calls to the persistent ohjed will pass when
invoked via refCap . Theresault of therefine  cdl is
depicted in Fig. 2.

orig. capability
Interface Object

Fig 2 The result of the'refine€ operation

It can be seen that calls using the cpability refCap
are direded through a kind o proxy or bracketing
objed. This bracketing dbject is tored together with
the persgstent object in the same way that accessrights
are stored with the object for traditional sparse
capabilities. The paramete r parameter in the
refine  call is pased to the bracketing oljea to
initiaiseit and the comment parameter is smply a text
describing the purpose of thisnew restricted view.

A copy of refCap can be given to the principals who
are to have thiskind o access Traditional oljed-based
capabilities or ACLs in which access is restricted to
particular methods can easily be smulated with this
mechanism while other bracket classes can be used to
implement the full range of searity congraints
described in sedion 22, including restrictions on
parameters, logging o method cdls and congtraints
based on time, number of accesses etc.

So, for example, given a caability cl to an
Accounts object, we @an generate a new capability
c2 to giveto the owner of acoount 12345 as foll ows:

accs=c 1.open();

Capabilityc 2= accs.refine(“Account”,
“12345",“ Accesst oaccountl 2345");

is defined as in sedion
has been defined to

where the interface Account
2.2 and a dass AccountBracket
be wused for a bracketing ohect. The
AccountBracket object will implement the
Account interface and will pass cals on to the
original Account s object after adding the acoount
number parameter 1234b.

A bracketing class may have more methods than those
available in the view given by the interface type. These
extra methods can be used by the aedor of the
capability for monitoring or dtering the bracketing such
as to insped logging information or to revoke or ater
access congtraints. The bracket capability mechanism
allows arbitrary bracketing classes but, in a particular
seaurity environment, we may want to limit the set of
clases that can be used as brackets. While dill
allowing users to create more restricted views, we may
want to spedfy what kind of restriction they can
impose. Thisis posshle since the bracketing is part of
the seaurity mechaniam. In fact, sncetherefin e call
is itself just a method cdl to the persistent object, we
can use the medhanism itsalf to spedfy that, for some
user, it can only be invoked with certain values for the
interfaceName  parameter.

4  Spedfication of accessrules

4.1 View definitions

The bracket capability medanism described in the
previous fdion is a very flexible and powerful access
control mechanism but it is not convenient to use at the
application levd. The programming of bracketing
classes can involve much repetition, be aror-prone and,
in some @ses, be quite mmplex. The spedfication of
access control restrictions should not need to involve
low-level programming. For this reason, the third step
in o approach is to alow access control to be
spedfied via high-levd method-oriented  view
descriptions and then automatically generate the bracket
classes used for the aeaion of bracket capabilities.

In the Opsis system developed by the authors, the
middleware for distributed Java applicationsis based on
bracket capabilities and tods exist for the generation
and ddribution of capabilities based on view
specification files. A view spedfication file generally
consists of a set of interface  , defin e and gran t
constructs. An interfac e congtruct is an extension
of the Java interface type definition and is used to
spedfy a restricted view type to an underlying oljea
type or to a previoudy defined view type. A defin e
congtruct is used to generate a new capability to a
persistent objed based on an interface spedfication. A
grant construct makes such a @pability available to
the software running on behaf of some principal in the
system.

So, for example, given an Accounts objed and an
initial cgpability accountsinfo for that object, we
can grant the use of that capability (and therefore full
accessto the ohjed) to some principa who may be the
bank manager:

grant accountslnfo to tom pi persen;
For the tell ers of the bank, we can define a view which

does not include the new and setinteres t
methods:



interface Teller to Accounts {
//VA ccountsa ccessf ort ellers
voi dd eposi t (Key key,C urrencya nount);

voi dwi t hdram Key key, C urrencya nount)
t hrows insufficientFunds;

Currency bal ance(Key key);
String get Nane(Key key);
voi dt ransfer(Key key, K ey toKey,

Cur rency a nount)
t hrows insufficientFunds;

}

and use thisto provide accessas.

define tellerAccess as
Tell er for account sl nfo;

grant tellerAccess to jack.b.neenbol;
grant tellerAccess to george.e.paw i

The syntax ‘//'"  intheinterface definition indicates a
comment which will be used as the commert
parameter in the refin e operation to indicae the
purpose of the restricted view. A further construct,
revoke , can be used at a later time to revoke access
rights. So, for example:

revoke tell erAccess;

invalidates the apability tellerAccess and all
other capabil ities which may have been derived from it.
This is done by a call to the deleteCapabilit y
method.

In general, an interface spedfication may also include a
list of preconditions. In this case the access is only
allowed if all of the precnditions are fulfill ed. So, for
example, we might want to restrict the amounts of
money a teller can transfer without approval by the
manager. This can be expressed in amodified Teller
spedfication:

interface Teller to Accounts {
/1VA ccountsa ccessf ort ellers
voi dd eposi t (Key key, C urrencya nount);

voi dwi t hdram Key key, C urrencya nount)
t hrows insufficientFunds;

Currency bal ance(Key key);
String get Nane(Key key);

voi dt ransfer(Key key, K ey toKey,
Cur rency a nount)
t hrows insufficientFunds;

where
anmount <10000;
bal ance(key) <100000;

}

This spedfies that a method invocation involving an
amount parameter will only be allowed to procee if
the amount parameter is less than 10000 and that a
method invocation involving a ke y parameter will only
be allowed to procedl if the balance method returns
a value lessthan 1000 for that key parameter. This
kind o restriction can be used to spedfy parameterised

role-based access control conditions (Covington et al.,
2000.

Aswell as callsto the methods of the underlying objed
or view, the mnditions can contain calls to a system
objed giving the time, date, etc. A speda huilt-in
condition onceOnl y spedfies that a @pability based
on this view isto be automaticdly invalidated after the
first method cdl for which it is used.

Finally, view spedfications can be parameterised. This
corresponds to the paramete r parameter which is
passd to therefin e operation. A parameterised view
spedfication for account owners can be expressd as:

interface Account[key] to Accounts {
/1'A ccesst oa ccount# key
Currency bal ance();
String getNane();

voi dt ransfer(Key toKey,
Cur rency a nount)
t hrows insufficientFunds;

}

and instantiated and dstributed to the acocount owner as:

def i ne account 12345 as
Account [ 12345] for accountsl nfo;

grant account 12345 to jack.njihl;

The above define  spedfication isimplemented as:

Capabilityc 1=
Capabil ity. | oad(“accountslnfo”);
accs=c¢ 1.open();

Capabilityc 2= accs.refine(“Account”,
"12345",“ Accesst oaccountl 2345");

c2. save("account 12345");

where a tass AccountBracket
from the Account view as:

has been generated

cl ass Account Bracketi npl enents A ccount {
private A ccountsu nderlying;
privateKeyk ey;

publ i c Account Bracket (Accountsa cc,
String paran{
under | yi ng=acc;
key=Key. par seKey( par an;
}

publicCurrencyb al ance(){
return underl yi ng. bal ance(key);
}

publicString get Nanme(){
return underl yi ng. get Name(key);
}

publicv oidt ransfer(Key toKey,
Currency a nount)

throws insufficientFunds {

under | yi ng. transfer (key, toKey,
anmount);



4.2 Example: Secure Electronic Cheques for
E-Commerce

We now extend the examples of the previous fdion to
provide ax example of a simple system using Opsis
view spedfications for access control in eedronic
funds management. At the centre of the system is an
objed of thetype Accounts as described above. After
creating this ohed, we have a capability
accountsinfo  for unrestricted access

Next we @n create a Gpability for an individual bank
acoount holder. For account number 12345, this can be
achieved as described in the previous ®dion with:

define account 12345 as
Account [ 12345] for accountsl nfo;

grant account 12345 to jack.njihl;

The account owner may then wish to provide a
restricted accessto his acocount so that another acoount
owner can transfer a catain amount, say $20, out of the
acoount as a payment. This will then be a restricted
view of the account owner's restricted view. The
capability for such an access is in fact a secure
electronic cheque (seeFig. 3).

Chequel nterfa7 A

Outer bracketing object
provides amount and
ensures‘ once onlv’'

cap. for cheque

Inner bracketing object
provides account number
from which amount comes

Fig 3: An éectronic cheque represented by a view of
aview

As wdl as fixing the anount, we must ensure that this
capability can only be used once We can achieve this
by the spedfications:

i nterface Cheque[ anount,p urpose] to
Account {

/1P aynento f$ #anountf or# purpose

voi dt ransfer (Key toKey)
throws insufficientFunds;

wher e
onceOnl y;

}

define chequel234 as
Cheque[ 20,“ onewool | enb eani e”]
for account 12345;

grant chequel234 to nary. haddal am;

The above define  construct isimplemented as:

Capabilityc 1=

Capability. | oad(“account 12345");
acc=c 1.open();
Capabilityc 2= acc.refine("“Cheque”,”20",
“Paynmento f$ 20f oro newoollenb eanie”);
c2. save(“chequel234”);

where the class ChequeBracke t has been generated
from the Cheque view as:

cl ass ChequeBracketi nplenents C heque {
private Accountu nderlying;
private Currencya nount;

publ i ¢ ChequeBr acket (Accounta cc,
String param {

under | yi ng=acc;
anount =Curr ency. par seCurr ency(paran;

}

publicv oidt ransfer(Key toKey)
throws insufficientFunds {
under | yi ng. transfer(toKey,a nount);
under | yi ng. del et eCapabi i ty();

}
}

The dedronic cheque can be deposited in an acoount,
say account 23456, by the code:

Capabilityc 1=

Capabi |l 1ty. | oad(“chequel234”);
Chequec=( Cheque) cl.open();
c.transfer(23456);

Clealy, the degtination account could also be fixed if
desired, or, with appropriate methods and conditions, an
access Pecification could be formulated for regular
transfersrather than a once-off payment.

5 Rdated Work

Formal approaches to seaurity specification have
generally concentrated ether on lattice-based
information flow (Bryce 1997 or on cryptographic
protocols (Roscoe, 1995. The idea of defining access
via method-oriented view types and gperators on those
types appeasto be new. Sandhu' s Typed Access Matrix
model (1992, an extension of the HRU access matrix
model (Harrison et a., 1976 in which bath subjeds
and objects are strongly typed, aims at using static types
for the resolution of deddability issues rather than
using types for defining role-based views of an object.

As mentioned above, Corba, EJB and COM+ dl
include the posshility of a per-method, role-based
access control list for limiting the access of users to
objeds. In some a@ses, fixed forms of rule-based



access such as access at cetain times of day, are
supported. These rrespond only to smple, spedal
cases of access control. No dired equivalent of the
complex restrictions as required for the abowe E-
commerce example are supported. No dired equivalent
of a restricted view type is supported for hiding the
existence of unallowed methods and parameters from
the users. In bath of these midd eware technologies, the
use of ACLs instead o capabiliti es makes the seaurity
mechanism an add-on feature rather than fundamental
and detracts from the seaurity.

Objed capabilities have been used in a number of
reseach systems, most notably the Monads g/stem
(Rosenberg and Abramson, 1985 but these @pabilities
require architedural support (or at least a spedal
operating system kernel) and so are not appropriate for
heterogeneous networks. In a previous project, the
author has developed a capability-based mecdhanism for
heterogeneous distributed applications (Evered, 2000).
Like the Monads s/stem and the ACL approaches of
Corba, EJB and COM+, however, this supported only
simple per-method accesscontrol.

The ncept of ‘bracketing’ for applying access
congtraints has been suggested bath as a programming
language mnstruct (Kealy et al., 2000) and as a form of
‘design pattern’ (Gamma, 1995. The suggested
progamming language approach is interesting in
supporting the reuse of the bracketing code but it does
not allow modification of the interfaceto the underlying
objed and, being integrated into the type system of the
language, it is a static mechanism.

One use of the proxy design pattern is as a protedion
(or accesg proxy. In this case, the interface is identical
to the underlying oljed. The proxy deddes whether the
accesscan proceal and returns an error if it should not.
Simple per-method access control can be realised by
thiskind o protedion proxy. Bracketing objects which
modify the interface offered to a client cannot be seen
as grict proxies. They can be seen as geda cases of
the adapter pattern but whereas an adapter is usually
used to provide the view the dient would like to have of
the underlying oljed, in these @ses the adapter is
providing the view the client isallowed to have.

The concept of providing a user with a restricted view
of persistent data is reminiscent of database systems.
Traditional database views are dtribute-oriented and
not method-oriented, however, and therefore canot
support the flexible kinds of access control
demonstrated in our example. This attribute-orientation
istrue even for most objed-oriented databases (Mishra
and Eich, 1994). Notable exceptions are the method-
based model of Fernandez, Larrondo-Petrie and Gudes
(1993 and the CACL system of Richardson, Schwarz
and Cabrera (1992). The former provides an ‘Exeaute
access right for invoking a method of a persistent
objed. Thisis similar to the per-method access control
of contemporary middleware systems. The latter
supports the oncept of an ‘authorization type€ as a
restricted view of an obect but does not allow
parameter constraints or state-dependent constraints to
be specified as part of the view.

Brose (1999 describes a ‘view-based” mechanism for
Corba but thisisagain simply a form of language-based
per-method accesscontral.

6 Conclusion

The mechanisms for object-oriented access control in
contemporary middleware ae inadequate in view of the
sensitivity of data stored on the internet and the
growing threa from hackers and malicious oftware.
They are dso inadequate in terms of the mplex
requirements of privacy laws. These seaurity
medanisms are not integrated at a fundamental level
and are @pable of enforcing only simple kinds of
access control. The access control in a distributed
objed system should ideally enforce a strict need-to-
know view of the data and should support more
complex forms of security restriction including
restrictions on parameter values and redtrictions
involving the time of accessor the number of accesses.

In this paper we have described athree step approach to
improving access control in distributed applicaions.
The firgt step isnot new. It isto arganise the data & a
set of persistent objeds in which the data is
encapsulated by enterprise-level access methods. This
alows the formulation of finer-grained role-based
access congtraints than are posshle with the attribute-
oriented read/write accessof database systems.

The second step is to use middleware which enforces a
strict need-to-know view of the persstent objects and
which is flexible enough to allow a wide range of
access restrictions. In contrast to the access control
medhanisms of standard middleware, we have
demonstrated that the wncept of bracket capabilities
can be used for this purpose.

The third step in the approach is to provide a
environment in which high-level access pedfications
can be formulated in terms of method-based views of
the persstent objects. These ae then trandated
automaticdly into the appropriate interfaces and
bracketing classes to use for the bracket capabilities.
Rights are defined in terms of interfaces which may be
parameterised and may spedfy preconditions. The
concepts have been implemented in the Opsis system
which supports view spedfication files for describing
the access rights of principals for distributed Java
applications.

Finally, we have demonstrated the power and simplicity
of the approach in controlling the access within an
example E-commerce application including the
definition of a simple form of secure dedronic cheque.
Work is currently underway to design and implement a
redistic applicaion for data management in an aged-
care facility. Objed-oriented views will be used for
contralling accessto personal, hedth-cae and cetailed
medical data of the residents, for managing eledronic
payments, for ensuring compliance with privacy laws
and for the representation of eledronic signatures.
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