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Abstract

Process networks are a popular modelling technique for dis-
tributed computing and signal processing applications. The
ability to support various parallelism or communication pat-
terns also makes them suitable for modelling multi-processor
architectures. At the architecture description level, the lan-
guage provides the flexibility to model actual processes us-
ing various formalisms. This is especially important when the
systems are comprised of parts with distinct characteristics,
e.g. control-based or dataflow-oriented. However, this hetero-
geneity of processes poses a challenge for the consistency anal-
ysis of process networks. This research proposes a lightweight
method for analyzing the consistency of such networks. The
method employs interface automata as a bridge between the
architectural model and heterogeneous components represent-
ing concrete models of processes. Utilising interface automata,
consistency is determined by a series of small tasks at both the
architecture level and the component level. This separation of
concerns simplifies the handling of heterogeneous components
and alleviates the potential state space explosion problem when
analyzing large systems.

Keywords: component-based systems, consistency
analysis, dataflow process networks

1 Introduction

In recent years, component-based development has
emerged as a significant factor in the production of
large-scale software applications. By building systems
from independently developed components, a promis-
ing means of achieving software reuse, rapid develop-
ment and quality improvement is provided.

Typically, components are black-box entities that
encapsulate services behind their interfaces. The
specifications of these interfaces tend to be rather
limited, often capturing only the signatures of com-
ponents. Even with additional informal descriptions,
such specifications are not adequate for designing re-
liable and evolving software systems. Instead, what is
needed are more rigorous specifications which capture
interface behaviours of components, including what
services a component provides, how it is properly de-
ployed, and the dependencies between its inputs and
outputs. Naturally these specifications must not dis-
close implementation details of their associated com-
ponents.

Having suitable specifications for the components
is only part of the story — it is also necessary to
provide flexible composition schemes. Direct com-
position is often difficult and sometimes impossible
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(Anlauff, Kutter, Pierantonio & Siinbiil 2000). In-
stead, it is preferable to provide flexible connec-
tors so that component-based systems can be con-
structed using various design strategies (Bachman,
Bass, Buhman, Comella-Dorda, Long, Robert, Sea-
cord & Wallnau 2000), where suitable architectural
styles, e.g. pipe-and-filter and client/server architec-
tures, can be employed. These styles describe the
types of components and the allowable interaction
patterns at a high level of abstraction. The major
challenge is then to ensure that the resulting sys-
tems are consistent (namely, all components are de-
ployed properly in the design) and that these sys-
tems meet global functional and nonfunctional re-
quirements such as structural invariants, reliability
and security. This problem is even more important
when designing hierarchical systems comprising of
components with internal architectures, where differ-
ent styles may be applied at different levels.

This paper represents a step towards the
component-based development and modular analy-
sis of dataflow process networks. Here, compo-
nents (or processes) communicate through their input
and output ports and the interconnection of compo-
nents specifies a causality relation between data flow
through input and output ports of the components.

Usually, the consistency of such a network is de-
scribed by some safety properties over communi-
cations among components. To prove consistency,
model checkers have to be employed which construct
the whole state space of the network and check it
against these properties. However, this approach suf-
fers from the state space explosion problem as the
state space of the network grows exponentially with
the number of its components (or processes).

In order to avoid this problem, the composition
of components is not analysed directly in this ap-
proach. Instead, interface automata (de Alfaro &
Henzinger 2001) are associated with components,
specifying the external interaction protocol of the
components at a high level of abstraction. The pro-
tocols can capture not only how components react
to their inputs but also the assumptions of compo-
nents on when or what inputs are expected. Act-
ing as the contracts between components, these pro-
tocols are the key for enabling modular analysis of
process networks. Also, with the ability of interface
automata to capture the input assumptions of com-
ponents, we obviate the need for explicitly specifying
the consistency properties of process networks (de Al-
faro & Henzinger 2001).

The consistency check is now a two-stage pro-
cess. Firstly, each component in a process network
is checked for consistency with its corresponding in-
terface automaton, namely, it communicates with the
environment in a way that conforms to the exter-
nal interaction protocol described by the automaton.
More specifically, all the outputs which can be gener-



ated by the component can also be generated by the
automaton, provided that the input assumptions cap-
tured by the automaton are satisfied by the context of
the component. In this step, the same two-stage pro-
cess can be recursively applied for components with
internal structure defined as process networks.

Secondly, the appropriateness of the interconnec-
tions defined by a process network is checked using
interface automata. This involves the construction
and consistency checking of an interface automaton
network, which consists of the associated automata
and shares the same interconnections with the pro-
cess network. The consistency of the automaton net-
work implies that data flow between components can
be directed in a way which respects the input assump-
tions of the components, and can in turn justify the
consistency of the process network.

As interface automata abstract away the imple-
mentation details of components, the consistency
checking of interface automaton networks is much
cheaper than that for dataflow process networks.
Also, the interleaving of internal behaviour of com-
ponents does not need to be explored. Therefore,
this divide-and-conquer approach can help alleviate
the state space explosion problem.

This research is motivated by previous work on
the Moses tool suite (Esser & Janneck 2001). Moses
presents an additional challenge for component-based
software development in that it supports the mod-
elling of heterogeneous discrete-event systems, where
components can be described by different formalisms
(Esser & Janneck 2001, Janneck & Esser 2002, Jin,
Esser & Janneck 2002), for example, process net-
works, Petri Nets, Statecharts, etc. The proposed
approach can also largely simplify the handling of
heterogeneous components when checking the con-
sistency of such heterogeneous component-based sys-
tems.

This paper is structured as follows. In section
2, our approach is compared with the related work.
In section 3, we define the underlying concepts such
as discrete-event components and interface automata,
and present our method for checking the consistency
of the former with respect to the latter. In section 4,
dataflow process networks are defined and the method
of determining their consistency is presented. Finally,
we conclude this paper in section 5.

2 Related work

The term consistency has been used by the re-
search community with different meanings in differ-
ent contexts, e.g. the cache consistency of cache co-
herent protocols (Delzanno 2000), the consistency
between multiple viewpoints of systems (Fradet,
Métayer & Périn 1999, Sunetnanta & Finkelsteing
2001, Nuseibeh, Easterbrook & Russo 2001), and the
compatibility and substitutability of components in
component-based systems (van der Aalst, van Hee
& van der Toorn 2002, Yellin & Storm 1997, Inver-
ardi, Wolf & Yankelevich 2000, Uchitel & Yankelevich
2000). Our focus is on component-based systems.
First of all, our interpretation of consistency is in-
spired by (van der Aalst et al. 2002). There, compo-
nents and their interface behaviour requirements are
described by a variant of classical Petri Nets, called
component nets (C-nets). The consistency between
components and their substitutability are defined in
terms of projection inheritance. More specifically, a
component model is said to be a subclass of its be-
haviour requirement model under projection inheri-
tance if and only if the former is a branching bisimu-
lation (van Glabbeek & Weijland 1996) of the latter
after hiding all additional methods. This relation-

ship does not allow components to provide more ser-
vices than its requirement model, which may limit
the reusability of components. In our approach, al-
ternating simulation (de Alfaro & Henzinger 2001) is
employed to define consistency, which allows imple-
mentations to handle more legal inputs (or service
requests) than specified by its requirement. Further-
more, the components in (van der Aalst et al. 2002)
are different in nature from ours. Their components
are not input-universal (i.e. an input can be refused)
and the decision when to fetch an input is controlled
by the component itself. In our approach components
are required to be input-universal (i.e. an input is
never refused) and hence the environment controls
when a component receives an input. In addition,
in our approach the substitutability of heterogeneous
components can be checked with the aid of interface
automata.

Interface automata were first introduced in (de Al-
faro & Henzinger 2001). The authors established
simple but well-defined semantics for them and de-
fined their composition by two-party synchronization.
Also, alternating simulation was proposed to deter-
mine a refinement relationship between interface au-
tomata. This relationship takes an optimistic view of
the environment by assuming that it is always help-
ful, only supplying inputs expected by an automaton
and always accepting an output produced by the au-
tomaton. This optimistic view allows more possible
implementations than a pessimistic approach where
the environment can behave as it pleases. Further-
more, an algorithm for refinement checking between
two interface automata was given, which first com-
putes the Cartesian product of the state spaces of
the automata and then recursively removes from the
product states that do not meet the refinement con-
ditions until a fix-point is reached. In our approach,
alternating simulation is adapted to define the con-
sistency of discrete-event components with interface
automata, which takes into account data values in
components. As components generally have infinite
state spaces, the same checking algorithm cannot ap-
ply. Instead, we propose a different method where
the mirror of an interface automaton is constructed
that represents all helpful environments of a compo-
nent to be checked. The consistency is then deter-
mined by the absence of error states in the product
of the component and the mirror. Our method is
simpler as it does not require the construction of the
Cartesian product of the state spaces of the specifi-
cation and the implementation — only the reachable
states in the product needs to be constructed. Also,
in contrast to their simple composition scheme of in-
terface automata, we allow interface automata to be
composed in many more ways reflecting how process
networks can be constructed.

The construction of mirrors in our approach is in-
spired by (Rajamani & Rehof 2002), where mirrors
are built to check the conformance (or refinement)
relationship between models of asynchronous message
passing software written in the Calculus of Commu-
nicating Systems (CCS) (Milner 1989). There, mir-
rors are used to represent all possible environments of
component models. Similar to other pessimistic ap-
proaches, the authors consider that the conformance
must hold under an arbitrary environment. This re-
striction on implementation models is stronger than
in our approach. Furthermore, this approach requires
that not only the specification but also the imple-
mentation models have no mixed states (where both
input and output transitions originate), while in our
approach this is only required of the specification.

There are some other approaches which also utilize
the assumptions that components can make on the
environment for the verification of component-based



systems. In (Inverardi et al. 2000), the assumptions
and the actual behaviours of components are derived
from component specifications. The deadlock free-
dom of a system is determined by pairwise matching
between the assumptions of a component and the ac-
tual behaviour of another component. However, the
proposed method is incomplete and limited to one-to-
one communication or synchronization. In contrast,
our method is complete and allows flexible commu-
nication patterns including many-to-one and one-to-
many synchronization.

The approach in (Uchitel & Yankelevich 2000)
requires additional models of the environmental as-
sumptions of components. The models are used to
restrict the behaviour of the environment so that sys-
tem deadlock can be discovered by detecting undesir-
able usage of components. However, the global state
space needs to be built, which would easily lead to
the state space explosion problem.

3 Consistency of components

Components are a critical part of a component-based
system design. Systems, especially embedded sys-
tems, are often composed of components with distinct
characteristics, e.g. state-based or dataflow-oriented.
Here it is preferable to design each component using
the most suitable description language. In order to
support this kind of heterogeneous component-based
modelling, a formal model of discrete-event compo-
nents (Janneck 2000) is defined in section 3.1. This
model is sufficiently general so that the semantics of
components written in various formalisms can be eas-
ily defined.

In order to facilitate stand-alone development and
analysis of components, we employ interface au-
tomata to specify the desirable interaction protocols
of components with the environment. The protocols
cover both the output requirements of components
and also the input assumptions that components can
make. In section 3.2, the use of interface automata in
this approach is given. In the next section, the con-
sistency of components with respect to interface au-
tomata is defined. Following two auxiliary definitions
of derived interface automata in section 3.4, a method
of checking the consistency is proposed in section 3.5.

3.1 Discrete-event components

In Moses, a component can be represented as
a discrete-event component that consumes data
streams fed to its input ports, and produces data
streams from its output ports. The input and out-
put ports form a component’s view of the rest of
the system and decouple the outside world and the
component. This separation allows the behaviour of
the component to be described independently from
the component’s ultimate context. Likewise, the out-
side world learns about a component only from the
communication through its ports. In defining compo-
nents, we assume a universal set UP°"* of ports, and
a finite universal set U¥% of values of data flowing
through the ports.

Definition 1. A discrete-event component (DEC)!
is defined by C = (s°, S, £, =), where:

!The definition of DECs in (Janneck 2000) allows a compo-
nent to have more than one output when firing an output tran-
sition. This introduces true concurrency at component bound-
aries. This can be handled by employing true concurrency se-
mantics such as event structures (Winskel 1987) and Mazurkiewicz
traces (Mazurkiewicz 1989). However, we restrict our attention
to the interleaving semantics of components. That is, we require
that firing an output transition can generate only one output. The
handling of true concurrency is left for future work.

e S is a set of states and s € S is the initial state;

e ¥ C Pt is a finite set of ports, consisting of two
disjoint sets of input ports ! and output ports
$O. We let a set of labels L = {7} U (= x U*%),

where 7 ¢ UP°Tt x UV is used to label transitions
with no external effects;

e — C SxLxSisaset of transitions such that an
input-universal requirement holds, that is, Vs €

S,e € B x U™ A(s,e,s') €—.

A component C is called closed if &1 = £ = {j;
otherwise, it is said to be open. An ezecution frag-
ment of C is a finite alternating sequence of states
and labels sq1,ls,582,...,1l, s, such that Vj: 2 <j <
k,s1,s; € S)l; € L,(Sj_l,lj,Sj) €—. For the
execution fragment, s is called reachable from s;.
Also, si is said to be internally reachable from s; if
Vj:2<j<k,l; =7, and to be reachable in C if s; is
the initial state s°.

In the sequel, we simply write s L & to denote
(s,1,s") €—. We also write s => s’ to denote the
fact that either s’ = s or s’ is internally reachable

from s, and s =L ' to denote [ #7NA3s" €85,s =

s"As" L s In addition, we assume a universal set
U of discrete-event components, and that ports of
all components are distinct.
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Figure 1: An online store “e-store”

Figure 1 gives an example DEC depicted in a vari-
ant of Petri Nets (Janneck 2000), where triangles rep-
resent the input and output ports of components and
where the body of the component is given in the usual
Petri Net notation with circles, boxes and arcs repre-
senting places, transitions and the flow relationships,
respectively. When data comes into a component via
its input port, it is added to the place(s) connected
to this port. A transition (e.g. “t1”) becomes en-
abled once all its predecessor places have enough to-
kens and its guard evaluates to true. Asis the case for
other high-level Petri nets (e.g. (Jensen 1997)), this

binds the tokens to the variable names (e.g. “s” and

“q”) on its incoming arcs, and finally the transition
fires. While firing, the transition binds the variable
names (e.g. “ns” and “a”) on the outgoing arcs de-
pending on the values of the variables on the incoming
arcs. When a firing transition is connected to an out-
put port (e.g. “delivered”), data is sent out via the
port to all connected components®. For a Petri Net
component, we require input ports to be connected
to places and output ports to transitions to ensure

2Ports can be considered to segment arcs into three — that part
of the arc prior to the output port, that part between output and
input port(s), and that part following the input ports.



that any component output can be meaningfully con-
nected to any component input. Taking the inter-
leaving semantics of Petri Net components (Janneck
& Esser 2002), the interpretation of such components
in terms of discrete-event components is straightfor-
ward and we omit this for the sake of brevity. See
(Reisig & Rozenberg 1998) for the basic concepts of
Petri Nets, and (Esser & Janneck 2001, Janneck &
Esser 2002) for more descriptions of the Moses ap-
proach to compositional Petri Nets.

The example shown in figure 1 models an online
store that waits for a purchase request from a cus-
tomer and payment acceptance from the customer’s
bank before delivering the goods. If the bank re-
fuses to pay or the goods are out of stock, the request
fails. The store also reports the stock level when being
queried. Initially, the store holds 100 pieces of goods.
A successful order will result in the stock level to be
subtracted by its ordered quantity.

A Moses component is input-universal, i.e. it
never refuses an input and hence writing to a com-
ponent will never block. Typically, each component
has one or more input buffers (generally of infinite
length), which are either implicit or explicit depend-
ing on the modelling language. For instance, a Petri
Net component (Janneck & Esser 2002) may have
multiple places acting as explicit buffers, while a UML
Statechart component (Jin et al. 2002) has only one
implicit buffer for all input ports. These built-in com-
ponent buffers ensure the acceptance of inputs.

3.2 Interface automata

Usually, a component is designed under some assump-
tions about the environment depicting how the com-
ponent can be properly deployed, for example, inter-
action protocols. The assumptions are useful for an-
alyzing the behaviour of the component, especially
when the component is independently developed and
analysed. However, from section 3.1 a component is
required to be input-universal, namely, it cannot con-
strain the environment as to when or what kind of
input to provide. Therefore, these assumptions can-
not be captured by component models themselves. To
solve this problem, we employ interface automata in-
troduced in (de Alfaro & Henzinger 2001) to specify
desirable interaction protocols of components, which
cover both the input assumptions and the output be-
haviour of components.

Definition 2. An interface automaton (IA) is de-
fined as A = (s°,9,%, — 4), where:

e S is a finite set of states and s° € S is the initial
state;

e Y is a finite set of events, consisting of three mu-
tually disjoint sets of input events %!, output
events ¥, and internal events Y

e —4 C SxXxSisatransition relation. We write
s = s' to denote a transition (s, e, s') €= 4 from
state s to state s’ when event e occurs.

An input event e € X! is called enabled at a state

s € S if there is a state s' € S such that s — s'.
Otherwise, it is said to be refused. We let en!(s)
be the set of enabled input events at state s. An
erecution fragment of A is a finite alternating se-
quence of states and events sq,es, 82,..., €, Sk such

that Vj: 2<j<k,s1,5; € S,e; € 3,551 RN s;j. In
the following we assume a universal set U*® of TAs.
The information contained in an IA is twofold. On

the one hand, the behaviour of the automaton is ob-
served through a sequence of its output events. On

the other hand, the assumption is implicitly captured
that the environment should never provide an input
event e € X! if the automaton is in a state s € S and
e is refused at s. Also, when the automaton wishes to
produce an output e € £, the environment is always
ready to accept the output.

Definitions 1 and 2 indicates a similarity in be-
haviour between IAs and DECs. Here, we consider
an input event of an IA corresponds to an occurrence
of data flow with an arbitrary value through an in-
put port of a component. Similarly, an occurrence of
data flow with an associated value at an output port
of the component corresponds to an output event of
the TA. Put differently, we shall use the terms “event”
and “port” interchangeably when relating behaviour
of TAs and DECs. Abstracting away data values as-
sociated with an event, IAs are suitable for specifying
the desirable interaction protocols of DECs with the
environment.

The association of IAs with DECs makes it possi-
ble to describe the behaviour of components at a high
level of abstraction and can thus simplify the analysis
of system architectural models, e.g. dataflow process
networks in this case. It is also very useful for sys-
tem analysis since component models are often not
available when designing system architectures.

As we are only interested in the interaction proto-
col of DECs, in contrast to definition 2, we will from
now on assume that all IAs associated with DECs
are deterministic and have no internal transitions.
This is justified by the fact that internal transitions
do not influence the consistency of a network and
also such automata can be transformed into equiv-
alent deterministic automata with no internal tran-
sitions (Meduna 2000). In addition, like (Rajamani
& Rehof 2002, Yellin & Storm 1997), we exclude au-
tomata with mixed states, states where both input
and output transitions originate.

Figure 2 shows two examples of IAs. The assump-
tion described by the automaton in figure 2(a) is that
the environment cannot provide a second purchase re-
quest, before the first one has been processed. Also,
after the store receives a purchase request, the envi-
ronment can either produce a “payable” message indi-
cating that the customer can pay for the purchase or a
“deficit” message indicating otherwise. The automa-
ton in figure 2(b) states that the bank will produce ei-
ther a“payable” or a “deficit” message but definitely
not a “paid” message immediately after receiving a
purchase request.

delivered

purchase delivered

payable

|[> @, purchase O [>|
s eﬁCit >
|> fail ' [>|

(a) ia-estore

purchase DELO delivered payaggl
deficit
delivered purchase payable ) DI
paid
deficit DI

outOfStock il

M |
fail -~ outOfStock
(b) ia-bank

Figure 2: Two interface automata



3.3 Consistency of DECs

The association of interface automata with discrete-
event components leads to an important issue — the
consistency of DECs with respect to IAs. The con-
sistency refers to the fact that a DEC never gener-
ates any output which is not allowed by its associ-
ated TA if the environment behaves as expected by
the TA. If this holds, then in any application context
where the TA does not violate a safety property such
as the consistency of the composed system, neither
does the component. On the other hand, being input-
universal, components are able to handle all possible
inputs in any state. In other words, components can
accept more inputs than IAs. Hence, the consistency
cannot be defined by traditional refinement relations,
e.g. trace containment and simulation, where the im-
plementation can only have less input and output be-
haviour than the specification.

For this reason, we adopt alternating simulation
(de Alfaro & Henzinger 2001) to define the consis-
tency. Alternating simulation is concerned with the
relation of an TA with a (helpful) environment. It can
be considered as a two-person game, where the au-
tomaton will try to perform some action which will
cause the environment to block and the environment
will try to respond so that the automaton does not
succeed in its attempt. Thus, the environment can
limit the behaviour of the automaton by not offering
certain inputs and the automaton can make things
easier for the environment by not generating certain
outputs. If an environment is helpful enough for an
automaton, then it should also be helpful for a refine-
ment of the automaton. The refinement can offer less
outputs (since this will not make as many demands
on the environment) and accept more inputs (since
the environment will not offer them).

Originally, alternating simulation defines the re-
finement between two IAs, where no data values are
involved. We extend this refinement relation to ac-
commodate the implementation (or DECs) with data
values.

Definition 3. Cons1der an IA A and a DEC C such
that ¥/ C L and £9 D =Y. C refines A by al-

ternatlng 51mulat10n written C =< A, if there exists

a relation < such that s < s and if g X s for

q € Sc,s € Sa, then V(e,v) € (enl(s) UE]) x U™,
d¢' € Se,q <e=’>U>C ¢' implies 3s' € Sy,5 = s'A¢' < 5.
A DEC C refines an TA A if and only if C conforms
to the output guarantee of A with the same helpful
environment. In other words, the environment gen-
erates an input (e,v) to C at a state ¢ € S¢ only
when A at a state s € S4 (such that ¢ < s) is able
to accept the input event e. Also, conforming to the
output guarantee of A implies that every output event
allowed by C at ¢ must also be allowed by A at s. The
definition implies an input and output duality that C
at state ¢ allows more input events but generates less
output events than A at state s. It is worth not-
ing that the set of enabled input events of C' at any
state always equals E , because C' is input-universal.
Hence, an event enabled in A is always enabled in C,
regardless of the current states of A and C.
Definition 3 allows DECs with equal or less output
ports to be the implementation of an IA. However,
DECs often have not only more input ports but also
more output ports in practice, especially when third-
party components are deployed which may provide
more services than needed in an application domain.
To solve this, we define instantiated components for
these DECs and relax the conditions of definition 3
in defining the consistency of DECs with IAs. Note

in the following definition that CO=cif @ co.

Definition 4. Given a DEC C = (s°,5,%,—) and
a set O of output ports, the instantiated compo-

nent of C with respect to O is defined by co =
(s°, 8,25, —p), where £ = 21, 82 =39 n 0,

—=a = 1(5,A(1),5") | (s,1,5") €=},
and A(I) returns 7 if I € (£9\ O) xU?™ or [ otherwise.

Definition 5. Consider an TA A and a DEC C such
that ©1, C ©L. C is consistent with A if C=4 < A.

An algorithm was given in (de Alfaro & Henzinger
2001) for checking alternating simulation between two
TAs. However, its first step requires the construction
of the Cartesian product of the state spaces of the
two automata. Hence, it cannot be applied to check-
ing the consistency of DECs with IAs, because DECs
generally have infinite state spaces due to their built-
in buffers. Instead, we present a method to cope with
this by utilizing the environmental assumptions cap-
tured by the specification IAs. The method is simpler
than the above algorithm, however it must be ensured
that no mixed states are present in the specifications.

3.4 Derived interface automata

Before presenting the method, we need to have two
auxiliary definitions — mirrors and input-universal
versions of interface automata. The mirror of an TA
A is built to represent all helpful environments with
which A can be composed. A helpful environment
of A is one that can always provide inputs expected
by A and accept outputs generated by A. Also, any
helpful environment of A should be an implementa-
tion of the mirror under alternating simulation de-
fined by (de Alfaro & Henzinger 2001). In addition,
we make explicit the environmental assumptions of
TAs by building their input-universal versions, where
a refused event will lead to an error state.

Definition 6. Consider a deterministic IA A such
that X4 = (. The mirror of A is an IA M =

(8%, S4,%m,—4), where &4, = 22,2% =¥, and

Definition 7. Consider a deterministic IA A such
that X = (. The input-universal version of A is

defined as an TA U = (s, S4 U {J_} ¥ 4,--+), where
—+=—2,4 U{(L,e,1)|ee XL}
U {(s,e, L) | s € Sa,e € B4, A(s,e,5") €=}

In other words, given a deterministic TA with no
internal events, its mirror is constructed by inter-
changing its input and output events. Also, its input-
universal version is constructed by adding a transition
outgoing from a state s € S4 to a single error state
L ¢ Sy for all the refused input events at s. As input-
universal automata are also defined as IAs, to dis-
tinguish them from others, we shall call them input-
universal automata, while keeping the name “inter-
face automata” for those without L in their state
spaces.

As an example, the derived IAs of the “ia-estore”
automaton of figure 2(a) are shown in figure 3, where
the white triangle “A” represents the error state and
“¥” matches any of the input events of the automata.

3.5 Practical consistency checking of DECs

In this section, the method of checking consistency of
DECs with IAs is presented. Firstly, the mirror of a
given specification IA is constructed. Next, the prod-
uct of a given DEC and the mirror is built. Here, an
output event of the mirror matches all possible transi-
tions of the DEC accepting an input with an arbitrary
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Figure 3: The derived IAs of “ia-estore”

data value. Similarly, an output of the DEC with an
associated data value matches an input event of the
mirror. Then the consistency of the DEC with the
IA is determined by the absence of reachable error
states in the product. This approach is justified by
theorem 1 (below). Note that in contrast to the algo-
rithm proposed in (de Alfaro & Henzinger 2001), this
procedure need only build the reachable states in the
product.

Definition 8. Consider a DEC C and an IA M such
that L ¢ Sy and £§; C L. Let U be the input-

universal version of M. Then the product of C' and
M is a DEC Cg = (8%, Sg,0, »g), where:

o 5% = (50, 50)
e Sg C Sc¢ x Sy is the smallest set such that 89@ €
Sg and Yu € Sg,u =g u' implies u' € Sg;
o »o={({g,3),7,(¢',s") | He,v) € Tpr x U™,
{e,v)

e g As-Say s'}
U {(g;8),7.(d",8)) [ He,v) € (TG \ Bhy) x U,

671))

¢ ¢}
U {(<Q78)7T7 <ql7s>) | q;C q,}

Theorem 1. A DEC C is consistent with an IA A
if 4 C XL and no error state is reachable in the

product Cg of C and the mirror of A, ie. V¥(q,s) €
S@, S 7£ 1.

Proof. Let C represent C=4, ¢ be a relation {(g, s) €
Se | ¢ € Sa,s € Sa}, we prove ¢ is an alternating

simulation between C and A by induction. Let M be
the mirror of A and U be the input-universal version
of M. First, because s = st;As¢; = s&A(s¢, ) € ¢,
we have (s%, 59) € ¢. Next, suppose (g,s) € ¢.

1. Ifqg B¢ ¢’ or Ie,v) € (ZO\t ) xurel g ﬂ)c
q', then q l)@ q'. Thus (g,s) g (¢',s) and
(d',5) € ¢;

2. For {e,v) € (enl, (s)UXQ)xU % if 3¢’ € Sc such
that ¢ ﬂ)c q', then ¢' € Sa A q ﬂ)é q'. For
e € enli(s), Is' € Sa,s >4 &', ice. s sy sl
For e € 9, 35' € Sy, s -5y s since U is input-
universal w.r.t. £¢. In both cases, 3(g,s) —g

(¢, s'). Due to the absence of error states in Sg),
s' € Sa and thus (¢',s") € ¢ holds.

Therefore, ¢ is a relation between C and A satisfying
the conditions of definition 3. Hence, C' is consistent
with A. O

Now we are able to check the consistency of the
“e-store” component of figure 1 with respect to the
“ia~estore” automaton of figure 2(a). We calculate
the product of the component model and the automa-
ton’s mirror and check for error states in the product.
If we find no such error states, then theorem 1 allows
us to conclude that the “e-store” component is consis-
tent with the “ia-estore” automaton. At the time of
writing, the implementation of this algorithm in the
context of Moses is well-advanced.

4 Consistency of component networks

In this section, we extend the work on consistency to
networks of components, where the structural infor-
mation of networks is utilised to facilitate consistency
checking. First of all, the language of dataflow pro-
cess networks (DPNs) used in this paper is defined. A
DPN model graphically specifies a DEC by intercon-
necting a collection of DECs via ports. The interpre-
tation of DPNs in terms of DECs is also given, which
involves not only the synchronization of communica-
tion among its component DECs but also the inter-
leaving of their internal steps. Hence, the state space
of a DPN may grow exponentially with the number
of its components.

In order to alleviate this state space explosion
problem, the consistency of an open DPN with an
TA specifying the interaction protocol of the DPN is
not analysed directly. Instead, the IAs with which
its component DECs prove to be consistent are uti-
lized to determine the consistency of the DPN. This
involves the construction of an interface automaton
network (IAN), which consists of these IAs and shares
the network structure of the DPN, and ensuring the
consistency of the TAN with respect to the specifica-
tion TA. As IAs generally have much smaller state
space that DECs, this approach is much cheaper.
Also, this approach is justified by theorem 2 given
in section 4.4.

In addition, with no input or output ports, there
is no need to associate an TA with a closed DPN.
Its consistency on external behaviour always holds.
However, for a closed DPN (or system), system de-
signers are often more concerned about whether its
components communicate as designed and whether
some invariants can be violated. Often, some safety
properties formalizing these requirements have to be
provided separately so that confidence about the de-
sign can be obtained by model-checking the system
against them. Clearly, the state space explosion prob-
lem may also occur. The proposed approach can en-
code some safety properties into IAs associated with
system components. By checking the consistency of
the network of these IAs, this can help predict the
internal interaction behaviour of the system.

4.1 Dataflow process networks

There are many kinds of process networks, such as
Kahn’s process networks (Kahn 1974), Karp and
Miller Computation Graphs (Karp & Miller 1966),
and dataflow process networks (Lee & Parks 1995,
Skillcorn 1991). In this paper we consider the form
proposed in (Skillcorn 1991).

Basically, a process network consists of a collec-
tion of concurrently executing processes with ports



and a set of channels connecting the output and input
ports of these processes. Often, the channels repre-
sent FIFO buffers between components, but we con-
sider that the buffers are encapsulated in their des-
tination components and the channels represent only
the causality of data flow between components. Due
to the localization of buffers, the semantic definition
of process networks is simplified and thus facilitates
modular consistency analysis. Furthermore, it also
gives us the flexibility to model a variety of buffers
thanks to the diversity of component modelling for-
malisms.

Definition 9. A network structure is defined by G =
(P,a, ¥, R), where:

e P is a set of placeholders (or nodes);

e « consists of two functions al: P — oUP™)
and a®: P — p(UP°™), mapping from all place-
holders to their input and output ports respec-
tively, where p is the powerset operator. We let

ap = U,epa'(p) be the set of input ports of

all placeholders and ap = U,cpa®(p) be the

set of output ports of all placeholders. ol and

a@ can be thought as the set of internal output

ports and of internal input ports of the network,
respectively.

e ¥ C UP°" is a finite set of external ports of the
network, consisting of two disjoint sets of input
ports ! and output ports X°.

e RC (X xab)u(af xab)u(af x%9) is a set of
connections, relating internal or external inputs
with internal or external outputs, such that the
following well-formed requirements hold:

— no self loops, i.e. (0,i) € R N (a@ x ak)
implies p(0) # p(i);

— no duplicated output to the same place-
holder, i.e. (0,1),(0,%') € RAi' # i implies

p(i') # p(i);
_[peP ifee€a(p)
where p(e) = {Env ifeex!yux©

The function p(e) returns the placeholder or Env
associated with the port e, where Env represents the
environment of a network with a structure G. The in-
put and output ports of Enwv corresponds to the out-
put and input ports of the network, respectively. The
first well-formed condition claims that there must not
be a connection from an output port of a placeholder
to any of its own input ports. The second condition
requires that any output port of one placeholder (or
the environment) should not be connected more than
one input port of any other placeholder (or the envi-
ronment).

Definition 10. Given a network structure G and an
instantiation function C: P — ¢ mapping every
placeholder p to a DEC c¢ such that of(p) C %I a
dataflow process network (DPN) is defined as a tuple
D =(Q,%, R) where Q = {C(p) | p € P}, and ¥ and
R are the same as for G.

A DPN is called closed if £! = £© = (); otherwise,
it is said to be open. Graphically, a DPN is depicted
as a directed graph. At this level of abstraction, each
node represents a placeholder, each triangle associ-
ated with a node represents an input or output port
of the node, and each edge represents a connection be-
tween ports. When the DPN is being constructed at
runtime, the component associated with a placeholder

by C is instantiated and substitutes the placeholder.
Meanwhile, the ports of the placeholder are substi-
tuted by the ports of the component with equivalent
names. Correspondingly, connections are then estab-
lished between concrete ports of these components.

purchase

i
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1 bank ‘

| o>
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Figure 4: An online purchase DPN

purchasel | pajable

Figure 4 shows the network structure of an online
purchase DPN. The instantiation function maps “e-
store” to the Petri Net model of figure 1 and “bank”
to a bank model (omitted for the sake of brevity).
This model accepts purchase requests from customers
and reports back whether the purchase succeeds or
fails. In order to avoid the complexity of different
data values, we assume that the online store sells only
one kind of goods. Also, as it is open, this network
can be instantiated in a larger DPN including the
customer.

DPNs are considered as a special case of DECs.
Hence their semantics can be interpreted in terms of
DECs, given by the following definition.

Definition 11. Consider a DPN D = (Q, X, R). Let
n=1Q,1<j<mnand C; € . Then the DEC
represented by D is defined by C' = (s°,5,%, —=¢),
where

e SC S x---x8¢, and s = (s& ,..., 5% );

e —¢ consists of
* input transitions
{(s, (3,v), 8" (i, v) €SI U ™, V], 8% = 6(s,4,v)}
* output transitions
{(s,{0,0),8") | {0,v) € O x U™ 1<k<n,
e€ Egk,(e,o) € RAsy <e—’v>c,c s},
A v.77ék7 S.Ij = 6(5,7'7671))}7
* internal transitions
{(8,7, (815,850, 80)) | 85 S, 85}
U{(s,7,¢") | 1<k <n,(e,v) € ZZ x U™,
Yo € £9,(e,0) ¢ RA sy, ﬂ)ck sy,
AYj#k,s; = 0(sj,e,v)};
-y 8n), 8 ={(s],...,8,), and
q if afezéjdqescj':

(i,f) e Rns; L%, q) -
s;j otherwise

where s = (s1,..

d(sj,4,v) =

A state of a DPN is a vector of states of all its
components, and its initial state is a vector of their
initial states. A DPN is executed by simply executing
its components and directing data flow according to
the connections R. An input transition of the network
is a transition accepting data at an input port of the
network. The transition may involve the synchroniza-
tion of multiple input transitions of the components,



depending on R. For example, the input transition at
port “purchase” of figure 4 consists of two simultane-
ous input transitions at the “purchase” ports of the
bank and the e-store. In the definition, the function
0(s;,14,v) returns the successor state q of s; if an input
port of C; is connected with the internal or external
input port i. Otherwise, it returns s;.

Similarly, an output transition of the network is
a transition resulting in data flow through an out-
put port of the network. The transition may be a
single output transition of a component or may in-
volve the synchronization of an output transition of
a component and multiple input transitions of other
components. For example, the output transition at
port “ok” is the output transition of the bank at port
(Cpaid77 )

Finally, an internal transition of the network is
either an internal transition or an output transition
of a component. The latter may result in simultane-
ous data acceptance by other components, but has no
external effects such as causing data flow at the net-
work boundary. For example, the output transition
of the bank at its port “payable” is internal to the
network. Also, it is synchronously executed with the
input transition of the e-store at its port “payable”.

Hence, an execution fragment of a DPN can also
be understood to be a finite alternating sequence of
states and labels as defined in section 3.1 for DECs.

From the definition, one can see that, in the execu-
tion of a DPN, data can be relayed between compo-
nents in three ways (Note that we regard here the
environment as a special component, the input or
output ports of which correspond to output or in-
put ports of the DPN, respectively.) First, when
there is only one connection outgoing from an output
port of a component, e.g. the connection between the
“payable” ports of the bank and the e-store, data from
the source port is simply directed to the destination
port of the connection. Second, when more than one
connection originates from one output port, e.g. the
two connections starting from the port “purchase” of
the network, data from the source port is duplicated
into multiple destination ports simultaneously. Last,
when an input port is connected by multiple output
ports, e.g. the connections ending at the port “fail” of
the network, data from these output ports is merged
into one data flow at the input port. In all these situa-
tions, the generation of an output from a component
occurs synchronously with the acceptance of inputs
by the components connected by R. In other words,
the output transition of the source component is exe-
cuted atomically with the corresponding input transi-
tions of the involved destination components. There-
fore, these cases realize two-party or multi-party syn-
chronization between components.

Note that a component could have more input
or output ports than the placeholder it substitutes,
e.g. the Petri Net component in figure 1 vs. the e-
store placeholder in figure 4. From definition 11, one
can see that disconnecting an input port implies that
no data is received via the port, while disconnect-
ing an output port means that any data sent out via
the port is lost. In the latter case, one can consider
that there is a sink connected to the output port and
consumes the data. More precisely, disconnecting an
output port of a DEC makes the associated output
transition occur independently, while disconnecting
an input port of a DEC disables the associated input
transition.

4.2 Extended process networks and interface
automaton networks

In order to make use of the TAs with which its compo-
nent DECs prove to be consistent, we define extended

process networks to include these IAs and also inter-
face automaton networks for them.

Definition 12. An extended process network (XPN)
is defined as a tuple X = (G,C, A), where G and C are
the same as in definitions 9 and 10, respectively, and
A: P — U is a function mapping every placeholder
p to an IA a, such that o/ (p) = X! and a©(p) = £¢.

Definition 13. The interface automaton network
(IAN) N derived from X is defined by N = (W, %, R)
where W = {A(p) | p € P}, and ¥ and R are the same
as for G (definition 9).

Consider the online purchase DPN in figure 4. Its
XPN and derived IAN share the same structure with
its DPN. The function A maps the e-store and bank
processes to the automata in figure 2(a) and 2(b) re-
spectively. Thus, the set W consists of these two au-
tomata.

Suppose that we have the automaton in figure 5
specifying the external interaction protocol of the ex-
ample DPN. Instead of proving the consistency of the
DPN with the specification TA directly, we can prove
the consistency of the DECs with their associated TAs
and also the consistency of the above-mentioned IAN
with the specification TA. The method to ensure the
former has been presented in section 3.3, while the
method to ensure the latter will be described in the
next section.

ok

ok
purchase
O O fail

Figure 5: A specification TA “ia-spec”

4.3 Consistency of IANs

The consistency of an IAN with a given IA can be in-
formally described as follows (regarding the mirror of
the TA as the environment of the TAN): any TA in the
TAN or the mirror does not generate an output event
which causes an input event violating the assump-
tions of any other automata (including the mirror).
In other words, any legal output will not lead to a
refused input event of any other automata (including
the mirror). Note that the assumption of the mirror
indicates that the TAN never generates more outputs
than A does.

Definition 14. Consider an IAN N = (W, XN, R)
and an TA M such that ¢ C TL. Let n = W],
U; be the input-universal version of 4; € W for 1<
j<n, and Up41 be the input-universal version of M.
Then the product of N and M is defined as an TA
Ao = (52,50, X0, o) such that:

0 _ /.0 0 .0 .
* 50 = <3U1’---=3Un:5Un+1>7

e So €Sy, x--+x Sy, xSy,,, is the smallest set
such that s% € Sg and Vs € S, s —¢ s implies
s' e S@,

. Eé = 28 =0, and Eg = U1§j§n+1 Egj;

® == {((81,...,Sn+1),€,<SI1,...,SIH+1)) |
1<j,k<n+1l,e€ Egk,sk € Su,, sk =, s},
AVj #k,s; = 0(sj,e)}, where



u ifﬂieE{]j,UESyj,
6(sj,€) = (e,i) € RAs; ——l-)Uju-
s; otherwise

Note that the product construction uses the input-
universal version of each automaton in an IAN or that
of the mirror so that any illegal output of an IA can
be detected by the reachability of error states. Dif-
ferent from the product construction for DECs and
TAs which involves handling data communications of
DECs, this procedure for TANs only deals with the
interaction protocols of DECs and does not involve
data values. Thus, the latter is simpler and cheaper.

Definition 15. Consider an IAN N and an TIA A
such that 4, C ©4.. N is consistent with A if no error
state is reachable in the product of N and the mirror
of A, i.e. Y(s1,...,8n41) € Se,1<j<n+1,s; # L.

The consistency of an IAN with an IA is deter-
mined by the absence of error states in the product
of the IAN and the mirror of the IA. Hence, this guar-
antees both the compatibility between IAs in the AN
and also the compatibility between the TAN and the
mirror, where compatibility between IAs refers to the
agreement of the IAs on interaction protocols. Fig-
ure 6 shows the product of the example TAN and the
mirror of the “ia-spec” automaton of figure 5. As
the product state space contains no error state, we
can say that the IAN is consistent with the “ia-spec”
automaton.

ok —\ delivered
/

purchase ~ payable
O

fail outOfStock

Figure 6: The product of the example IAN and the
mirror of “ia-spec”

4.4 Consistency deduction of DPNs

DPNs are a special case of DECs. Hence definition
5 is also applicable to them. The following theorem
gives a sufficient condition of determining the consis-
tency of DPNs.

Theorem 2. Consider an extended process network
X =(G,C,A). Let D = (Q,%,R) and N = (W, %, R)
be its derived DPN and IAN, respectively. Then D is
consistent with an TA A if

1. %L c ¥l
2. N is consistent with A;

3. Vj: 1<j<|P|,p; € P,A; = Alp;),C; = C(py),
and Cj; 1is consistent with A; (see definition 5).

Proof. Let n = |P|, Cg be the product of D and M,
and Ag be the product of N and M, where M is the
mirror of A. We shall prove by induction that for

all (g,s) € Sg, (a) s # L; (b) Let ¢ = {q1,---,qn)
such that Vj,q; € Sc¢;, then Ju; € Sa; such that

g 2 uj, u = (uy,...,u,) and (u,s) € Su. Clearly,
these hold for s = (s9,, s%) from definitions 3, 5 and
14. Consider (g, s) € Sg. Suppose (a) and (b) hold,
then
i. If 3j,¢; D¢, qj, then ¢ Db q and (¢, s) € Sg,
where ¢' = (ql,...,q;-,...,qn). Thus (a) holds.
(b) also holds because ¢} < uj;

ii. If Ie,v) € Y x U, s 54 8 Ag ﬂ)D q,

then for all j, either ¢; = g; or (e, v) € Eéj X

uvet, q; ﬂ)cj q;- holds. In the former case, we

let u} = u;. In the latter case, e € en)y (u;) must

hold due to condition 2. Then because C); is con-
sistent with A;, Ju’; € Sa;,u; 54, ul A X ul

Let u' = (u},...,u!), then I(u,s) S5 (u/,s')
and s’ # L (due to definition 14 and condition
2). Clearly, (b) also holds;

iii. If 3k: 1<k <n,(ev) € Egk x U g, {e,v) o

q,, then 3(¢’, s") € Sg. Because Cj is consistent
with A;,3ul € Sa,,ur —a, ujl A g, < uj. The
same as above, we can get u; for all j # k and
also u'. Because D and N share the same struc-
ture, I(u, s) =g {(u',s'). Hence s’ # L and (b)
holds (due to condition 2).

Therefore, V(q, s) € Sg,s # L. From theorem 1, this
theorem holds. O

With this theorem, we can conclude the example
DPN of figure 4 is consistent with the “ia-spec” IA of
figure 5, provided that the concrete model of the bank
is consistent with the “ia-bank” TA of figure 2(b).

In the context of Moses, we have implemented the
check for consistency of an IAN with an TA as speci-
fied by condition 2 of theorem 2. This, together with
the check based on theorem 1, gives us consistency
checking of DPNs.

5 Conclusion

In this paper a modular consistency analysis method
for dataflow process networks is presented, where
interface automata are associated with components
to specify the contracts between components and
the process networks comprising them. In this way,
highly independent development of components and
the communication structure among components is
supported. Also, a divide-and-conquer approach to
checking the consistency of process networks is advo-
cated, where a traditional monolithic checking task is
divided into a series of independent tasks at both the
architecture level and the component level. As these
tasks usually need to handle smaller state spaces than
the single monolithic check, the state space explosion
problem can be alleviated. Furthermore, on the basis
of an optimistic view of the environment, this method
can check not only closed process networks but also
open ones. This is very helpful for checking the con-
sistency of a subsystem independently from other sub-
systems and system architectures with which it will
be composed.

In addition, the proposed method simplifies sub-
stitutability checking between heterogeneous com-
ponents using an intermediate interface automaton.
That is to say, a component can be substituted with
another component in a process network if they are
both consistent with the same interface automaton.
Hence, the evolution of systems is supported both at
the abstract level by the substitutability of interface
automata and also at the component level by the sub-
stitutability of components.

In the context of the Moses tool, we have fully
implemented the consistency checking of interface
automaton networks with the development of a vi-
sual notation for interface automata and algorithms
and tools for their composition and compatibility
checking. The consistency checking of components



with interface automata requires the addition of state
space exploration capabilities for heterogeneous com-
ponents. We are still working on the automation of
this checking.

The research presented here is a step towards the
automated consistency checking of heterogeneous sys-
tems where system components as well as the system
architectures are potentially expressed in different de-
scription languages. We are investigating the applica-
tion of this method to architectural models described
in other languages such as Petri Nets. Currently the
assumptions of components on data values are not
captured in this method. A possible ways to improve
this is to enhance the formalism of interface automata
to support data values on input and output events.
Furthermore, true concurrency at component bound-
aries is not considered here and will be the subject of
future work.
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