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Abstract

VLOS is a research project investigating the feasi-
bility of a tuple space-based distributed operating
system for use on small to medium sized clusters of
Intel ™PC based computers.

Arguments are made that providing a mechanism
by which tuple field matching expressions can be
redefined from the usual “bitwise-binary” matching
schemes to more complex (user-defined) matching ex-
pressions, would allow tuple space-based communica-
tions to be involved in the provision of distributed
computational resources. These matching schemes
also help simplify the complexity of distributed ap-
plications, by moving some of the computation from
the application to the coordination medium.

A test implementation of a tuple field matching
system is described; the MiniMe matching expression
language is an in-kernel compiler whose language has
been designed specifically to disallow dangerous op-
erations. Several examples of MiniMe matching ex-
pressions are shown.

The protocol used by nodes to propagate expres-
sion matching changes is described here. The task
that has redefined a tuple field matching expression
blocks until the changes have been propagated across
the cluster. These semantics ensure that the dis-
tributed application does not attempt to perform any
operations using the tuple space prior to the field
matching rule redefinition being propagated globally.

Keywords: Distributed Operating Systems, Compil-
ers, Programming Language Implementation

1 Introduction

To date there has been very little research examining
the use of a tuple space-based communication model
as the basis for an operating system (Binning 1999).
Instead, focus has been generally on providing appli-
cations’ programmer support, typically through the
use of libraries and programming language extensions
(Picco, Murphy & Roman 1999, Davies, Wade, Friday
& Blair 1997, Sun Microsystems 2000).

VLOS is a research project that is currently fo-
cused on exploring the feasibility of a distributed op-
erating system using only tuple space-based commu-
nications. Unlike previous efforts, backwards compat-
ibility with existing operating systems’ APIs is not a
design requirement for VLOS. Future programmer-
level APTs will be designed, bearing in the mind the
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heavy focus that the operating system will have on
manipulating tuple spaces, field types and type sig-
natures.

1.1 VLOS’ Current Status

The VLOS operating system currently consists of a
capability-based security system for protecting tuple
spaces, field types and type signatures from unautho-
rised use (Chung & McDonald 2002b), a distributed
tuple space operations protocol, allowing tuple space-
based communications to occur across all nodes in a
cluster, and a disk-based non-volatile backing store
(Chung & McDonald 2002a).

All inter-node communications for the security and
tuple space operations protocol use the Transaction
Manager. The Transaction manager provides reli-
able and secure communications for VLOS subsys-
tems (Chung & McDonald 2002a). The Transac-
tion Manager uses dedicated and encrypted one-to-
one TCP/IP connections between all nodes in the
VLOS cluster.

All systems described has been implemented us-
ing the Flux OSKit. The Flux OSKit is a series of
libraries and utilities developed to help lower the bar-
rier to operating system researchers. Originally de-
veloped by a team lead by Ford at the University of
Utah, the OSKit provides a significant amount of the
low-level infrastructure needed, such as device drivers
and IP stacks, in a manner that is well defined and
easily overridden (Ford, Back, Benson, Lepreau, Lin
& Shivers 1997).

VLOS development is currently focused on the de-
velopment of a process model which will eventually
provide to the applications programmer a tuple space-
centric view of processes. Processes will be treated as
a specific instance of a tuple signature, allowing pro-
cesses to be suspended, cloned or terminated using
standard tuple space operations.

1.2 Overview

For readers unfamilar with the tuple space com-
munications model, known by its implementation
such as Linda (Carriero 1987), Sun’s Javaspaces
(Sun Microsystems 2000) or IBM’s TSpaces (Wyckoff,
McLaughry, Lehman & Ford 1998), a brief introduc-
tion to the paradigm follows in section 1.3.

Section 2 explains our motivation for redefining
the matching expression for a data type’s match-
ing expression, arguing that movements in this direc-
tion have already been made, and that simplification
of a distributed applications implementation can be
achieved.

We argue that the movement of some of the com-
putation from the distributed application to the co-
ordination would allow coordination to be viewed
in terms of the execution of a particular algorithm,



rather than purely in terms of the allocation of dis-
tributed resources. We illustrate this point by dis-
cussing two examples — defining floating-point num-
ber equality and the implementation of a genetic al-
gorithm.

Section 4 describes an initial implementation of a
system through which a field’s matching expression
can be changed — the MiniMe (MINI-Matching Ex-
pression) language, which was designed to be incor-
porated into the VLOS kernel itself, providing its ser-
vices to user-level programs as a system call; in doing
so, the VLOS operating system can offer customis-
able tuple field matching without the possibility of
infinite loops, exceptions, or the violation of memory
protection regimes. Some simple examples are also
provided.

In order to propagate changes in the matching
expression to other nodes in the cluster, a network
protocol, using VLOS’ Transaction Manager, is used.
An originating task is blocked until all nodes in the
cluster have acknowledged that they have redefined
their tuple field matching expressions. The protocol
was designed so that distributed application execu-
tion only continues when VLOS can guarantee that
the tuple matching rule redefinition has been globally
propagated. This is described in Section 6.

Section 7 concludes with some suggested future
changes to the MiniMe system. Current suggestions
include the ability to perform tuple space operations
(in, rd, out, collect and collect-cp) while eval-
uating fields and the introduction of state informa-
tion (variables) that can be used to store information
across repeated field matching operations.

1.3 The Tuple Space Communications Model

Tuples are finite collections of strictly typed data ob-
jects divided into searchable fields. Tuples have an
arity which refers to the number of their fields and
a type signature which reflects the ordered types of
these searchable fields, as described by its host lan-
guage. For example, the tuple

(’c’, 12.30, 95551111)
has an arity of 3 and a type signature of
(char, float, int)

Originally, 4 tuple space manipulators existed:
out, in, rd and eval. The out primitive deposits
a tuple into a tuple space: for example, the request

out(’p’, 4.14)

will deposit the tuple (’p’, 4.14) into the tuple
space, while the in primitive performs an extraction
of a tuple from the tuple space. For example, the
tuple template:
in(’p’, 7value)

will remove from the tuple space exactly one tuple
whose first field is ’p?, copying the contents of the
second field into the variable value, as indicated by
the 7 placeholder. The rd primitive performs exactly
the same function as in, except that the rd primitive
copies the fields of a tuple without removing the tuple
from the tuple space. The eval operator is Linda’s
process creation mechanism.

Wood et allater proposed the introduction of 2 ad-
ditional operators, collect (Butcher, Wood & Atkins
1994) and collect-cp (Rowstron & Wood 1996) to
provide global synchronisation primitives to the tu-
ple spaces. They accept 2 tuple spaces and a tuple
template, and either move or copy (respectively) all
matching tuples from the first tuple space to the sec-
ond and return the number of tuples that were trans-
fered (in the case of collect) or copied (in the case
of collect-cp).

2 Motives For Customising
Space Field Matching

Tuple

All tuple space-based communication involves at least
one pattern matching search on a tuple of a partic-
ular type signature during the in, rd, collect or
collect-cp operation (see section 1.3). Currently,
tuple field matching is based on pure binary match-
ing — a bit-wise comparison of each field is performed
to determine whether or not two fields match. Whilst
binary matching is acceptable for primitive data types
such as integers, this causes well known problems for
simple float-based data types and more complex data
structures.

2.1 Simplifying Distributed Programming

Tuple Space applications programmers have tradi-
tionally been encouraged to avoid attempting tuple
matching operations on floating point numbers due
to the issues involved in their precision (Carriero &
Gelernter 1989). However if (in the case of floating
point numbers) the matching expression for a float
data type could be redefined from an expression re-
sembling:

1 — I =0

to the usually recommended definition of equals for
floating point numbers:

|$1 —-$2| <e€

(where € is some tolerance), then tuple space pro-
grammers would have increased flexibility in the de-
sign of their parallel applications.

By allowing the redefinition of a field matching
expression, some of the computation is moved from
the application into the coordination language, which
may help reduce the level of complexity of the dis-
tributed application. Additionally, the ability to re-
define the field matching expression allows the act of
coordination itself to reflect a necessary step in the
algorithm, rather than merely as a necessary step in
the provision of distributed infrastructure. This has
the effect of simplifying the understanding of a dis-
tributed application.

Consider another example of a genetic algorithm —
most implementations of a tuple space-based genetic
alorithm create “task tuples” which are then accepted
by worker tasks as a directive on what is the next
computation to be performed (Zorman, Kapfhammer
& Roos 2002), (Stracuzzi 1998). Using a customised
matching expression for a “chromosome” data type,
it becomes possible to collect the entire population
that exceeds some fitness level; thus a single act of
coordination can be considered in terms of the oper-
ation of a genetic algorithm (“Collect all those indi-
viduals with fitness above the currently highest indi-
vidual”) rather than in terms of the direct provision
of distributed infrastructure (“You will calculate the
fitness function for this individual”).

2.2 The Next Step

Some researchers have noted that opportunities ex-
ist once tuple spaces divest themselves of strict pat-
tern matching (Broadbery & Playford 1991). Some
steps towards this concept of a more “programmable”
tuple space have already been taken — for exam-
ple, the work performed on ACLT by (Denti, Natali
& Omicini 1997) and the ReSpecT environment by
(Ricci, Omicini & Viroli 2002). These environments
enable a tuple space to generate tuples when a partic-
ular action on a particular tuple occurs via reactions.



In an alternative view of tuple space semantics,
the T-Cham environment (developed by Ma et al(Ma,
Johnson & Brent 1996)), all tuples are considered to
be molecules in a chemical reaction. Tuples that are
inserted into a tuple space can cause other tuples to
be created and destroyed.

If reactions (both as a response to a tuple space op-
eration, as well as a reaction to the presence of par-
ticular tuples) to tuple space operations are occuring,
then we also believe it is reasonable to argue in favour
of the next step forward — mechanisms by which the
reactions themselves can be controlled — by the cus-
tomisation of field matching expressions.

Continuing the example in section 2.1 of a ge-
netic algorithm, combining the ability to redefine field
matching with the ability to produce additional tu-
ples as a reaction (i.e., create mutated “chromosome”
tuples as they enter the tuple space), a genetic al-
gorithm implementation has the potential to become
considerably simpler to understand and implement.

3 Issues and Approaches

Given our arguments and the fact that VLOS is
tuple space-based, it is reasonable to expect that
VLOS should be responsible for allowing program-
mers to redefine field matching expressions. However,
allowing the user control over aspects of an operating
system function creates new challenges, particularly
with regards to security — it is now necessary to ensure
that any code presented to the operating system by
the user does not contain any unbounded loops, or at-
tempts to violate the bounds of the tuple field being
compared. Two possible solutions were considered —
interpreted or compiled code.

Interpretation involves the code for the tuple field
matching remaining as some form of intermediary
code between human-readable and machine code,
with an additional VLOS subsystem being respon-
sible for executing the code on the matching expres-
sion’s behalf in a Java-style virtual machine environ-
ment (Lindholm & Yellin 1999). Interpretation was
not adopted due to its likely performance penalty and
more importantly, the complexity (and effort) of im-
plementation, for a language whose ultimate purpose
is to return a TRUE / FALSE (non-zero or zero) value.

The use of a simple compiler with a dedicated lan-
guage has the advantage of allowing user-based code
to be used by the kernel at the full speed of native
machine code with minimal modifications to the ex-
isting VLOS kernel; evaluation functions are executed
directly, as opposed to the possibly complex initiali-
sation for an interpreted language environment.

The decision to use a kernel-based language com-
piler is not without precedent — for example, the BSD
Packet Filter (McCanne & Jacobson 1993) is effec-
tively a system by which an assembly-like language
is provided to the (BSD) kernel to control user-level
packet capture.

An issue that must be addressed when allowing
user-level code to be executed inside the kernel is of
authentication and the key question of establishing
trust between the kernel and an outside source of
compiled code. Since any scheme to authenticate a
user-level program acting as compiler would be com-
plex and most likely troublesome (Thompson 1984),
it was decided that the simplest way to ensure a trust-
worthy compiler was to have an instance of a compiler
built into the kernel and accessed via a system call.
This solves the problems associated with trusting the
compiler used to produce the code, as well as ensuring
that only a suitably secure language is used.

When selecting a language to use, most existing
languages were discounted due to the size that such

a compiler was likely to take when compared with
the small subset of the language that would actually
be used; nearly all forms of flow control would need
to be removed to eliminate the possibility of infinite
loops. When taking into consideration the likely size
of such a language (which would only need a few key
instructions), it was decided that the construction of
a small purpose-built language was the best time-vs-
reuse tradeoff.

4 The Solution: MiniMe

The MiniMe (MINIature Matching Expression) lan-
guage provides only a single data type, the 32-bit in-
teger. Many aspects of MiniMe have a strong resem-
blance to the C programming language, due in part
due to the need for MiniMe compiled expressions to
interface with the VLOS kernel, which is being devel-
oped in that language.

4.1 General Syntax

The syntax of MiniMe language statements is very
simple, consisting of consecutive diadic statements,

identifier = operand operation operand.

where operands are identifiers (variables), or numeric
constants.

The valid assignment operations available to Min-
iMe programs are shown in table 1. Note that the
divide and modulus operations are the only opera-
tions that are capable of performing actions that are
capable of causing an exception by providing a sec-
ond operand of zero (and inducing a divide by zero
exception). As such, these operations are checked be-
forehand; if the second operand being used is zero,
then the evaluation of the matching expression is im-
mediately terminated with a FALSE result.

Operator | Description
+ Addition
- Subtraction
* Multiplication
/ Division

% Modulus / Remainder
> | Shift right

< Shift left
& Bitwise-AND
l Bitwise-OR

Bitwise-XOR

Table 1: A list of all available basic operations in
MiniMe. The modulus and divide operators compile
into code that checks the operands to ensure that they
are legal values before the assignment operation is
performed — ensuring no exceptions are generated by
an attempt to divide or modulus by zero.

Standard relational operators (eg. equality com-
parison) are also available under VLOS, and are listed
for completeness in table 2. Any given relation eval-
uates to either 0 or 1, depending on whether the re-
lation holds.

Three unary operators exist: the bitwise-
complement (NOT) ~, as well as the
template(index) and candidate(index) oper-
ators — these return a 32-bit number corresponding
to the contents of the field starting at an offset of
index bytes into the field, of the tuple template’s
and the tuple being evaluated, respectively. These
operators also check the boundaries of the field data
types, to ensure that no attempt is made to exceed
the boundaries of the field.



Relation | Description
> Greater Than
>= Greater Than Or Equal
< Less Than
<= Less Than Or Equal
== Equality
= Inequality

Table 2: A list of the available relational operators
available under VLOS. These operators evaluate to
either zero (0) or one (1), depending on whether the
relation holds.

4.2 Flow Control

The MiniMe language currently supports two main
methods of controlling the flow of execution, the stan-
dard conditional block statements as well as a fixed-
loop construct.

The syntax of the conditional block statments is
of the form:

if ( condition )
condition TRUE block
else
condition FALSE block
end

Where condition is an expression comprising of one
of the relation operators described in table 2. Each
conditional block can consists of any number of valid
MiniMe language statements, including nested condi-
tional if-else-end blocks.

One of the important issues when allowing user-
code to be executed in kernel space is the prevention
of code attempting to access areas of memory outside
the two fields under consideration. In order to address
this concern, the only loop construct available under
MiniMe is a fixed iteration instruction foreach. The
usage of the foreach instruction is:

foreach Identifier
Code Block
next

The number of iterations executed by the foreach
construct is fixed to the size (in bytes) of the field type
being examined. Two additional reserved words are
provided: TEMPLATE and CANDIDATE, which refer to
a single byte indexed via the loop counter variable.
The identifier used to initiate the loop is available
for (read-only) use within the code block specified,
however indexing into the two arguments under con-
sideration is fixed by the compiler, ensuring that no
attempt can be made to exceed the bounds of the field
type.

Control over foreach loops is also possible via the
break and continue statements, which operate in
identical fashion to their C counterparts (terminat-
ing either the entire loop or just the current iteration,
respectively).

4.3 The Compilation Process

The compilation process is quite simple; the MiniMe
subsystem consists of a single system-call with the
following API:

int miniMe (Capability type, CString
code)

where type is a capability that refers to the field
type whose matching expression is being changed, and

code is a string containing the entire MiniMe expres-
sion. Note that due to the fact that the miniMe com-
piler is not a user-executable program and as such, all
field matching rule redefinitions must be specified to
the VLOS kernel in this manner, irrespective of the
user application’s host language.

The miniMe () system call is first subject to the
scrutiny of VLOS’ capability security system (Chung
& McDonald 2002b). A task attempting to redefine
the matching rule must be in possession of a valid
capability allowing that task to do so.

Once the capability holder has demonstrated that
it has the authority to use MiniMe on a field type, the
matching expression is compiled into machine code,
and used whenever matching on that field type must
be performed.

5 Some MiniMe Examples

The following examples illustrate how the miniMe
language can be used to improve the flexibility of the
tuple space-based distributed application. The first
example is an integer version of the example problem
of redefining equality to incorporate a tolerance value,
while the second example illustrates how the match-
ing rule could be redesigned to match chromosomes
in a genetic algorithm whose fitness is above that of
the tuple template’s.

5.1 Integer Equality With Tolerance Value

The following example performs an integer version of
the example problem of redefining “equals” to mean
that the difference between two numbers is less than
some pre-specified tolerance value (in this case 1):

|Z.’I’Lt1 - i’I’Lt2| < 1

numA = template(0);
numB = candidate(0);
if (numA > numB)
ReturnVal = numA - numB;
else
ReturnVal = numB - numA;
end
return ReturnVal <= 1;

5.2 Genome Fitness Value

Consider a simple genetic algorithm whose chromo-
some is declared (in C-syntax) as follows:

struct Genome

{
UInt32 g;
UInt32 h;
UInt32 i;
};

and whose fitness function is
f(x) =g* — hi

the following snippet of miniMe code redefines the
matching rule of the chromosome field type to:

f(4) = £(B)

where f(z) is the fitness function as evaluated over
a chromosome z, A is the field from the tuple tem-
plate and B is the field of the candidate tuple being
evaluated.



numGA = template(0);
numHA = template(l);
numIA = template(2);
valA numGA * numGA;

valAHI = numHA * numIA;

valA valA - valAHI;
numGB = candidate(0);
numHB = candidate(1);
numIB = candidate(2);

valB = numGB * numGB;
valBHI = numHA * numIA;
valB = valB - valBHI;

return valB <= valA;

5.3 N Dimensional Manhattan Distance

The Manhatten Distance metric is a commonly used
metric in many areas of computer science, including
signal processing and path planning. Consider a tuple
field of the form:

Int8 coordiantes[N];

where N is some fixed integer. In this example,
the field matching rule is designed to only select fields
whose N dimensional Manhattan Distance is less than
or equal to some constant value (in this case 5).

result = 0;
foreach I
XcC CANDIDATE;
xt TEMPLATE;
if (xt > xc)
difference
else
difference = xc - xt;
end
result = result + difference;
next
return result <= 5;

xt - xc;

6 Distributed MiniMe Propagation Protocol

One of the key concerns with the use of MiniMe is
the ability to propagate changes to the matching ex-
pression across all nodes in the VLOS cluster. In or-
der to achieve this the Transaction Manager (Chung
& McDonald 2002a) is used to develop a MiniMe-
specific protocol.

When a task attempts to redefine a field type’s
matching expression, the local compilation described
in section 4.3 is followed prior to distribution. If lo-
cal attempts at compilation are successful, then the
originating task is blocked. Figure 1 describes the
interaction between the different message types that
are described below:

MiniMe-define — this message contains details of
the actual field data type that is being redefined,
along with the MiniMe code (as a string) for the
new matching expression.

MiniMe-compiled — acknowledges not only the re-
ceipt of the MiniMe code, but also informs the
originating node that the field type in question
has had its matching expression redefined on that
node.

MiniMe-error — used when a node is unable to suc-
cessfully redefine a field type’s matching expres-
sion.

MiniMe-cancel — used to abort an attempt to re-
define a field type. Typically this is done when
a node responds to a MiniMe-define with a
MiniMe-error.

MiniMe-commit — used by the originating node
when all nodes have sent back MiniMe-compiled
messages, ensuring that if a single node is un-
able to redefine a field matching expression the
process can be aborted.

MiniMe-ACK - used by responding nodes to con-
firm that the matching rules for those field data
types have been redefined.

Once the originating node has received a
MiniMe-ACK message from all nodes, the originat-
ing task is unblocked and allowed to continue exe-
cuting. The blocking-while-redefining semantics have
been intentionally designed to ensure that a blocked
task does not prematurely start performing in and
rd operations before the matching rule has been glob-
ally propagated. All attempted to redefine matching
rules are done on a first come first served basis — if
two processes attempt to redefine a field matching
rule, then the rule definition from the process that
made the request last is used.

miniMe-define

miniMe-compiled miniMe-error

miniMe-commit miniMe-Abort

miniMe-ACK

Figure 1: An illustration between the message types
when propagating MiniMe redefinitions to other
nodes in the cluster. If a node reports back with
MiniMe-error, then a MiniMe-abort command is
used to prevent the other nodes from redefining their
matching expressions. When the originating node re-
ceives a MiniMe-ACK from all nodes in the cluster,
execution of the application task is resumed, ensuring
that the application only proceeds when the matching
rule has been redefined globally.



7 Conclusions

We have presented strong motives in favour of allow-
ing tuple field matching expressions to be customis-
able by the distributed applications programmer — by
moving some of the computation from the applica-
tion to the coordination, programs can be simplified,
reducing their complexity.

The MiniMe matching expression language was
presented as a potential solution to the need for cus-
tomisable tuple field matching expressions. It uses a
small custom-designed language compiler that is in-
tegrated into the VLOS operating system, to allow
programmers to specify new field matching expres-
sions.

To ensure that MiniMe — overridden matching ex-
pressions are propagated throughout the VLOS clus-
ter, VLOS’ Transaction Manager is used to firstly
transfer the redefined expressions to all other nodes,
and secondly to receive confirmation from all nodes.
Tasks redefining a field’s matching expression are
blocked until confirmation of redefinition is received
from all nodes.

7.1 Future Work

MiniMe is an initial implementation of a matching ex-
pression language for tuple space-based field match-
ing; there are still several key areas that require con-
tinued development to increase the convenience of the
language.

7.1.1

The example in section 5.2 of miniMe code for se-
lecting chromosomes that are better than an exist-
ing member of the population highlights the current
lack of any global state information, which would as-
sist in the reduction of any computation involved in
the selection of matches. In the example given, the
existence of global state information would allow the
fitness of the template field to be calculated once only.

Other possibilities for global state preservation in-
clude the ability to apply metrics across an entire tu-
ple population, and use the in or rd operators to se-
lect the tuple with the optimal metric reading, rather
that specifically a direct match.

Global State Preservation

7.1.2 Reactive Tuple Space Support

The work on reactive coordination media, such as
ACLT allows additional tuples to be generated in re-
action to a tuple being deposited (out’d) or extracted
(in or rd) (Denti et al. 1997). If the MiniMe language
was extended to allow the full range of tuple space op-
erators to be executed whilst a field matching was
being evaluated, this would combine the flexibility of
the current MiniMe-based matching system with the
reactivity of ACLT .
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